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Informational and psychological security
as factors of national security
during martial law

by OLENA BorTNIKOVA, BOHDAN MORKLYANYK, VALENTYN PYLYPCHUK,
KATERYNA NOVYTSKA, MARHARYTA MARTYNENKO'

ABSTRACT, In the article, based on the analysis of the current state of information
and psychological security as factors of national security during martial law, the
main problematic issues of the effective application of methods of ensuring infor-
mation and psychological security within the limits of national security are iden-
tified and the ways to solve them are identified. Factors influencing the increase
in the number of threats and risks of informational and cognitive destructive im-
pacts on technological systems, the personnel composition of the Armed Forces of
Ukraine, and the civilian population during a state of war were investigated. Ad-
ditionally, aspects of ensuring societal information freedoms are disclosed, taking
into account the protection of state information security in times of war. Priority
directions for protecting the information space have been identified, and a review
of typical threats to information security has been conducted. The main directions
of information attacks against Ukraine have been outlined, and a classification of
information-psychological threats has been provided. The negative consequences
of information-psychological influence on the psyche have been examined, and ef-
fective measures for protection against it have been provided. The practical result
of the study is a set of recommendations for increasing the effectiveness of meth-
ods of ensuring informational and psychological security within the framework of
national security during martial law. The theoretical outcome is the identification
of the fundamental patterns of interaction between information and psychological
security within the framework of national security. The scientific novelty of the
research lies in conducting an analysis of information and psychological security
specifically as factors of national security during a state of war, and identifying
the relationship between these types of security. This allowed for the formulation
of recommendations to enhance the effectiveness of implementing methods for
ensuring information and psychological security, thereby improving the overall
state of national security. The scientific novelty of the research lies in conducting
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an analysis of information and psychological security specifically as factors of na-
tional security during a state of war, and identifying the relationship between these
types of security. This allowed for the formulation of recommendations to enhance
the effectiveness of implementing methods for ensuring information and psycho-
logical security, thereby improving the overall state of national security. All this
can be done only in the interaction of the state with private initiative: foundations,
volunteers, media resources, press publishers, groups of psychologists.

KEYWORDS: SECURITY FACTORS, THREATS, INFORMATION ATTACKS, CONSEQUENCES OF IM-
PACTS, SECURITY MEASURES, WAR.

Introduction

fter the start of the aggression by the Russian Federation against

Ukraine, a state of emergency was declared by the acting President

of Ukraine, Oleksandr Turchynov, on March 17, 2014. This state of
emergency lasted until September 26, 2016, and concluded with the demobili-
zation of the sixth wave of mobilized individuals (Titarenko, 2024). In February
2022, the Russian Federation initiated a full-scale invasion, which served as a sig-
nal for declaring a state of war in Ukraine (Vasylchyshyn et al., 2022). The ques-
tion of comprehensive national security provision has arisen before Ukrainian so-
ciety as a crucial factor for its own survival during the war. Due to the constant
information attacks by the Russian Federation on technological systems, the per-
sonnel composition of the Armed Forces of Ukraine, and the civilian population
(Kalinichenko, 2020) the following destructive impacts have begun to manifest:

- partial destabilization of military command systems;
- breach of confidentiality of classified information;

- damage to equipment and communication lines;

- distrust among certain population groups;

- internal fragmentation of society;

- distrust towards key allies.

With the aim of ensuring the information security of Ukraine, the “Doctrine
of Information Security of Ukraine” was approved by the Decree of the Presi-
dent of Ukraine on February 25, 2017 (Poroshenko, 2017). After the declaration
of a state of war, on March 18, 2022, the decision of the National Security and
Defense Council (NSDC) “On the Implementation of a Unified Information Pol-



OLENA BORTNIKOVA ET ALIl ® INFORMATIONAL AND PSYCHOLOGICAL SECURITY 7

icy in Conditions of Martial Law” was adopted. It emphasized the priority of
implementing a unified information policy concerning national security matters.
(2022). The recent bitter experience of Ukraine underscores that national inde-
pendence exists only when national security is reliably ensured, based on the
strategy of national security of Ukraine (National security and defense council of
Ukraine, 2020; Smolyanyuk, 2018).

It should be noted that information and psychological security are as import-
ant factors of national security as military security. Therefore, in order to enhance
national security, it is necessary to consider the main problematic issues of effec-
tively implementing methods for ensuring information and psychological secu-
rity during a state of war (Averyanova & Voropaeva, 2020; Panchenko, 2019).
The need to consider issues related to the effective implementation of methods
for ensuring information and psychological security during a state of war is also
driven by a number of factors:

- heightened importance during wartime;
- imperfections in the state’s information policy;
- continuous influence of communication tools on individual consciousness;

- widespread manipulation of people’s consciousness and the use of infor-
mation-psychological influence technologies on them;

- involvement of professional teams in information attacks;

- the ultimate consequence of destructive influences could be the undermin-
ing of the foundations of national security and even defeat in war.

As a result of the conducted research, the main problematic issues regarding
the effective implementation of methods for ensuring information and psycho-
logical security within the framework of national security were identified. This
allowed for the provision of recommendations aimed at enhancing the effective-
ness of applying methods for ensuring information and psychological security
within the framework of national security during a state of war. Additionally, the
main patterns of interaction between information and psychological security were
identified. The main drawback of the study can be attributed to a series of gaps
resulting from insufficient information about the national security of Ukraine and
the unavailability of confidential or secret data.

Further research on the defined topic should include examples of tools used
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to ensure information and psychological security in several other countries. Mea-
sures to ensure national security in the United States, China, and EU member
countries could be particularly interesting from a research perspective. This will
allow for a comparison between the ideas proposed within the scope of the re-
search regarding the provision of information and psychological security as fac-
tors of national security and the existing models in the specified countries. This
comparison will enable the assessment of their effectiveness and the proposal of
the best practices for practical implementation by Ukraine’s special services.

Literature review

Leading countries around the world support their national security accord-
ing to existing and forecasted risks and threats. They primarily ensure it through
the development and implementation of a unified system of modern high-tech
tools (Brantly et al., 2017). The category of “national security” was first voiced
by President Theodore Roosevelt of the United States in 1904 in his message
to Congress regarding the annexation of the Panama Canal Zone in accordance
with the interests of national security (Abramov et al., 2016). Since then, the is-
sue of national security has begun to interest researchers from around the world.
These studies are especially relevant now due to international turbulence and
new threats in the context of information and psychological security as factors of
national security.

Among Ukrainian researchers, questions of national security have been stud-
ied by Vlasiuk O., Vonsovych O., Horbulin V., and Danyk Yu. The book by O.
Vlasiuk (2016) explores the influence of domestic policy issues on Ukraine’s
national security and reflects the scholarly perspective on national security as a
systemic phenomenon, problems of ensuring national security in the conditions
of globalized world, evolution of threats to Ukraine’s national security, issues of
shaping Ukrainian national identity, human development, regional policy, infor-
mation security, and reforming the state’s military organization.

The article by O. Vonsovych (2017) contains research on the state of national
security in Ukraine amidst modern geopolitical changes. It argues that the geopo-
litical rivalry for Ukraine between the Russian Federation and the United States
of America introduces negative adjustments and renders our state dependent on
external influences. The main affected spheres are specified:
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- political;

- economic;

- social;

- informational.

In the joint research by Horbulin V. and Danyk Yu. (2020), the priorities of
Ukraine’s national security in the conditions of the pandemic are examined. As
part of the research, the following directions for strengthening national security
were identified as priorities:

- Soclo-economic;

- organizational;

- financial-economic;

- cyber-informational and high-tech.

Foreign researchers such as Krawciw, Ranjan, and Sayler have examined is-
sues of national security. One of the chapters of Krawciw’s book (2016) is dedi-
cated to the development of national security after Ukraine gained independence.
The main problems that hindered the effective implementation of national secu-
rity policy were identified:

- chaotic processes;

- lack of experience;

- inability to clearly define own interests;

- absence of necessary legislation and institutions;
- internal struggles and conflicts.

In the article by Ranjan (2023), it is argued that in the process of implementing
trade sanctions against Russia, countries may rely on their own national securi-
ty interests and make exceptions to the rules of the World Trade Organization
(WTO). In the report to the US Congress prepared by the research analyst Sayler
(2020), the connection between artificial intelligence technologies and issues of
national security is discussed. This report identifies China as a leading competitor
in the development of artificial intelligence, according to the published plan of
2017, which aims to achieve global leadership in Al development by 2030. The
essence of the report is to inform members of Congress about the threats to U.S.
national security in the field of artificial intelligence.

It is also necessary to mention research on information and psychological se-
curity as factors of national security in the works of such domestic researchers
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as Kachynskyi A., Prokopenko O., Fedoriienko V., Kulchytskyi O., and foreign
scholars like Liu W., Shandler R., Gross M., Canetti D.

In the study by Kaczynski (2022), information is considered a critically im-
portant resource that impacts the state of national security in Ukraine, necessi-
tating the development of theoretical foundations and practical methods for state
information security policy. The conclusion of the research is the thesis that pro-
viding freedom of action to decision-making subsystems at all levels of the hi-
erarchical structure will enhance the effectiveness of countering disinformation.

In the article by the collective of the Educational and Scientific Center for
Strategic Communications in Ensuring National Security and Defense of the Na-
tional Defense University, consisting of Prokopenko et al. (2023), the approach
to identifying and analyzing information threats to Ukraine’s national security
within the strategic communications system is investigated. The methodological
approach proposed in the article for monitoring the information space provided
a comprehensive understanding of the information support for the work of the
government, state institutions, and public figures through the communicative ca-
pabilities of the state.

Taiwanese scholar Liu (2024) examined the factors of psychological readi-
ness, civil defense, and permanent warfare in the context of a potential military
conflict in Taiwan. The purpose of the article is psychological preparation for the
attack of China and resistance to the aggressor, the basis of the study was the war
of the Russian Federation against Ukraine.

The research work of Shandler et al. (2023) includes an analysis of cyber
attacks, psychological disorders, and military actions as components of national
security. The conclusions of the study indicate that even non-physical destructive
cyber attacks can lead to consequences comparable to armed aggression, thus
justifying the use of armed force for self-defense.

Given the findings from the reviewed studies, it is worth noting that they do
not address practical recommendations for enhancing the effectiveness of apply-
ing methods to ensure information and psychological security within the frame-
work of national security during a state of war. The aim of the research is to an-
alyze informational and psychological security specifically as factors of national
security during a state of war, and to identify the correlation between these types
of security. Furthermore, the goal is to provide recommendations for enhancing
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the effectiveness of implementing methods to ensure informational and psycho-

logical security.

Methodology

The research utilized scientific literature related to the thematic focus, includ-

ing monographs and scholarly-analytical publications by Ukrainian and inter-

national researchers on the studied issues, as well as the results of independent

observations. To address the set objectives, a variety of general scientific methods
were applied:

monitoring method: Used for gathering, organizing, and analyzing informa-
tion on psychological and informational security;

comparison method: Was useful in reconnaissance during the investigation of
the level of destructive influences on the population compared to those on the
personnel of the Armed Forces of Ukraine;

abstraction method: Used in the study to highlight the main concepts and cat-
egories;

analysis and synthesis methods: Used in the process of identifying the stages
and factors of development, as well as the most influential elements of the
researched object;

inductive method: Employed for predictive analysis of the expected effec-
tiveness of implementing methods to ensure informational and psychological
security;

abstract-logical, dialectical, and scientific abstraction methods: Utilized in the
study for forming theoretical generalizations, refining the conceptual frame-
work, and formulating conclusions;

specification method: Used to document the effectiveness and feasibility of
proposed means to enhance the application efficiency of methods ensuring
informational and psychological security;

quantitative data processing method: Enabled the expression of various as-
pects of national security in numerical values.

For addressing specific tasks, the research utilized specialized methods in-

cluding information collection, processing, analytical work, and justification.

The main objectives of the research are identified as follows:
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- Analyzing the current state of information and psychological security as fac-
tors of national security during a state of war.

- Identifying the main problematic issues of effective application of methods
for ensuring information and psychological security within the framework of
national security.

- Determining the ways to address the problematic issues of effectively ap-
plying methods to ensure information and psychological security within the
framework of national security.

- Researching the factors influencing the increase in the number of threats and
risks of informational and cognitive destructive impacts on technological
systems, the personnel of the Armed Forces of Ukraine, and the population
during a state of war.

- Unveiling aspects of ensuring societal information freedoms while consider-
ing the protection of state information security in wartime conditions.

- Determining priority directions for safeguarding the information domain and
conducting a review of typical threats to information security.

- Reviewing the negative consequences of informational-psychological influ-
ence on the psyche and proposing effective measures to protect against it.

- Identified the main patterns of interaction between informational and psycho-
logical security within the framework of national security.

- Providing recommendations to enhance the effectiveness of implementing
methods to ensure informational and psychological security within the scope
of national security during a state of war.

The research is characterized by its fundamental nature based on the following
criteria:

- The findings can serve as a basis for new fundamental, applied, and explorato-
ry research and developments.

- It yields a high internal scientific impact, leading to the emergence of a new
direction in the development of science.

- The study is grounded in a broad theoretical framework and is profound in its
analysis.

The relevance of the researched topic is underscored by the critical impor-

tance of psychological and informational security issues as factors in national
security, particularly in light of Russia’s war against Ukraine. Participation of



OLENA BORTNIKOVA ET ALIl ® INFORMATIONAL AND PSYCHOLOGICAL SECURITY 13

professional teams in informational attacks leads to negative consequences of
destructive influence, thereby affecting the capabilities of the Armed Forces of
Ukraine and Ukrainian society to resist aggression. The object of the chosen re-
search is the process of assessing the state of informational and psychological
security as factors of national security during a state of war, with the subject
defined as the principles of informational and psychological security as factors of
national security during a state of war.

Results

National security depends on the level of organization of state institutions
and the level of awareness of the population. Only based on unity and interethnic
harmony, with a national idea supported by the majority of the population, can the
state become strong and developed. Therefore, the implementation of responsible
domestic and foreign policies is the key to national security (Levchenko et al.,
2019).

Let’s identify the main factors of national security (Table 1).

Table 1. A generalized overview of the main factors of national security

Ne | The name of | The essence of the factor
the factor

1 |Information | Information security practices involve reducing information
Security risks, typically entailing prevention or mitigation of the unautho-
rized or improper access to data, as well as illegal use, disclosure,
breach, deletion, damage, alteration, inspection, recording, or de-
struction of information.

2 | Economic Se- | The ability of a state to sustain and develop its national economy,
curity without which managing other dimensions of national security is
impossible. Economic strength significantly determines the na-
tion’s defense capability, and therefore, reliable economic securi-
ty directly affects the national security of the nation.

3 | Psychological | Psychological security can be viewed as an integrative character-
Security istic of the individual-subject, reflecting the degree of satisfaction
of basic human needs (or group needs) for safety, psychological
well-being, the creation of feelings of confidence, and stability.
It encompasses a complex of cognitive, emotional-volitional,
and characterological features of a person, their orientation, and
worldview.
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4 | Energy Secu- | This is the connection between national security and the avail-
rity ability of natural resources for energy supply. International en-
ergy relations have contributed to the globalization of the world,
leading to both energy security and, at the same time, energy vul-
nerability.

5 | Military Secu- | It entails the ability of a nation-state to defend itself and/or deter
rity military aggression. On the other hand, military security involves
a nation-state’s ability to ensure the implementation of its politi-
cal decisions through the use of military force.

6 | Ecological Se- | It pertains to the integrity of ecosystems and the biosphere, par-
curity ticularly concerning their capacity to sustain a diversity of life
forms, including human life. Ecosystem security has garnered
increasing attention as human impact on the environment con-
tinues to escalate.

Source: compiled based on Alguliyev et.al., 2020, Fletcher, 2016, Shlyakhtunov, 2022,
Overland, 2016, Haelig,2023; Liu et al., 2021

The current state of psychological and informational security in Ukraine
is critical, and the trend is towards further deterioration, as Russia contin-
ues to exert informational influence aimed at shaping the consciousness of
Ukrainian society. The main informational channels influencing the psy-
chological state of the population are as follows:

- Official media outlets;

- Unofficial channels of information (Telegram, Viber, Instagram);
- Printed propaganda (leaflets, newspapers, books);

- Communication with citizens of the aggressor country.

Psychological influence is exerted through information attacks using
fake accounts and bot farms, which condition individuals to unquestion-
ingly accept any information and believe in its reality (Lyzanchuk, 2017).

The relationship between informational, psychological, and national
security can be defined as a logical conjunction operation (union) of infor-
mational and psychological security, forming national security, expressed
by the formula:

INTI=H (1),

where I is informational security, IT is psychological security, a H is
national security.
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This relationship between the factors of national security is depicted in
Fig. 1.

Figure 1. The interrelation of national security factors

Information security of the Armed Forces of Ukraine as the most im-
portant military state institution is the key to the security of the state. Pro-
tecting military information resources should indeed become the top pri-
ority task for security professionals. To mitigate threats, they need to be
correctly identified and classified based on several factors:

- by origin;
- by the nature of their influence;
- by the level of danger.

Information security experts divide the types of threat sources into two
groups: internal and external. Information security experts divide the types of
threat sources into two groups: internal and external:
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creating tension or destabilizing the socio-political situation in the areas where
military personnel are stationed: provoking personnel conflicts with the local
population and inciting mass unrest;

influencing the morale of the troops: falsification of military history facts, in-
creasing social tension, and contact of personnel with representatives of hos-
tile press;

creating factions within the military: spreading radical political or religious
ideas (Bodnar, 2014; Morklyanik et al., 2023).

To counter disruptions in the activities of the Armed Forces of Ukraine due to

information-psychological operations, it is necessary to take a series of measures:

conduct informational campaigns with the local population;

teach servicemen the basics of countering information and psychological op-
erations;

commanders should control the content consumed by members of the military
unit;

when working with the press, verify information about journalists and publi-
cations.

Information operations are also hazardous not only for civilians or military

personnel but also for the functioning of information systems. Examples of such

threats and their consequences for national security can be seen in Table 2.

Table 2. Threats of information operations to information systems and their
consequences

Ne | The name of the threat | The consequence of the information operation

Hacking into the mili- | It can provoke chaos during military operations, lead-
tary command system ing to the failure of the operation and resulting in casu-
alties and equipment losses.

Hacking into the vehicle | Disabling fire and movement nodes would make the
management system equipment an easy target for destruction.

Breach of data confiden- | It can result in the recruitment of military personnel or
tiality pose a threat to their family members.

Theft of military secrets | It will provide the enemy with information about the
activities of the armed forces, making it impossible to
achieve the element of surprise during military oper-
ations.
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Entering false data into | It poses a threat of destruction to own military person-
weapons management | nel, civilian population, or infrastructure.
systems

Source: developed by the author

To counter threats of information operations for information systems, the fol-

lowing means can be employed:

- further development of legislation to counter threats;

- involvement of cybersecurity professionals;

- utilization of exclusively closed networks with dedicated servers;

- collaboration among law enforcement agencies at the horizontal level;
- continuous administration of information systems.

After the start of full-scale aggression by the Russian Federation, the Verk-

hovna Rada adopted a bill on criminal liability for unauthorized photo and vid-

eo recording of the movements of the Armed Forces and international military
assistance during a state of war. On March 22, 2022, the Law of Ukraine came
into force, significantly simplifying investigative procedures and access to the
belongings and documents of suspects (Zelensky, 2022).

One of the most effective countermeasures against threats of information op-

erations is the application of information operations against the enemy:

misleading the enemy regarding measures and methods to counter threats in
information security;

regularly destroying communication centers and information systems;
introducing harmful changes into the operation of enemy information sys-
tems;

identifying and destroying enemy communication systems within the territory
of Ukraine;

stealing confidential information about the enemy’s intentions;

lowering the morale of enemy troops by using fakes and bot farms in hostile
information networks.

For the implementation of tasks related to ensuring information security in

Ukraine, various structural units of the Ministry of Defense of Ukraine and the
General Staff of the Armed Forces of Ukraine are responsible (Fig. 2).
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*Main Intellisence Directorate; *Main Communication and
*Department of State Secrets Information Systems Directorate;
Protection; *Central Directorate for State Secrets
* Information Technology Protection and Information
Department. Security;
=Joint Operational Headquarters;
=Main Operational Directorate.

Figure 2. Structures responsible for information security in Ukraine
Source: compiled based on Danyk & Permiakov, 2018; Logvinenko, 2023.

Often these structures duplicate others and lack clearly defined goals,
so it is proposed to create a single body that can ensure the implementation
of the concept of information and psychological security of Ukraine as
factors of national security. The main tasks of such a service are outlined

in Table 3.

Table 3. The main tasks of the information-psychological security service of Ukraine
and ways to address them

Name of the task

Way of solution

Participation in the formation and imple-
mentation of state policy on information
and psychological security.

Participation in the formation and im-
plementation of state policy on infor-
mation and psychological security.

Formulation and implementation of the
policy of the Ministry of Defense of
Ukraine and the Armed Forces of Ukraine
regarding actions in the information
space.

Cooperation and holding joint meet-
ings and conferences with officials of
the Ministry of Defense of Ukraine
and commanders of the Armed Forces
of Ukraine.

Participation in events related to the cre-
ation and development of information
systems and resources in the Armed Forc-
es of Ukraine.

Defining the information needs of the
Armed Forces of Ukraine and engag-
ing qualified specialists to work with
the systems.
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4 | Participation in the development of stan- | Cooperation with representatives of
dards for training specialists in informa- | the middle and higher education sec-
tion and psychological security. tors to develop necessary educational
programs.

5 | Monitoring and analysis of the informa- | Use of statistical data and information
tion field of Ukraine and the enemy, iden- | security experts.

tification of vulnerabilities in information
systems.

6 | Participation in initiatives aimed at creat- | Based on the vulnerabilities of the en-
ing threats to the information and psycho- | emy, the most critical targets should
logical security of the enemy. be identified and subjected to infor-
mational and psychological attacks.

Source: developed by the author

In the proposed service structure, a number of specialized departments are to
be created (Fig. 3.).

Figure 3. Departments of the proposed Information-Psychological Security Service
Source: developed by the author
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Also important in the context of information security as a factor of national
security is ensuring information rights and freedoms even in conditions of mar-
tial law. For this, the mechanism of the information security construction system
should contain the following components:

- technical: creation and operation of all necessary technical components of
the systems;

- political: state policies aimed at ensuring information security;

- legal: all regulated by laws or regulatory acts.

Obviously, during war, no state can guarantee full observance of human rights,
which is a perfectly normal phenomenon in extraordinary circumstances. Howev-
er, preserving the fundamental principles based on political and legal interaction
mechanisms to ensure information security safeguards the foundations of democ-
racy and the system of common principles of law from destruction (Koterlin,
2022).

Discussion

Although the topic of information and psychological security as factors of
national security during wartime has gained some popularity among researchers,
none of the reviewed sources have established a connection between these types
of security. Also, no recommendations have been identified regarding enhancing
the effectiveness of applying methods for ensuring information and psychologi-
cal security that could be utilized in practice to strengthen the national security of
Ukraine. The main reasons for such a situation are several factors:

- Lack of clear correlation between security factors and national security in
some works (Danyk & Permiakov, 2018; Logvinenko, 2023), which impedes
the establishment of hierarchical and horizontal connections between the
identified categories within the scope of national security during a state of war.

- Limited theoretical foundation of research does not allow asserting its univer-
sal nature due to a large number of potential gaps (Smotrych & Brailko, 2023;
Kosteniuk, 2023).

- Obsolescence of the materials used (Husar, 2022).

At the same time, some studies on information and psychological security
as factors of national security during a state of war demonstrate certain unique
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developments:

- effectiveness calculations have been conducted for implementing measures to
counter and neutralize the negative impact of enemy information and psycho-
logical warfare (Prokopenko et al., 2023).

- a multi-tiered model of the structure of counter-propaganda organization has
been developed (Kaczynski, 2022).

In one of the studies (Danyk & Permiakov, 2018), the creation of an infor-
mation security management service is proposed, but the issue of psychological
security in its activities and countermeasures to counter information operations
threats was not addressed at all.

The recommendations for improving the effectiveness of applying methods to
ensure information and psychological security, which could be used in practice
to strengthen Ukraine’s national security, based on this research are as follows:

- Establishing control over information channels influencing the psychological
state of the population.

- Rapid and accurate identification and classification of threats.

- Striking first in information and psychological security against the enemy.

- Consolidating the structures responsible for information security in Ukraine
into a single service responsible for both information and psychological secu-
rity.

- Adhering to the legal regime within the framework of operations to ensure the
fundamental information rights and freedoms of Ukrainians, even in times of
war.

- Engage private initiatives in cooperation: foundations, volunteers, media
resources, press publishers, and groups of psychologists (Bortnikova et al.,
2024).

Conclusions

Indeed, during the research, an analysis of the current state of information and
psychological security as factors of national security during a state of war was
conducted. The main problematic issues of effective application of methods to
ensure information and psychological security within the framework of national
security were identified, and ways to address them were determined.

The reasons for the increase in the number of threats and risks of informa-
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tional and cognitive destructive influences on technological systems, personnel
of the Armed Forces of Ukraine, and the population during a state of war have
been identified.

The main directions of protecting the information field have been considered,
and a review of typical threats to information security has been conducted. The
main directions of information attacks against Ukraine have been identified, and
a classification of information-psychological threats has been provided. Negative
consequences of information-psychological influence on the psyche have also
been considered, and effective measures to protect against it have been provided.

A series of recommendations have been provided to enhance the effective-
ness of implementing methods to ensure information and psychological security,
which could be utilized in practice to strengthen the national security of Ukraine.
For the first time, the connection between information, psychological, and na-
tional security has been demonstrated through logical operations, and a visual
scheme illustrating their interaction has been constructed. Further research on the
identified topic should include examples of the tools used to ensure information
and psychological security in several other countries (such as the USA, China,
and EU member states).
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