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Information sovereignty of the state 
in the context of hybrid threats in the digital age: 

Legal protection mechanisms in Ukraine

by Oleksandr Tykhomyrov1, Denys Tykhomyrov2,
Liudmyla Radovetska3, Ihor Bohdan4

Abstract. The growing proportion, variety and technical level of cyberattacks in 
the spectrum of hybrid threats aimed at Ukraine’s information resources makes 
the issue of information sovereignty relevant. From disinformation campaigns to 
direct cyberattacks on critical information infrastructure, such attacks pose a di-
rect threat to the security of the state, its stable operation and functioning in times 
of the digital age, further development of information technology and the corre-
sponding formation of new forms, dimensions, and principles of the information 
society. Legal mechanisms for protecting Ukraine’s information space need to be 
strengthened and adapted to new challenges. This is the reason for the relevance 
of the scientific research. The purpose of the research is to analyse the legal as-
pects of protection of information systems of Ukraine, key aspects of information 
sovereignty and to assess their effectiveness in the context of the hybrid threats 
realization in modern conditions. To achieve the research goal, it can be used the 
following research methods: general philosophical method, descriptive method, 
method of system analysis, synthesis, dialectical method, methods of deduction 
and induction. Eliminating gaps and inconsistencies in existing legislation and 
adapting to the best international practices, the conclusions of the research provide 
a new perspective on Ukraine’s information security, information sovereignty and 
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protection against hybrid threats. In turn, proposals were also made to develop the 
concept of a national strategy for information sovereignty, including the improve-
ment of legal norms and integration with international standards, which together 
contributed to the achievement of the goal.

Keywords: cybersecurity; digitalization; hybrid threats; information law; in-
formation security; information sovereignty; state defense.

1 Introduction

T he information society, due to its development and formation, creates 
significantly new conditions and frameworks for the existence of the 
state, its interaction with other participants in information relations 

(states and international organisations, as well as domestic actors). That is why 
ensuring information sovereignty directly depends on the interconnection with 
all spheres of society and is carried out both within the state and outside it – that 
is, in the global information space and in the purely national one in the course of 
ensuring and implementing the functions of the state and the direct presence of an 
information component in such functions (Chander & Haochen, 2023).

The twenty-first century has created conditions in which technological prog-
ress and the information space have become a new battlefield and a component 
of state security and defence. This is evidenced by the massive cyberattacks on 
Ukraine’s critical information systems after the start of the full-scale invasion, 
which were aimed at creating hybrid threats and losing confidence in the state 
as such. Therefore, it can confidently be said that there is a threat to the sover-
eignty of the state. Such threats include the use of traditional and non-traditional 
models of information influence, which weakens the state’s defence, while mak-
ing the protection of national information sovereignty an urgent priority. Being 
the cornerstone of national security, the protection of this sovereignty is not just 
a technical problem, but a legal and strategic imperative that requires reliable 
mechanisms to counteract growing risks (Khmyrov, 2023).

The acceptable state of information sovereignty security should be noted that 
it includes not only an active aspect, but also the creation of conditions that will 
facilitate the implementation of all measures to protect it. After all, if Ukraine’s 
sovereignty is generally ensured not only by the formal legal entrenchment of this 
category in the Constitution and the guarantee of sovereignty through military, 
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economic, diplomatic and other means, but also emphasised by the very fact of 
the existence and activities of the government, police, banking system, develop-
ment of legislation and clearly established borders, has a strong economic com-
ponent, etc. (Kotsur et al., 2023). 

Information sovereignty is defined as the ability and right of the state to in-
dependently formulate and implement its information policy, to dispose of infor-
mation resources, available infrastructure and ensure security in the information 
space at its own discretion; as well as to have the ability to protect the population 
from the results of mass cyberattacks by an external enemy, resistance to informa-
tion warfare, which is based on the ability of the state to manage the information 
received by the population, which requires the creation of appropriate conditions.

Cyber threats are an obvious fact that their direct consequence is to cause 
damage to the state, society and individuals in the information sphere. These 
threats are expressed in four different spheres of influence: the impact on society, 
i.e. psychological and informational threats; the impact on digital infrastructure, 
namely technological threats; the legal sphere, which directly regulates relations 
in the information environment and where legal threats arise; and political threats, 
which are manifested in institutional imperfections, censorship, etc. (Pravdyuk, 
2024).

In the context of Russia’s full-scale invasion of Ukraine, the main threats to 
Ukraine’s security and defence are those directly related to the aggression of 
Russia and its controlled entities. Such threats are manifested by the aggressor’s 
communication and information advantages in the temporarily occupied territo-
ries; Russia’s active conduct of certain information operations; the insufficient 
development of the national information infrastructure, which negatively affects 
Ukraine’s ability to counter this level of information threats and act within the 
framework of Ukraine’s national interests; gaps in legislation on the regulation 
of information relations; and uncertainty in strategic communications (Solodka, 
2024).

It is believed that the relevance of this study is directly related to the growing 
number of hybrid threats that are directly aimed at undermining Ukraine’s se-
curity. Starting from disinformation campaigns to direct cyberattacks on critical 
information infrastructure, such direct attacks pose a direct threat to the security 
of the state, its stable operation and functioning in times of technological prog-
ress and development of information systems. That is why ensuring information 
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sovereignty is such an important aspect of preserving Ukraine’s independence. 
This article aims to examine these issues and the need to ensure information sov-
ereignty, to explore the legislative framework developed to protect the country’s 
information space and to suggest ways to strengthen it.

If the importance of the findings of the study is considered, it is ensured by the 
contribution to a much broader discourse on Ukraine’s information sovereignty 
and hybrid warfare as such. While existing studies have explored the technical as-
pects of cyberattacks or the geopolitical implications of hybrid threats, few have 
comprehensively delved into the legal mechanisms underpinning the state’s re-
sponse. This research article builds on previous studies by directly analysing the 
adaptation of Ukrainian legislation with a forward-looking strategy, distinguish-
ing it from more generalised approaches that do not take into account the nuances 
of the national context. Moreover, this article aims to fill the existing gaps in the 
information relations framework, while offering a balance between the analysis 
of legal theory, international harmonisation and, accordingly, direct implementa-
tion. Taken together, this once again underlines the relevance of the study. 

In terms of scientific novelty, it can confidently be pointed out that the propos-
als for a national strategy of information sovereignty take into account the unique 
geopolitical context of Ukraine. By eliminating gaps and inconsistencies in exist-
ing legislation and adapting to the best international practices, the conclusions of 
the research paper provide a new perspective on Ukraine’s information security 
and protection against hybrid threats. It is also important to note that this article 
emphasises the intersection of information law and national security, providing a 
context-specific lens that is practical and innovative (Neustroiev, 2021).

That is why the purpose of this research is to analyse the legal aspects of 
protection of information systems of Ukraine, key aspects of information sov-
ereignty and to assess their effectiveness in the context of hybrid threats. The 
objectives of the research article are: to study the legal aspects of protection of 
critical information systems; to determine the peculiarities of harmonisation of 
Ukrainian legislation with international cybersecurity standards; to understand 
the role of information law in ensuring national security in the digital age; to pro-
vide proposals for the concept of a national strategy of information sovereignty of 
an integrative nature that takes into account the improvement of legal norms and 
integration with international standards (Sopilko, 2024).
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2. Materials and Methods

Taking into account the relevance of the study, the purpose, and the outlined tasks, 
the following methods of scientific knowledge were used: general philosophical 
method, descriptive method, method of system analysis, synthesis, dialectical 
method, and methods of deduction and induction. All scientifically significant 
conclusions were obtained through the active use of the above methods, both 
individually and in combination. Each stage of the research was accompanied by 
the use of the general philosophical method. It helped us to formulate the main 
conclusions of the research, which in turn contain a new view of Ukraine’s infor-
mation security, information sovereignty and protection against hybrid threats.

The descriptive method was an important method of cognition in the research, 
which helped to provide a detailed description of the legal aspects of protecting 
critical information systems, and also helped to identify vulnerabilities in the le-
gal mechanisms of Ukraine in terms of information relations. Using this method 
and combining its application with another method – the method of systematic 
analysis – It reviewed the current legislation of Ukraine related to information se-
curity and protection against hybrid threats, which further contributed to a com-
prehensive study.

The systematic analysis method was also used to review international infor-
mation security standards, which may have a positive impact on Ukraine’s efforts 
to improve its legislation. The synthesis method was used, which in combination 
contributed to understanding the current state of Ukrainian legislation and iden-
tifying areas that need to be improved. With the help of the dialectical method, 
the synthesis method, and the general philosophical method, it was possible to 
understand the benefits of harmonizing Ukrainian legislation with international 
standards, which manifests itself in the areas of enhanced defense, cooperation 
with allies, and increased resilience to hybrid threats. The dialectical method also 
contributed to a better understanding of the concept of information sovereignty, 
hybrid threats in general, and those hybrid threats that pose a heightened risk to 
Ukraine as part of Russia’s aggression. 

Using the deductive method, the strategic role of information law in ensuring 
national security and defense in the digital age was formed. Using the inductive 
method, deductive method, and system analysis method, the research develops 
strategic recommendations for strengthening Ukraine’s information sovereignty 
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through legal mechanisms as an integral component of Ukraine’s national secu-
rity, taking into account the unique geopolitical context of Ukraine. Reasonable 
and balanced use of all the above methods contributed to the achievement of the 
research goal and objectives, while the conclusions of the research work contain a 
new perspective on Ukraine’s information security, information sovereignty and 
protection against hybrid threats.

3. Results and Discussion

2.1.	Legal aspects of critical information systems protection

Against the backdrop of an active hybrid war and frequent threats, Ukraine is 
obliged to improve and develop a legislative framework that will help to actively 
counter threats. As of today, work on legislative documents is actively underway, 
but it will take both time and resources to cover the entire spectrum of infor-
mation relations and regulate them accordingly, taking into account martial law. 
As the importance of cybersecurity continues to grow and legislative responses 
intensify, a certain imbalance can be observed between the legal regulation of in-
formation security and cybersecurity – both in their normative interpretation and 
in the alignment of strategic goals for their implementation. However, it can be 
noted that the basis of the legislative framework for cybersecurity is the Constitu-
tion of Ukraine (Verkhovna Rada of Ukraine, 1996). The Constitution of Ukraine 
(1996) contains provisions on the protection of personal data, information and 
citizens’ rights that directly relate to the information space.

The legislative framework is also formed by laws and bylaws, to which it must 
first of all refer the Law of Ukraine “On the Basic Principles of Ensuring Cyber-
security in Ukraine.” (Verkhovna Rada of Ukraine, 2017). Its provisions define 
the legal and organisational framework for protecting the vital interests of a per-
son and citizen, society and the state, as well as Ukraine’s national interests in 
cyberspace. The law also sets out the primary goals, principles and directions of 
Ukraine’s cybersecurity policy, defines the range of authorised bodies, reveals the 
range of their powers and responsibilities, and specifies the basis for coordination 
between these bodies and other enterprises, institutions and organisations, and cit-
izens in the field of cybersecurity in Ukraine (Verkhovna Rada of Ukraine, 2017).

The basis of liability for unlawful acts in the field of cybersecurity is also set 
out in the Criminal Code of Ukraine (Verkhovna Rada of Ukraine, 2001). In gen-
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eral, criminal liability is incurred for unauthorised interference with the operation 
of electronic computers, automated systems, computer networks or telecommu-
nication networks; development for the purpose of using, distributing or selling 
malicious software or hardware, as well as their distribution or sale; unauthorised 
sale or distribution of restricted information stored in electronic computers, au-
tomated systems, computer networks or on media containing such information.

Another important legislative document is the Law of Ukraine “On Informa-
tion” (Verkhovna Rada of Ukraine, 1992). The provisions of the law are intended 
to regulate the main aspects of information security, legal relations on informa-
tion processing, as well as the protection of information as such. At the same 
time, the Law of Ukraine “On Information Protection in Information and Tele-
communication Systems” contains direct requirements for technical protection 
of information in information systems and imposes a direct obligation on critical 
infrastructure operators to actively implement cybersecurity systems (Verkhovna 
Rada of Ukraine, 1994).

It is also worth mentioning the Law of Ukraine “On the State Service for Spe-
cial Communications and Information Protection of Ukraine”, which contains the 
legal framework for the organisation and operation of the State Service for Spe-
cial Communications and Information Protection of Ukraine in accordance with 
the Constitution of Ukraine (Verkhovna Rada of Ukraine, 2006). In 2021, the 
National Security and Defence Council of Ukraine adopted a decision “On the 
Cybersecurity Strategy of Ukraine”, which was directly aimed at improving the 
security situation and the overall resilience of the information critical infrastruc-
ture. It addressed the issue of protecting both public and private information sys-
tems. This Strategy contained information on new challenges and cyber threats 
and emphasised the role of cybersecurity as a priority in the national security 
system of Ukraine (Verkhovna Rada of Ukraine, 2021). 

The Action Plan for the Implementation of the Cybersecurity Strategy of 
Ukraine for 2023-2024 was formed, with the main focus on the creation of cyber 
troops within the Ministry of Defence, providing them with adequate financial, 
human and technical support to deter armed aggression in cyberspace “and re-
pel the aggressor” (Verkhovna Rada of Ukraine, 2023a). It should also be added 
that in 2023, the Cabinet of Ministers of Ukraine adopted the Resolution “Some 
issues of response of cybersecurity entities to various types of events in cyber-
space”, which is also valuable in the context of cybersecurity (Verkhovna Rada 
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of Ukraine, 2023a).
In this regard, it should be noted that the Convention on Cybercrime, which 

was ratified by Ukraine in 2005, plays an equally important role, but with some 
important reservations. They generally included criminalisation in national leg-
islation of the development or use of software or hardware for unauthorised ac-
cess, interception of data or interference with data or systems (Verkhovna Rada 
of Ukraine, 2005). The Law of Ukraine “On critical infrastructure” is worth 
mentioning when analyzing the issue of cyber defense of critical infrastructure 
(Verkhovna Rada of Ukraine, 2023c), which defines the legal and organisational 
framework for the creation and smooth operation of the national system of criti-
cal infrastructure protection, and the CMU Resolution “On Approval of General 
Requirements for Cybersecurity of Critical Infrastructure Facilities” (Verkhovna 
Rada of Ukraine, 2019). 

Analysing the peculiarities of these legal acts, it should be noted that since 
they were adopted at different times, there may often be inconsistencies in termi-
nology, overlapping accountability, gaps and contradictory aspects, lack of pro-
visions for conducting information security audits of critical infrastructure, etc. 
Moreover, there are problems in the distribution of powers. Therefore, it is quite 
obvious that the legislative framework needs to be comprehensively revised, co-
ordinated with each other and take into account current trends and the situation 
in Ukraine. It is also important to note that the effective implementation of the 
Convention on Cybercrime requires government agencies to take measures to 
provide more precise and comprehensive definitions of the concept of cybersecu-
rity (Didkivska & Shevchenko, 2024). 

The challenges faced during cyberattacks and what needs to be considered 
when bringing the legal framework into compliance are important. These prob-
lems may include low or insufficient cybersecurity skills of personnel, which 
prevents them from recognizing and responding to threats in a timely manner. 
This issue should be addressed to ensure continuous education and training in the 
future (Khudoliy et al., 2024). Another challenge is sophisticated cyberattacks, 
as attackers usually choose advanced methods that include extensive training, 
sophisticated tools, and disguise as legitimate activities. 

In this case, attention should be focused on creating a mechanism to ensure in-
formation systems are capable of responding to this level of threat sophistication 
(Vasylkivska & Bondarenko, 2023). There is also a need for effective monitoring 
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tools, including outdated software that will not be relevant to modern cyberat-
tacks. Another issue is the lack of modern artificial intelligence-based solutions 
for automated anomaly detection (Savchuk, 2024). The lack of rapid adaptation 
to changing threats is another problem that affects both the regulatory framework 
and the updating of security systems and signature databases. 

The latter aspect can be addressed in the process of allocating financial re-
sources, while the former takes time. Besides, the lack of financial resources is 
manifested in outdated software and a shortage of qualified personnel with low 
salaries. Communication between the relevant departments is also problematic, 
as IT and security departments often work in isolation, which slows down the ex-
change of information. That is why efforts should be directed at creating unified 
security protocols and standardizing processes to respond to potential threats in 
a timely manner (Vorotynskyy, 2024). These problematic aspects and challenges 
once again emphasise the importance of bringing the regulatory framework in 
line with the current state of affairs and creating a comprehensive approach to 
countering cyber threats. 

3.2	 Harmonisation of Ukrainian legislation with international cybersecurity 
standards

As part of the scientific study and taking into account the above-analysed 
legal aspects of critical information systems protection, it is also worth inves-
tigating the issue of harmonisation of Ukrainian legislation with international 
cybersecurity standards within the framework of the EU and NATO activities. It 
is worth noting that an important vector of the European Union’s activities is to 
ensure cybersecurity and timely response to hybrid threats. The EU’s approach is 
based on several key legal documents, such as the NIS Directive, NIS 2 Directive 
2022/2555 and The European Cyber Resilience Act (CRA) (Cyber Risk GmbH, 
2024). 

In turn, The European Cyber Resilience Act (2024) addresses two key issues, 
namely: the relatively low level of security of products with digital elements, 
characterised by the presence of vulnerabilities and inconsistent and untimely 
updates of security systems to eliminate such vulnerabilities; insufficient under-
standing and access to information by users, which prevents them from choosing 
products with appropriate cybersecurity features or using them in a safe manner 
(H-X Technologies, 2024). In general, the European approach is manifested in a 
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harmonised and holistic approach to cybersecurity and cyber incident response. 
For the latter, the EU relies on a network of CSIRTs (Computer Security Incident 
Response Teams) that coordinate national response teams. Under such condi-
tions, there is a rapid exchange of data on potential and real threats, which creates 
the appropriate conditions for an effective response to cyber incidents.

As for NATO’s activities, it is worth noting that actions aimed at ensuring cy-
ber defence are a priority task in deterrence and defence. It is clear that NATO’s 
focus is on protecting its own information systems, secure activities in the digital 
space and direct assistance to NATO members in these areas. In 2016, NATO’s 
defence mandate was approved and cyberspace was recognised as a direct area of 
operations. In the same year, NATO Allies committed to potential cyber defence, 
and in 2023, this pledge was reinforced by setting new goals to strengthen cyber 
defence as a priority. This also includes the protection of critical infrastructure 
(North Atlantic Treaty Organization, 2024).

It is also important to add that at the NATO Summit in Vilnius in 2023, Al-
lies endorsed a new concept to strengthen the contribution of cyber defence to 
NATO’s overall deterrence and defence posture, and launched NATO’s Virtual 
Cyber Incident Support Capability (VCISC) to support national mitigation efforts 
in response to significant malicious cyber activity. In 2024, the establishment of a 
NATO Integrated Cyber Defence Centre was raised to promote better awareness 
of cyber threats, to directly protect networks, and to establish cyberspace as an 
operational domain (North Atlantic Treaty Organization, 2024).

NATO and the EU cooperate in the area of cyber defence, and therefore such 
cooperation is indicative for Ukraine in terms of harmonising its legislation with 
international standards. Moreover, Ukraine’s partners will take into account 
Ukraine’s experience in protecting information systems and responding to hybrid 
threats, while emphasising Ukraine’s significant efforts in this area. It is import-
ant to note that the harmonisation of legislation with the EU legal framework and 
NATO standards is a priority for Ukraine. 

First of all, NIS 2 of Directive 2022/2555 should be taken as a basis and a 
new version of the Law of Ukraine “On the Basic Principles of Ensuring Cyber-
security of Ukraine” should be adopted, taking into account the key provisions 
of the Directive. Moreover, the new version should contain mechanisms for risk 
assessment, timely response to them, reporting on incidents, etc. To ensure that 
the process is holistic, an interagency working group should also be set up, com-
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prising representatives of the National Security and Defence Council, the State 
Service for Special Communications, the Security Service of Ukraine and other 
relevant agencies.

The equally important step is to apply for the appropriate partner status in 
ENISA, which, in turn, will facilitate the participation of Ukrainian experts in 
ENISA Council meetings and access to timely and relevant information on cyber 
threats. In the framework of cooperation with NATO, it is worth developing a 
kind of roadmap for interoperable digital interoperability that will cover both 
organisational, legal and technical aspects of integration. The creation of a joint 
body to share experience in responding to cyber threats, such as the NATO Tal-
linn Project, is also relevant in the current context. Such a move would bring 
significant positive results and strengthen Ukraine’s ability to respond to cyber 
threats in a timely manner and ensure information sovereignty (Lehominova et 
al., 2023).

An important development in the framework of cooperation with NATO and 
compliance with NATO standards was the audit of the DELTA combat system. 
This is the first time that the system has been certified for information security 
according to NATO standards.

The benefits of harmonizing Ukrainian legislation with international stan-
dards, including a higher level of information sovereignty and national securi-
ty, strengthening legal instruments to protect critical information systems in line 
with NATO recommendations and key EU documents, and improving interopera-
bility with allies in the context of the ongoing hybrid war. This will allow for inte-
gration into joint cybersecurity and data exchange exercises, as well as improved 
response to potential threats. A higher level of resilience to potential cyber threats 
also depends on the legal framework and the consistency of norms between them. 
Ukraine can improve the protection of its financial systems and energy networks 
by learning from the experience of its partners (Pleskach et al., 2020).

3.3.	 The role of information law in ensuring national security and information 
sovereignty of the state

Information law plays a strategic role due to its innovative nature and integra-
tive functionality in ensuring national security and defence in the digital age. 
Undoubtedly, the war complicates the digitalisation process, but information law 
today goes beyond the traditional framework, taking on the responsibility of be-
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coming a proactive tool for the state’s existence in the digital space. At the same 
time, the strategic role of information law is directly manifested in the integration 
and use of protection mechanisms in the digital space (Pravdyuk, 2024).

It is important to note that as part of the work to improve Ukraine’s legal 
system in the area of cybersecurity and introduce defence principles into current 
legislation, in parallel with international standards, information law is becoming 
a kind of barrier against external attacks. At the same time, the proposed norms 
are being actively coordinated with the broader security strategy of the state in 
order to increase the state’s resilience to new hybrid threats (Savchuk, 2024).

This role of information law is accompanied by both risks and opportunities. 
As for the opportunities, it opens up the possibility of using AI and blockchain 
technologies, thereby strengthening Ukraine’s defence capabilities. However, on 
the other hand, this will help to identify new risks and weaknesses caused by 
attacks also using artificial intelligence. That is why it is necessary to update the 
existing laws in order to not only respond to new risks in a timely manner, but 
also to be able to anticipate and predict them (Kormych et al., 2024).

Information law is important in the context of international cooperation and 
harmonization of legislation. This means that by solving problems inside and 
outside the country, information law becomes a cornerstone of a comprehensive 
national strategy of information sovereignty (Kormych et al., 2024). In prac-
tice, the strategic deployment of information law requires a proactive position. 
It should go beyond static rules to include dynamic protection mechanisms, such 
as real-time reporting of cyber incidents, public-private partnerships, and legal 
incentives for cybersecurity innovation. For Ukraine, this could mean amending 
existing laws to make resilience testing of critical infrastructure mandatory or 
creating a legal framework for digital security education for citizens – measures 
that strengthen the defences of both the state and society (Savchuk, 2024).

It should also be noted that information law has the resource to transform 
Ukraine’s vulnerabilities and strengths. This is manifested in the need to develop 
a comprehensive national strategy that will present information law as a proac-
tive tool for protecting information sovereignty as such (Babichev & Peliukh, 
2024). In this study, it is proposed to address the following aspects of the national 
strategy aimed at protecting and securing the information space of the state and 
supporting information sovereignty. In this case, the information space should 
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be regarded as a critical line of state defense, with the obligatory involvement of 
international partnership.

Work on strengthening legal norms in the context of the ongoing war and 
martial law – within this framework, it is proposed to develop protocols for cap-
turing and isolating networks that are compromised or pose a direct threat to 
Ukraine’s sovereignty. In the context of this proposal, it is believed necessary to 
adopt a relevant legal act that would regulate the protection of critical state data. 
This data would be stored on Ukraine’s internal servers, with copies on servers of 
allied countries. It is also worth emphasising measures to counter hybrid threats 
by providing a comprehensive legal interpretation and imposing responsibility 
for hybrid attacks, treating them as direct military action (The National Security 
and Defense Council of Ukraine, 2023). 

Harmonization of current legislation in line with NATO and EU internation-
al standards. In this area, in addition to the proposals outlined in the previous 
section, it is also proposed to join and create cross-border cyber alliances by 
concluding agreements with partner countries to exchange data on cyber threats. 
It is also believed that it is important to adopt global protocols for cybersecurity 
management based on international standards, adapting them to Ukraine’s current 
needs. This will help build trust and attract foreign investment in technology re-
silience (Babichev & Peliukh, 2024).

Actively fighting cyberattacks and hybrid threats, including the creation of 
artificial intelligence systems that will combine private, public and military 
networks to identify potential threats and eliminate them (Verkhovna Rada of 
Ukraine, 2023a; 2023b). It is also proposed to engage private firms in combating 
cyberattacks, with mandatory cooperation with state-authorized institutions. 

Such cooperation could include the exchange of compromise indicators and 
general data on cyber threats, and the creation of a forum for planning tactics to 
combat cyber threats and analysing the latest cybersecurity trends. This could also 
facilitate the deployment of blockchain technologies to verify official messages 
and debunk fakes, based on the 2014 Crimean propaganda textbook. Moreover, 
such cooperation should include certain security protocols that would guarantee 
data confidentiality, protection of commercial information of private and public 
institutions, and compliance with the current legislation on personal information 
protection. 
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The following pillars of implementation should be established, with a special 
agency under the Ministry of Digital Transformation to oversee the improvement 
of legislation and the implementation of the strategy in joint coordination with 
the SSU and the relevant NATO body. In parallel, appropriate tax incentives or 
grants should be offered for the development of advanced cybersecurity tools and 
mechanisms.

Optimise national cybersecurity structures to improve response to potential 
threats. An important aspect of optimisation is the introduction of a system of 
key performance indicators (KPIs) to assess the performance of cybersecurity 
structures (Pravdyuk, 2024). As for the KPIs themselves, they may include the 
time taken to respond to an incident, the number of incidents that were resolved, 
and the level of preparedness of critical infrastructure against cyber threats. This 
will help to effectively evaluate existing units and future units created as part of 
the strategy. These proposals for the development of a national strategy aimed at 
protecting and securing the state’s information space and supporting information 
sovereignty will expand the scope of cooperation and facilitate more active work 
on these issues.

3. Conclusion
Information sovereignty is defined as the ability and right of the state to inde-
pendently formulate and implement its information policy, manage information 
resources, existing infrastructure and ensure security in the information space at 
its own discretion. The ability to protect the population from the results of mas-
sive cyberattacks by an external enemy, to be resistant to information warfare, 
based on the state’s ability to manage the information received by the population, 
for which it is necessary to create appropriate conditions.

The harmonization of Ukraine’s strategic directions of security and relevant 
Ukrainian legislation with international standards is also important, as it can 
improve information and cybersecurity and help to counter hybrid threats more 
effectively. The basis of the legislative framework on cybersecurity is the Consti-
tution of Ukraine, the Law of Ukraine “On the Basic Principles of Ensuring Cy-
bersecurity of Ukraine”, the Criminal Code of Ukraine, the Law of Ukraine “On 
Information”, the Law of Ukraine “On Information Protection in Information 
and Telecommunications Systems”, the Law of Ukraine “On the State Service of 
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Special Communications and Information Protection of Ukraine”, the Decision 
of the National Security and Defense Council of Ukraine “On the Cybersecurity 
Strategy of Ukraine”, the Action Plan for the Implementation of the Provisions 
of the Cybersecurity Strategy of Ukraine for 2023-2024, the Resolution of the 
Cabinet of Ministers of Ukraine “On Some Issues of Response of Cybersecurity 
Entities to Various Types of Events in Cyberspace”, the Convention on Cyber-
crime, which was ratified by Ukraine in 2005, the Law of Ukraine “On Critical 
Infrastructure” and the Resolution of the CMU “On Approval of General Re-
quirements for Cybersecurity Protection of Critical Infrastructure”.

The legal acts were adopted at different times, it is quite obvious that there 
are inconsistencies in terminology, overlapping accountability, gaps and contra-
dictions, lack of provisions for conducting information security audits of critical 
infrastructure, etc. It is also important to understand the problems faced during 
cyberattacks and what needs to be taken into account when aligning the legal 
framework. 

These challenges include: low or insufficient qualifications of cybersecurity 
personnel; complex cyberattacks; the need for effective monitoring tools; lack of 
rapid adaptation to changing threats; lack of financial resources; and problematic 
communication between relevant departments. An analysis of the peculiarities 
of cybersecurity regulation in the EU and NATO standards reveals the following 
advantages of harmonizing Ukrainian legislation with international standards: a 
high level of information sovereignty and national security; strengthening of le-
gal instruments; improved interoperability with allies; and increased resilience to 
potential cyber threats.

The study proposes several national strategies aimed at protecting and secur-
ing the state’s information space and preserving information sovereignty. The fol-
lowing strategies include: work on strengthening legal norms in the context of the 
ongoing war and martial law; harmonization of current legislation in accordance 
with NATO and EU international standards; active fight against cyberattacks and 
hybrid threats, including the creation of artificial intelligence systems that will in-
tegrate private, public and military networks; creation of a national cybersecurity 
system; creation of a national cybersecurity network. These steps will help to im-
prove the situation with information sovereignty in the face of gabyridic threats.
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