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Informational and psychological security
as factors of national security
during martial law

by OLENA BorTNIKOVA, BOHDAN MORKLYANYK, VALENTYN PYLYPCHUK,
KATERYNA NOVYTSKA, MARHARYTA MARTYNENKO'

ABSTRACT, In the article, based on the analysis of the current state of information
and psychological security as factors of national security during martial law, the
main problematic issues of the effective application of methods of ensuring infor-
mation and psychological security within the limits of national security are iden-
tified and the ways to solve them are identified. Factors influencing the increase
in the number of threats and risks of informational and cognitive destructive im-
pacts on technological systems, the personnel composition of the Armed Forces of
Ukraine, and the civilian population during a state of war were investigated. Ad-
ditionally, aspects of ensuring societal information freedoms are disclosed, taking
into account the protection of state information security in times of war. Priority
directions for protecting the information space have been identified, and a review
of typical threats to information security has been conducted. The main directions
of information attacks against Ukraine have been outlined, and a classification of
information-psychological threats has been provided. The negative consequences
of information-psychological influence on the psyche have been examined, and ef-
fective measures for protection against it have been provided. The practical result
of the study is a set of recommendations for increasing the effectiveness of meth-
ods of ensuring informational and psychological security within the framework of
national security during martial law. The theoretical outcome is the identification
of the fundamental patterns of interaction between information and psychological
security within the framework of national security. The scientific novelty of the
research lies in conducting an analysis of information and psychological security
specifically as factors of national security during a state of war, and identifying
the relationship between these types of security. This allowed for the formulation
of recommendations to enhance the effectiveness of implementing methods for
ensuring information and psychological security, thereby improving the overall
state of national security. The scientific novelty of the research lies in conducting
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an analysis of information and psychological security specifically as factors of na-
tional security during a state of war, and identifying the relationship between these
types of security. This allowed for the formulation of recommendations to enhance
the effectiveness of implementing methods for ensuring information and psycho-
logical security, thereby improving the overall state of national security. All this
can be done only in the interaction of the state with private initiative: foundations,
volunteers, media resources, press publishers, groups of psychologists.

KEYWORDS: SECURITY FACTORS, THREATS, INFORMATION ATTACKS, CONSEQUENCES OF IM-
PACTS, SECURITY MEASURES, WAR.

Introduction

fter the start of the aggression by the Russian Federation against

Ukraine, a state of emergency was declared by the acting President

of Ukraine, Oleksandr Turchynov, on March 17, 2014. This state of
emergency lasted until September 26, 2016, and concluded with the demobili-
zation of the sixth wave of mobilized individuals (Titarenko, 2024). In February
2022, the Russian Federation initiated a full-scale invasion, which served as a sig-
nal for declaring a state of war in Ukraine (Vasylchyshyn et al., 2022). The ques-
tion of comprehensive national security provision has arisen before Ukrainian so-
ciety as a crucial factor for its own survival during the war. Due to the constant
information attacks by the Russian Federation on technological systems, the per-
sonnel composition of the Armed Forces of Ukraine, and the civilian population
(Kalinichenko, 2020) the following destructive impacts have begun to manifest:

- partial destabilization of military command systems;
- breach of confidentiality of classified information;

- damage to equipment and communication lines;

- distrust among certain population groups;

- internal fragmentation of society;

- distrust towards key allies.

With the aim of ensuring the information security of Ukraine, the “Doctrine
of Information Security of Ukraine” was approved by the Decree of the Presi-
dent of Ukraine on February 25, 2017 (Poroshenko, 2017). After the declaration
of a state of war, on March 18, 2022, the decision of the National Security and
Defense Council (NSDC) “On the Implementation of a Unified Information Pol-
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icy in Conditions of Martial Law” was adopted. It emphasized the priority of
implementing a unified information policy concerning national security matters.
(2022). The recent bitter experience of Ukraine underscores that national inde-
pendence exists only when national security is reliably ensured, based on the
strategy of national security of Ukraine (National security and defense council of
Ukraine, 2020; Smolyanyuk, 2018).

It should be noted that information and psychological security are as import-
ant factors of national security as military security. Therefore, in order to enhance
national security, it is necessary to consider the main problematic issues of effec-
tively implementing methods for ensuring information and psychological secu-
rity during a state of war (Averyanova & Voropaeva, 2020; Panchenko, 2019).
The need to consider issues related to the effective implementation of methods
for ensuring information and psychological security during a state of war is also
driven by a number of factors:

- heightened importance during wartime;
- imperfections in the state’s information policy;
- continuous influence of communication tools on individual consciousness;

- widespread manipulation of people’s consciousness and the use of infor-
mation-psychological influence technologies on them;

- involvement of professional teams in information attacks;

- the ultimate consequence of destructive influences could be the undermin-
ing of the foundations of national security and even defeat in war.

As a result of the conducted research, the main problematic issues regarding
the effective implementation of methods for ensuring information and psycho-
logical security within the framework of national security were identified. This
allowed for the provision of recommendations aimed at enhancing the effective-
ness of applying methods for ensuring information and psychological security
within the framework of national security during a state of war. Additionally, the
main patterns of interaction between information and psychological security were
identified. The main drawback of the study can be attributed to a series of gaps
resulting from insufficient information about the national security of Ukraine and
the unavailability of confidential or secret data.

Further research on the defined topic should include examples of tools used
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to ensure information and psychological security in several other countries. Mea-
sures to ensure national security in the United States, China, and EU member
countries could be particularly interesting from a research perspective. This will
allow for a comparison between the ideas proposed within the scope of the re-
search regarding the provision of information and psychological security as fac-
tors of national security and the existing models in the specified countries. This
comparison will enable the assessment of their effectiveness and the proposal of
the best practices for practical implementation by Ukraine’s special services.

Literature review

Leading countries around the world support their national security accord-
ing to existing and forecasted risks and threats. They primarily ensure it through
the development and implementation of a unified system of modern high-tech
tools (Brantly et al., 2017). The category of “national security” was first voiced
by President Theodore Roosevelt of the United States in 1904 in his message
to Congress regarding the annexation of the Panama Canal Zone in accordance
with the interests of national security (Abramov et al., 2016). Since then, the is-
sue of national security has begun to interest researchers from around the world.
These studies are especially relevant now due to international turbulence and
new threats in the context of information and psychological security as factors of
national security.

Among Ukrainian researchers, questions of national security have been stud-
ied by Vlasiuk O., Vonsovych O., Horbulin V., and Danyk Yu. The book by O.
Vlasiuk (2016) explores the influence of domestic policy issues on Ukraine’s
national security and reflects the scholarly perspective on national security as a
systemic phenomenon, problems of ensuring national security in the conditions
of globalized world, evolution of threats to Ukraine’s national security, issues of
shaping Ukrainian national identity, human development, regional policy, infor-
mation security, and reforming the state’s military organization.

The article by O. Vonsovych (2017) contains research on the state of national
security in Ukraine amidst modern geopolitical changes. It argues that the geopo-
litical rivalry for Ukraine between the Russian Federation and the United States
of America introduces negative adjustments and renders our state dependent on
external influences. The main affected spheres are specified:
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- political;

- economic;

- social;

- informational.

In the joint research by Horbulin V. and Danyk Yu. (2020), the priorities of
Ukraine’s national security in the conditions of the pandemic are examined. As
part of the research, the following directions for strengthening national security
were identified as priorities:

- Soclo-economic;

- organizational;

- financial-economic;

- cyber-informational and high-tech.

Foreign researchers such as Krawciw, Ranjan, and Sayler have examined is-
sues of national security. One of the chapters of Krawciw’s book (2016) is dedi-
cated to the development of national security after Ukraine gained independence.
The main problems that hindered the effective implementation of national secu-
rity policy were identified:

- chaotic processes;

- lack of experience;

- inability to clearly define own interests;

- absence of necessary legislation and institutions;
- internal struggles and conflicts.

In the article by Ranjan (2023), it is argued that in the process of implementing
trade sanctions against Russia, countries may rely on their own national securi-
ty interests and make exceptions to the rules of the World Trade Organization
(WTO). In the report to the US Congress prepared by the research analyst Sayler
(2020), the connection between artificial intelligence technologies and issues of
national security is discussed. This report identifies China as a leading competitor
in the development of artificial intelligence, according to the published plan of
2017, which aims to achieve global leadership in Al development by 2030. The
essence of the report is to inform members of Congress about the threats to U.S.
national security in the field of artificial intelligence.

It is also necessary to mention research on information and psychological se-
curity as factors of national security in the works of such domestic researchers
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as Kachynskyi A., Prokopenko O., Fedoriienko V., Kulchytskyi O., and foreign
scholars like Liu W., Shandler R., Gross M., Canetti D.

In the study by Kaczynski (2022), information is considered a critically im-
portant resource that impacts the state of national security in Ukraine, necessi-
tating the development of theoretical foundations and practical methods for state
information security policy. The conclusion of the research is the thesis that pro-
viding freedom of action to decision-making subsystems at all levels of the hi-
erarchical structure will enhance the effectiveness of countering disinformation.

In the article by the collective of the Educational and Scientific Center for
Strategic Communications in Ensuring National Security and Defense of the Na-
tional Defense University, consisting of Prokopenko et al. (2023), the approach
to identifying and analyzing information threats to Ukraine’s national security
within the strategic communications system is investigated. The methodological
approach proposed in the article for monitoring the information space provided
a comprehensive understanding of the information support for the work of the
government, state institutions, and public figures through the communicative ca-
pabilities of the state.

Taiwanese scholar Liu (2024) examined the factors of psychological readi-
ness, civil defense, and permanent warfare in the context of a potential military
conflict in Taiwan. The purpose of the article is psychological preparation for the
attack of China and resistance to the aggressor, the basis of the study was the war
of the Russian Federation against Ukraine.

The research work of Shandler et al. (2023) includes an analysis of cyber
attacks, psychological disorders, and military actions as components of national
security. The conclusions of the study indicate that even non-physical destructive
cyber attacks can lead to consequences comparable to armed aggression, thus
justifying the use of armed force for self-defense.

Given the findings from the reviewed studies, it is worth noting that they do
not address practical recommendations for enhancing the effectiveness of apply-
ing methods to ensure information and psychological security within the frame-
work of national security during a state of war. The aim of the research is to an-
alyze informational and psychological security specifically as factors of national
security during a state of war, and to identify the correlation between these types
of security. Furthermore, the goal is to provide recommendations for enhancing
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the effectiveness of implementing methods to ensure informational and psycho-

logical security.

Methodology

The research utilized scientific literature related to the thematic focus, includ-

ing monographs and scholarly-analytical publications by Ukrainian and inter-

national researchers on the studied issues, as well as the results of independent

observations. To address the set objectives, a variety of general scientific methods
were applied:

monitoring method: Used for gathering, organizing, and analyzing informa-
tion on psychological and informational security;

comparison method: Was useful in reconnaissance during the investigation of
the level of destructive influences on the population compared to those on the
personnel of the Armed Forces of Ukraine;

abstraction method: Used in the study to highlight the main concepts and cat-
egories;

analysis and synthesis methods: Used in the process of identifying the stages
and factors of development, as well as the most influential elements of the
researched object;

inductive method: Employed for predictive analysis of the expected effec-
tiveness of implementing methods to ensure informational and psychological
security;

abstract-logical, dialectical, and scientific abstraction methods: Utilized in the
study for forming theoretical generalizations, refining the conceptual frame-
work, and formulating conclusions;

specification method: Used to document the effectiveness and feasibility of
proposed means to enhance the application efficiency of methods ensuring
informational and psychological security;

quantitative data processing method: Enabled the expression of various as-
pects of national security in numerical values.

For addressing specific tasks, the research utilized specialized methods in-

cluding information collection, processing, analytical work, and justification.

The main objectives of the research are identified as follows:
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- Analyzing the current state of information and psychological security as fac-
tors of national security during a state of war.

- Identifying the main problematic issues of effective application of methods
for ensuring information and psychological security within the framework of
national security.

- Determining the ways to address the problematic issues of effectively ap-
plying methods to ensure information and psychological security within the
framework of national security.

- Researching the factors influencing the increase in the number of threats and
risks of informational and cognitive destructive impacts on technological
systems, the personnel of the Armed Forces of Ukraine, and the population
during a state of war.

- Unveiling aspects of ensuring societal information freedoms while consider-
ing the protection of state information security in wartime conditions.

- Determining priority directions for safeguarding the information domain and
conducting a review of typical threats to information security.

- Reviewing the negative consequences of informational-psychological influ-
ence on the psyche and proposing effective measures to protect against it.

- Identified the main patterns of interaction between informational and psycho-
logical security within the framework of national security.

- Providing recommendations to enhance the effectiveness of implementing
methods to ensure informational and psychological security within the scope
of national security during a state of war.

The research is characterized by its fundamental nature based on the following
criteria:

- The findings can serve as a basis for new fundamental, applied, and explorato-
ry research and developments.

- It yields a high internal scientific impact, leading to the emergence of a new
direction in the development of science.

- The study is grounded in a broad theoretical framework and is profound in its
analysis.

The relevance of the researched topic is underscored by the critical impor-

tance of psychological and informational security issues as factors in national
security, particularly in light of Russia’s war against Ukraine. Participation of
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professional teams in informational attacks leads to negative consequences of
destructive influence, thereby affecting the capabilities of the Armed Forces of
Ukraine and Ukrainian society to resist aggression. The object of the chosen re-
search is the process of assessing the state of informational and psychological
security as factors of national security during a state of war, with the subject
defined as the principles of informational and psychological security as factors of
national security during a state of war.

Results

National security depends on the level of organization of state institutions
and the level of awareness of the population. Only based on unity and interethnic
harmony, with a national idea supported by the majority of the population, can the
state become strong and developed. Therefore, the implementation of responsible
domestic and foreign policies is the key to national security (Levchenko et al.,
2019).

Let’s identify the main factors of national security (Table 1).

Table 1. A generalized overview of the main factors of national security

Ne | The name of | The essence of the factor
the factor

1 |Information | Information security practices involve reducing information
Security risks, typically entailing prevention or mitigation of the unautho-
rized or improper access to data, as well as illegal use, disclosure,
breach, deletion, damage, alteration, inspection, recording, or de-
struction of information.

2 | Economic Se- | The ability of a state to sustain and develop its national economy,
curity without which managing other dimensions of national security is
impossible. Economic strength significantly determines the na-
tion’s defense capability, and therefore, reliable economic securi-
ty directly affects the national security of the nation.

3 | Psychological | Psychological security can be viewed as an integrative character-
Security istic of the individual-subject, reflecting the degree of satisfaction
of basic human needs (or group needs) for safety, psychological
well-being, the creation of feelings of confidence, and stability.
It encompasses a complex of cognitive, emotional-volitional,
and characterological features of a person, their orientation, and
worldview.
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4 | Energy Secu- | This is the connection between national security and the avail-
rity ability of natural resources for energy supply. International en-
ergy relations have contributed to the globalization of the world,
leading to both energy security and, at the same time, energy vul-
nerability.

5 | Military Secu- | It entails the ability of a nation-state to defend itself and/or deter
rity military aggression. On the other hand, military security involves
a nation-state’s ability to ensure the implementation of its politi-
cal decisions through the use of military force.

6 | Ecological Se- | It pertains to the integrity of ecosystems and the biosphere, par-
curity ticularly concerning their capacity to sustain a diversity of life
forms, including human life. Ecosystem security has garnered
increasing attention as human impact on the environment con-
tinues to escalate.

Source: compiled based on Alguliyev et.al., 2020, Fletcher, 2016, Shlyakhtunov, 2022,
Overland, 2016, Haelig,2023; Liu et al., 2021

The current state of psychological and informational security in Ukraine
is critical, and the trend is towards further deterioration, as Russia contin-
ues to exert informational influence aimed at shaping the consciousness of
Ukrainian society. The main informational channels influencing the psy-
chological state of the population are as follows:

- Official media outlets;

- Unofficial channels of information (Telegram, Viber, Instagram);
- Printed propaganda (leaflets, newspapers, books);

- Communication with citizens of the aggressor country.

Psychological influence is exerted through information attacks using
fake accounts and bot farms, which condition individuals to unquestion-
ingly accept any information and believe in its reality (Lyzanchuk, 2017).

The relationship between informational, psychological, and national
security can be defined as a logical conjunction operation (union) of infor-
mational and psychological security, forming national security, expressed
by the formula:

INTI=H (1),

where I is informational security, IT is psychological security, a H is
national security.
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This relationship between the factors of national security is depicted in
Fig. 1.

Figure 1. The interrelation of national security factors

Information security of the Armed Forces of Ukraine as the most im-
portant military state institution is the key to the security of the state. Pro-
tecting military information resources should indeed become the top pri-
ority task for security professionals. To mitigate threats, they need to be
correctly identified and classified based on several factors:

- by origin;
- by the nature of their influence;
- by the level of danger.

Information security experts divide the types of threat sources into two
groups: internal and external. Information security experts divide the types of
threat sources into two groups: internal and external:
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creating tension or destabilizing the socio-political situation in the areas where
military personnel are stationed: provoking personnel conflicts with the local
population and inciting mass unrest;

influencing the morale of the troops: falsification of military history facts, in-
creasing social tension, and contact of personnel with representatives of hos-
tile press;

creating factions within the military: spreading radical political or religious
ideas (Bodnar, 2014; Morklyanik et al., 2023).

To counter disruptions in the activities of the Armed Forces of Ukraine due to

information-psychological operations, it is necessary to take a series of measures:

conduct informational campaigns with the local population;

teach servicemen the basics of countering information and psychological op-
erations;

commanders should control the content consumed by members of the military
unit;

when working with the press, verify information about journalists and publi-
cations.

Information operations are also hazardous not only for civilians or military

personnel but also for the functioning of information systems. Examples of such

threats and their consequences for national security can be seen in Table 2.

Table 2. Threats of information operations to information systems and their
consequences

Ne | The name of the threat | The consequence of the information operation

Hacking into the mili- | It can provoke chaos during military operations, lead-
tary command system ing to the failure of the operation and resulting in casu-
alties and equipment losses.

Hacking into the vehicle | Disabling fire and movement nodes would make the
management system equipment an easy target for destruction.

Breach of data confiden- | It can result in the recruitment of military personnel or
tiality pose a threat to their family members.

Theft of military secrets | It will provide the enemy with information about the
activities of the armed forces, making it impossible to
achieve the element of surprise during military oper-
ations.
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Entering false data into | It poses a threat of destruction to own military person-
weapons management | nel, civilian population, or infrastructure.
systems

Source: developed by the author

To counter threats of information operations for information systems, the fol-

lowing means can be employed:

- further development of legislation to counter threats;

- involvement of cybersecurity professionals;

- utilization of exclusively closed networks with dedicated servers;

- collaboration among law enforcement agencies at the horizontal level;
- continuous administration of information systems.

After the start of full-scale aggression by the Russian Federation, the Verk-

hovna Rada adopted a bill on criminal liability for unauthorized photo and vid-

eo recording of the movements of the Armed Forces and international military
assistance during a state of war. On March 22, 2022, the Law of Ukraine came
into force, significantly simplifying investigative procedures and access to the
belongings and documents of suspects (Zelensky, 2022).

One of the most effective countermeasures against threats of information op-

erations is the application of information operations against the enemy:

misleading the enemy regarding measures and methods to counter threats in
information security;

regularly destroying communication centers and information systems;
introducing harmful changes into the operation of enemy information sys-
tems;

identifying and destroying enemy communication systems within the territory
of Ukraine;

stealing confidential information about the enemy’s intentions;

lowering the morale of enemy troops by using fakes and bot farms in hostile
information networks.

For the implementation of tasks related to ensuring information security in

Ukraine, various structural units of the Ministry of Defense of Ukraine and the
General Staff of the Armed Forces of Ukraine are responsible (Fig. 2).
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*Main Intellisence Directorate; *Main Communication and
*Department of State Secrets Information Systems Directorate;
Protection; *Central Directorate for State Secrets
* Information Technology Protection and Information
Department. Security;
=Joint Operational Headquarters;
=Main Operational Directorate.

Figure 2. Structures responsible for information security in Ukraine
Source: compiled based on Danyk & Permiakov, 2018; Logvinenko, 2023.

Often these structures duplicate others and lack clearly defined goals,
so it is proposed to create a single body that can ensure the implementation
of the concept of information and psychological security of Ukraine as
factors of national security. The main tasks of such a service are outlined

in Table 3.

Table 3. The main tasks of the information-psychological security service of Ukraine
and ways to address them

Name of the task

Way of solution

Participation in the formation and imple-
mentation of state policy on information
and psychological security.

Participation in the formation and im-
plementation of state policy on infor-
mation and psychological security.

Formulation and implementation of the
policy of the Ministry of Defense of
Ukraine and the Armed Forces of Ukraine
regarding actions in the information
space.

Cooperation and holding joint meet-
ings and conferences with officials of
the Ministry of Defense of Ukraine
and commanders of the Armed Forces
of Ukraine.

Participation in events related to the cre-
ation and development of information
systems and resources in the Armed Forc-
es of Ukraine.

Defining the information needs of the
Armed Forces of Ukraine and engag-
ing qualified specialists to work with
the systems.
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4 | Participation in the development of stan- | Cooperation with representatives of
dards for training specialists in informa- | the middle and higher education sec-
tion and psychological security. tors to develop necessary educational
programs.

5 | Monitoring and analysis of the informa- | Use of statistical data and information
tion field of Ukraine and the enemy, iden- | security experts.

tification of vulnerabilities in information
systems.

6 | Participation in initiatives aimed at creat- | Based on the vulnerabilities of the en-
ing threats to the information and psycho- | emy, the most critical targets should
logical security of the enemy. be identified and subjected to infor-
mational and psychological attacks.

Source: developed by the author

In the proposed service structure, a number of specialized departments are to
be created (Fig. 3.).

Figure 3. Departments of the proposed Information-Psychological Security Service
Source: developed by the author
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Also important in the context of information security as a factor of national
security is ensuring information rights and freedoms even in conditions of mar-
tial law. For this, the mechanism of the information security construction system
should contain the following components:

- technical: creation and operation of all necessary technical components of
the systems;

- political: state policies aimed at ensuring information security;

- legal: all regulated by laws or regulatory acts.

Obviously, during war, no state can guarantee full observance of human rights,
which is a perfectly normal phenomenon in extraordinary circumstances. Howev-
er, preserving the fundamental principles based on political and legal interaction
mechanisms to ensure information security safeguards the foundations of democ-
racy and the system of common principles of law from destruction (Koterlin,
2022).

Discussion

Although the topic of information and psychological security as factors of
national security during wartime has gained some popularity among researchers,
none of the reviewed sources have established a connection between these types
of security. Also, no recommendations have been identified regarding enhancing
the effectiveness of applying methods for ensuring information and psychologi-
cal security that could be utilized in practice to strengthen the national security of
Ukraine. The main reasons for such a situation are several factors:

- Lack of clear correlation between security factors and national security in
some works (Danyk & Permiakov, 2018; Logvinenko, 2023), which impedes
the establishment of hierarchical and horizontal connections between the
identified categories within the scope of national security during a state of war.

- Limited theoretical foundation of research does not allow asserting its univer-
sal nature due to a large number of potential gaps (Smotrych & Brailko, 2023;
Kosteniuk, 2023).

- Obsolescence of the materials used (Husar, 2022).

At the same time, some studies on information and psychological security
as factors of national security during a state of war demonstrate certain unique
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developments:

- effectiveness calculations have been conducted for implementing measures to
counter and neutralize the negative impact of enemy information and psycho-
logical warfare (Prokopenko et al., 2023).

- a multi-tiered model of the structure of counter-propaganda organization has
been developed (Kaczynski, 2022).

In one of the studies (Danyk & Permiakov, 2018), the creation of an infor-
mation security management service is proposed, but the issue of psychological
security in its activities and countermeasures to counter information operations
threats was not addressed at all.

The recommendations for improving the effectiveness of applying methods to
ensure information and psychological security, which could be used in practice
to strengthen Ukraine’s national security, based on this research are as follows:

- Establishing control over information channels influencing the psychological
state of the population.

- Rapid and accurate identification and classification of threats.

- Striking first in information and psychological security against the enemy.

- Consolidating the structures responsible for information security in Ukraine
into a single service responsible for both information and psychological secu-
rity.

- Adhering to the legal regime within the framework of operations to ensure the
fundamental information rights and freedoms of Ukrainians, even in times of
war.

- Engage private initiatives in cooperation: foundations, volunteers, media
resources, press publishers, and groups of psychologists (Bortnikova et al.,
2024).

Conclusions

Indeed, during the research, an analysis of the current state of information and
psychological security as factors of national security during a state of war was
conducted. The main problematic issues of effective application of methods to
ensure information and psychological security within the framework of national
security were identified, and ways to address them were determined.

The reasons for the increase in the number of threats and risks of informa-
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tional and cognitive destructive influences on technological systems, personnel
of the Armed Forces of Ukraine, and the population during a state of war have
been identified.

The main directions of protecting the information field have been considered,
and a review of typical threats to information security has been conducted. The
main directions of information attacks against Ukraine have been identified, and
a classification of information-psychological threats has been provided. Negative
consequences of information-psychological influence on the psyche have also
been considered, and effective measures to protect against it have been provided.

A series of recommendations have been provided to enhance the effective-
ness of implementing methods to ensure information and psychological security,
which could be utilized in practice to strengthen the national security of Ukraine.
For the first time, the connection between information, psychological, and na-
tional security has been demonstrated through logical operations, and a visual
scheme illustrating their interaction has been constructed. Further research on the
identified topic should include examples of the tools used to ensure information
and psychological security in several other countries (such as the USA, China,
and EU member states).
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Introduction

he Verkhovna Rada of Ukraine has legally defined that the temporary

occupation of certain territories of Ukraine by the Russian Federation

began on February 19, 2014. Consequently, our country has been in a
state of war for 11 years. Throughout this period, especially after February 24,
2022, the Armed Forces of Ukraine and other security and defense sector entities
have been actively engaged in combat, while commanders have made manage-
ment decisions aimed at fulfilling combat tasks, which in some cases could have
conflicted with the current legislation of Ukraine.

One of the key issues in conducting military operations to defend Ukraine’s
sovereignty against the aggressor has been the prosecution of military command-
ers for decisions they made under combat conditions. This issue has led to a re-
duction in initiative and effectiveness in decisions made by military commanders
while carrying out combat orders, highlighting the need to introduce the insti-
tution of combat immunity into national legislation. This article is dedicated to
a comparative analysis of the legal norms regulating the application of combat
immunity in Ukraine, the United Kingdom, and the United States.

Methodology

The following methods were used in the course of the research:

Comparative legal method — for comparing domestic legislation on the legal
regulation of combat immunity in Ukraine with legal norms in the United
Kingdom and the United States.

Expert evaluations — analysis and incorporation of the opinions of scholars,
lawyers, and experts on the norms regarding the application of combat immu-
nity to assess the problematic issues of its application.

System analysis — examining the studied norms as part of judicial practice
when making decisions regarding the application of combat immunity to mil-
itary personnel and the exemption of commanders from liability.

Empirical method — for collecting facts regarding the application of combat
immunity, their initial generalization, subsequent description of research data,
systematization, and classification.

Formal-legal method — when studying legislative acts regulating the applica-
tion of combat immunity.



YUrTY HARUST ET AL ¢ LEGAL FOUNDATIONS OF THE APPLICATION OF CoMBAT IMMUNITY IN UKRAINE, 29

Results

The Verkhovna Rada of Ukraine has legislatively defined that the temporary
occupation of certain territories of Ukraine by the Russian Federation began on
February 19, 2014, (Verkhovna Rada of Ukraine, 2014) and, accordingly, our
country has been in a state of war for 11 years. As is well known, throughout this
period, especially after February 24, 2022, the Armed Forces of Ukraine and other
entities of the security and defense sector have been actively engaged in combat
operations in Eastern Ukraine. Commanders at various levels made management
decisions aimed at fulfilling combat tasks, which at times could have contradict-
ed the current legislation of Ukraine. As a result, a number of commanders were
held accountable for various offenses, including criminal liability. The reason
for this was the absence, in Ukraine’s national legislation at the time, of the legal
concept of «combat immunity» and the legal mechanism for exemption from
responsibility for violations of legal norms protected by law, for individuals who
intentionally violated them in the course of fulfilling a combat order.

A vivid example of criminal liability for issuing an order under combat condi-
tions is the court proceedings in the criminal case against Deputy Commander of
the Anti-Terrorist Operation (ATO), General Viktor Nazarov, who was accused of
committing a crime under Part 3 of Article 425 of the Criminal Code of Ukraine
(Negligent Attitude Toward Military Service). General Nazarov gave the order
for the aircraft with a parachute assault unit to take off to the city of Luhansk to
carry out a combat mission aimed at de-occupying the city. On June 14, 2014,
during the approach for landing at Luhansk Airport, the Ukrainian I1-76 aircraft
was shot down by Russian military forces. As a result of General Viktor Naza-
rov’s decision, 9 crew members and 40 military personnel from the combined
parachute assault company were killed.

The judicial investigation lasted until mid-2021. According to the decision
of the first-instance court, the defendant, Viktor Nazarov, was found guilty of
committing the crime and sentenced to 7 years of imprisonment. In other words,
the head of the military command body was convicted for a decision aimed at the
effective execution of a combat mission, made based on the planning of military
operations in combat conditions and under tight time constraints. Although all
participants in the court session were convinced that General Nazarov had made
a lawful and correct decision, directed at fulfilling the combat task, at that time,
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there were no legal norms in Ukraine’s criminal legislation that could have ex-
empted him from criminal liability.

After 6 years of pre-trial investigations and court proceedings in various in-
stances, on May 21, 2021, the Cassation Criminal Court within the Supreme Court,
following the review of the case concerning Viktor Mykolayovych Nazarov, can-
celed the previously made judicial decisions and closed the criminal proceedings
due to the absence of a criminal offense in Nazarov’s actions. (Verkhovna Rada
of Ukraine, 2021) The Supreme Court overturned the seven-year prison sentence
for General Viktor Nazarov in this case and closed the case due to the absence of
any criminal wrongdoing. In this way, in 2021, the Supreme Court, by applying
criminal law institutions, specifically emphasized that according to Article 42
of the Criminal Code of Ukraine, an act (action or inaction) that caused harm to
legally protected interests is not considered a criminal offense if it was commit-
ted under conditions of justified risk to achieve a significant socially useful goal.
At the same time, the risk is considered justified if the goal could not have been
achieved in that situation without the action (inaction) associated with the risk,
and the person who allowed the risk reasonably believed that the measures they
took were sufficient to prevent harm to legally protected interests.

In our opinion, the Supreme Court, in its decision, effectively arrived at the
legal concept of applying combat immunity. However, it was only with the onset
of Russia’s full-scale invasion of Ukraine that the Ukrainian Parliament made
the necessary amendments to the Law of Ukraine «On Defense of Ukraine,» by
supplementing it with the definition of «combat immunity.» The basis for intro-
ducing this new legal mechanism for exemption from legal liability was the fact
that, in February 2022, nearly all of Ukraine’s population took up arms to defend
its independence. The civilian population began to engage in active armed resis-
tance against the Russian occupation forces, during which numerous violations
of established legal norms occurred.

Considering the above, we can assert that, in the context of warfare, the in-
troduction of combat immunity was the correct, logical, and effective decision,
which allows us to predict the absence of such unfounded cases in the future,
as the criteria for reasonable caution and justified risk during wartime are much
broader. However, we cannot ignore the other negative consequences caused by
the existence of such criminal cases in society. For example, the prolonged inves-
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tigation and prosecution of combat commanders for decisions made under combat
necessity lead to a decrease in initiative and the effectiveness of decisions made
by other officers due to the threat of criminal liability, unfulfilled aspirations of
the relatives of the deceased in their pursuit of what they believe to be justice, and
much more. At the same time, combat immunity does not mean unconditional ex-
emption from responsibility; it only pertains to adherence to certain criteria, the
development of which remains the responsibility of the judicial system.

According to Article 1 of the Law of Ukraine «On the Defense of Ukraine,»
combat immunity is the exemption of military command, military personnel, spe-
cial police forces of the National Police of Ukraine, volunteers of the Territorial
Defense Forces of the Armed Forces of Ukraine, law enforcement officers partic-
ipating in the defense of Ukraine, individuals defined by the Law of Ukraine «On
Ensuring the Participation of Civilians in the Defense of Ukraine,» from liability,
including criminal liability, for the loss of personnel, military equipment, or other
military property, the consequences of the use of armed and other force during the
repulsion of armed aggression against Ukraine or the liquidation (neutralization)
of an armed conflict, or the performance of other defense tasks using any kind of
weaponry. This immunity applies to situations where the occurrence of these con-
sequences, considering reasonable caution, could not have been predicted when
planning and carrying out such actions (tasks), or which are covered by justified
risk, except in cases of violation of the laws and customs of war or the use of
armed force defined by international agreements, the binding nature of which has
been approved by the Verkhovna Rada of Ukraine. (Verkhovna Rada of Ukraine,
1991)

The necessity of introducing legal norms that define the permissible limits
of violations of Ukrainian legislation, and most importantly, the conditions and
categories of persons who may be exempt from legal liability for offenses com-
mitted, was prompted by the rapid development of events during the defense of
Ukraine’s sovereignty in the context of the Russo-Ukrainian war. In this regard,
we note several circumstances that encouraged the Ukrainian authorities to intro-
duce the institution of combat immunity into the Ukrainian legal system. Among
them, the key ones are:

1) Numerous instances of harm caused to interests protected by domestic legisla-
tion during the use of armed or other force;
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2) Fears among military personnel and others regarding possible criminal and
other legal liability for certain damages;

3) The difficulty of planning combat operations under conditions of limited in-
formation and tight deadlines for decision-making, as well as the frequent
necessity for military personnel to show initiative and make urgent decisions
to carry out combat tasks in a combat environment;

4) Actions of military personnel during combat operations often bordered on
committing a range of military crimes (Baulin, 2023).

Considering this, it can be argued that the Ukrainian authorities, in the con-
text of active hostilities by the Russian Armed Forces at the beginning of the
full-scale invasion, sought to resolve the criminal-legal issues arising during the
armed resistance of the Ukrainian people in the shortest possible time. Thus, with
the Law of Ukraine «On Amendments to the Criminal Code of Ukraine and Other
Laws of Ukraine Regarding the Determination of Circumstances That Exclude
Criminal Illegality of an Act and Ensure Combat Immunity in Conditions of Mar-
tial Law» dated March 15, 2022, No. 2124-IX, Section VIII of the Criminal Code
of Ukraine was supplemented by Article 43-1 «Execution of the Duty to Defend
the Homeland, Independence, and Territorial Integrity of Ukraine». (Verkhovna
Rada of Ukraine, 2022a)

Part 1 of this article stipulates: An act (action or inaction) committed in condi-
tions of martial law or during an armed conflict aimed at repelling and deterring
the armed aggression of the Russian Federation or the aggression of another
country is not considered a criminal offense, if it causes harm to the life or health
of a person carrying out such aggression or causes harm to the protected interests,
in the absence of signs of torture or the use of methods of warfare prohibited by
international law, or other violations of the laws and customs of war as specified
in international treaties to which the Verkhovna Rada of Ukraine has given its
consent for binding force. (Verkhovna Rada of Ukraine, 2001)

That is, in Ukraine, in the spring of 2022, a new type of exemption from
criminal liability was introduced. At the same time, the circumstance (combat
immunity) that excludes criminal liability is not provided by the provisions of the
Criminal Code of Ukraine, but by Article 1 of the Law of Ukraine «On the De-
fense of Ukraine,» which is a certain legal innovation and goes beyond the scope
of criminal legislation.
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Also, a mandatory condition for the application of Article 43-1 of the Criminal
Code of Ukraine, as defined by the provisions of the Criminal Code of Ukraine,
is the presence of a state of martial law or a period of armed conflict. At the
same time, this legislative act does not formulate these conditions but refers to
paragraph 3 of Article 9 of the Law of Ukraine «On the Legal Regime of Martial
Law» dated May 12, 2015, No. 389-VIII, which stipulates that in conditions of
martial law, a person authorized to perform the functions of the state or local
government is not held liable, including criminal liability, for decisions, actions,
or inactions whose negative consequences could not be predicted or are covered
by justified risk, provided that such actions (inactions) were necessary to repel
armed aggression against Ukraine or to eliminate (neutralize) an armed conflict.
(Verkhovna Rada of Ukraine, 2015)

Considering the provisions of the aforementioned legislative acts, we can out-
line the circle of subjects to whom the norms of Article 43-1 of the Criminal Code
of Ukraine apply, i.e., those who are not subject to criminal liability due to the
application of the legal norms of combat immunity. Thus, these subjects include:

- Officials of military command bodies;

- Military personnel;

- Police officers of the special purpose police of the National Police of Ukraine;

- Volunteers of the Territorial Defense Forces of the Armed Forces of Ukraine;

- Law enforcement officers who, according to their powers, participate in the
defense of Ukraine;

- Civilian individuals (citizens of Ukraine, foreigners, and stateless persons
lawfully present on the territory of Ukraine) as defined by the Law of Ukraine
«On Ensuring the Participation of Civilian Individuals in the Defense of
Ukraine» (Verkhovna Rada of Ukraine, 2022b);

- Individuals authorized to perform state or local government functions.

At the same time, part 3 of Article 43-1 of the Criminal Code of Ukraine de-
fines a list of offenses for which the individuals mentioned above are not subject
to criminal liability, namely:

- The use of weapons (armament), combat ammunition, or explosive substances
against individuals who are conducting armed aggression against Ukraine;

- The damage or destruction of property in connection with this. (Verkhovna
Rada of Ukraine, 2001)



34 UKRAINE MILITARY AND WARTIME Law - NAM STUDIES & DOCUMENTS SPECIAL DossIER OcTOBER 2025

The key legal fact here is that individuals who commit these offenses are not
exempt from criminal liability, but rather, they are not subject to criminal liability.
In other words, we can assert that the commission of the above-mentioned un-
lawful actions, if carried out in the conditions of martial law or during an armed
conflict and aimed at repelling and deterring armed aggression by the Russian
Federation or another country’s aggression, is not considered a criminal offense,
as stipulated by Article 11 of the Criminal Code of Ukraine. Therefore, under no
circumstances should an investigator, detective, or prosecutor initiate pre-trial in-
vestigations into such facts based on Article 214 of the Criminal Procedure Code
of Ukraine. (Verkhovna Rada of Ukraine, 2012) However, despite active combat
and the limited number of investigators at the State Bureau of Investigations, the
application of the legal mechanism of combat immunity provided by Article 43-1
of the Criminal Code of Ukraine occurs through the release from criminal liabil-
ity of military personnel via a court decision, following a pre-trial investigation.

For a comprehensive and objective investigation of this issue, we decided to
explore the application of combat immunity in other democratic countries. The
concept of combat immunity, in one form or another, exists in the legal systems
of various countries and indicates that military leadership is not held accountable
for actions taken in a combat environment or during military operations. How-
ever, the basis for its application is a thorough analysis and determination of the
circumstances under which a particular decision was made. (Behunets, 2023) At
the same time, we can assert that our analysis of judicial decisions in partner
countries regarding the application of combat immunity shows the ambiguity of
the legal norms regulating the introduction of the combat immunity institute in
these countries.

The analysis of case law in the United Kingdom points to the diversity of
judicial interpretation of legal norms concerning the application of combat immu-
nity. Evidence of this can be seen in the cases: *Smith v. Ministry of Defence*,
*Ellis v. Ministry of Defence*, and *Allbutt v. Ministry of Defence*, which were
opened as a result of lawsuits concerning the deaths and serious injuries of Brit-
ish servicemen during military operations in Iraq. In these legal proceedings, the
plaintiffs’ claims were related to negligence by commanders, while the defen-
dant, the Ministry of Defence, argued that all claims should be dismissed based
on the application of combat immunity norms. The Ministry of Defence referred
to the doctrine of combat immunity, which has a sufficiently broad jurisdiction to
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cover all actions or omissions by commanders that allegedly led to the death and
injury of subordinates during combat operations, and whose foundation rests on
the principle that state interests should prevail over individual interests. Conse-
quently, the application of this doctrine should result in the complete exclusion
of any responsibility for negligence by commanders in the course of military
operations from judicial jurisdiction.

In this case, the judge made a nuanced decision. While he believed that the
doctrine of combat immunity should be interpreted narrowly, he partially dis-
missed the plaintiffs’ claims on the grounds that they did not fall under the juris-
diction of the United Kingdom when the soldiers died. However, he upheld the
claim regarding the Ministry of Defence’s obligation to compensate for the mate-
rial damages claimed by the plaintiffs. (United Kingdom Supreme Court, 2013)

A completely different decision was made by the court in the case of Richard
Mulcahy v. the Ministry of Defence of the United Kingdom. Applying the doc-
trine of combat immunity, the Court of Appeal ruled that during combat missions
and operations, the Armed Forces are not obligated to exercise excessive caution
regarding potential losses and injuries among servicemen, and it fully dismissed
the claim. (England and Wales Court of Appeal, 1996)

An interesting legal innovation in the UK legislation is the mechanism that
grants the Secretary of State for Defence the power to establish combat immunity
for servicemen of the Armed Forces through their decision when national security
is threatened and during military operations outside the United Kingdom. This
applies in cases where the responsibility of military personnel for the death, inju-
ry, or harm caused to another person during combat missions and guard duties is
to be waived. (Law “On Judicial Cases (Armed Forces)”, 1987)

At the legislative level, it is stipulated that the State is not liable for the death
or injury of military personnel caused by the peculiarities of the terrain, natural
conditions, as well as the condition of aircraft, ships, or military equipment used
under special conditions (Law «On Crown Court Jurisdiction», 1947). When ap-
plying the aforementioned provisions, only the court can determine the condi-
tions under which immunity does not apply to military personnel. The principle
of combat immunity is that military personnel who are directly involved in com-
bat operations (fights) cannot be held liable under general law for negligence,
actions, or inactions. This approach is confirmed by the majority of judicial deci-
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sions and national legislation of the United Kingdom.

Thus, we can conclude that according to the criminal law doctrine of the
United Kingdom, military personnel of the British Army are entitled to combat
immunity, which protects this category of individuals from liability for offens-
es that may lead to negative legal consequences during combat operations. This
principle stipulates that holding military personnel accountable for decisions or
mistakes made during combat is incorrect, unjust, and unreasonable. At the same
time, we can note that the legal mechanism for applying the combat immunity
institution in the legislation of the United Kingdom is not flawless. As mentioned
above, in certain court cases, the courts claim that the Ministry of Defence of
the United Kingdom failed to provide military personnel with the appropriate
military equipment that could have prevented their injuries and deaths, and they
do not apply the principle of combat immunity. In other cases, it is stated that
the damage caused to military personnel occurred due to the conduct of combat
operations, and the guilty parties are released from liability, citing the doctrine of
combat immunity.

To support our conclusions, Martin Molloy, a special advisor to the Ministry
of Defence of the United Kingdom, in his speech at a scientific-practical confer-
ence in Ukraine on the application of legal norms of combat immunity, stated that
the United Kingdom has not yet been able to regulate the application of combat
immunity for military personnel serving within the country, including due to the
ongoing internal conflict in Northern Ireland. The legal framework of the Unit-
ed Kingdom provides for a separate system of legal responsibility for military
personnel. Legal responsibility for military personnel is part of the general legal
responsibility system in the United Kingdom. In the case of a crime committed
by a military member, the corresponding investigation is conducted by military
justice authorities. (Defense Strategy Center, 2021)

The concept of combat immunity is applied somewhat differently in the Unit-
ed States. Until 1946, any lawsuits against the federal government without its
consent were prohibited by the doctrine of sovereign immunity in the U.S. How-
ever, this legal position was changed by the Federal Tort Claims Act (FTCA),
which can be considered similar to the «Crown Proceedings Act of 1947» in the
United Kingdom. The FTCA abolished sovereign immunity in relation to the
federal government in most cases. However, according to 28 U.S.C.A. §2680(j),
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the sovereign immunity of the federal government is not waived in connection
with «any claims arising out of the combat activities of the armed forces or naval
forces or the Coast Guard during wartime.». (Federal Law “On Tort Claims”)

Another exception, which pertains to «injuries sustained during service,» was
introduced through case law and is known in the U.S. as the Feres Doctrine (Feres
v United States, 340 U.S. 135 (S.Ct. 1950)) (Speiser et al., 2010). The justifica-
tion for the Feres Doctrine is quite critical and substantial, particularly regard-
ing military disciplinary structures. According to the Feres Doctrine, the plaintiff
cannot demand a civilian court to reconsider military decisions made by com-
manders if the injured party is a service member (U.S. Supreme Court, 1977), and
the plaintiff’s claim for damages cannot be upheld. The Feres Doctrine stipulates
that a lawsuit cannot be allowed to potentially undermine the foundation of mil-
itary discipline.

Another case, Chappell v Wallace, involved U.S. Navy service members filing
a lawsuit for damages against senior officers, claiming that they were discrimi-
nated against due to their race during the assignment of duties and imposition
of penalties, violating their constitutional rights. The court dismissed the claim
on the grounds that the contested actions were military decisions that were not
subject to review, and the defendants were entitled to immunity. Citing the Feres
Doctrine, the court ruled that service members could not file claims for damages
against senior commanders for alleged wrongdoings. According to U.S. law, the
necessity for military commanders to make clear and decisive decisions about
their subordinates, as well as the need for the unchallenged actions of the subor-
dinates, cannot be undermined by judicial review within the legal protection that
imposes personal responsibility on officers for those they command. Given this,
we can state that within the U.S. judicial system, two subsystems coexist: one for
civilians and another for service members. (U.S. Supreme Court, 1983)

The «Randulich Rule» also operates in the U.S., which is based on judicial
practice in the country. The case concerns the responsibility of commanders for
mistakes made during wartime. The tribunal concluded that the decision made
by Randulich could be incorrect, but not criminal. As stated in the ruling, «the
circumstances under which the commander made the decision justify the neces-
sity of the conclusion made.» The Randulich case serves as the foundation for
the general standard regarding commanders’ responsibility for decisions made
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during combat operations. (Furman, 2022)

The legislative foundation for the provisions of combat immunity is Article
2680 (J) of the U.S. Code, which defines the immunity of the U.S. Government
from any claims related to the combat actions of the Army, Navy, and Coast
Guard during wartime (U.S. Code, 2023). The main principles of implementing
the combat immunity mechanism and addressing the issue of holding command-
ers and military personnel accountable in the U.S. are contained in the special
instruction «Law of Armed Conflict Deskbook» (2024) and in the «Operational
Law» handbook (Military Legal Resources, 2022), as well as in judicial deci-
sions. The legal norms outlined in these documents require a thorough analysis
and study of all the circumstances under which a commander acted when making
the corresponding decision and the regulatory legal documents they followed.

Considering the judicial practice and national legislation of the United States,
we can assert that the actions of commanders in the U.S. Army and the decisions
they made under combat conditions for applying combat immunity norms are
evaluated exclusively based on the information available at the time of making
those decisions. At the same time, the U.S. Senate has determined that any deci-
sions made by commanders, military personnel, or other individuals responsible
for planning and carrying out military operations (combat actions) must be re-
viewed exclusively by the court based on information that was reasonably avail-
able to the accused at the time of planning, authorizing, and executing military
operations. The court should not consider information that became known and
accessible after the operation took place.

Therefore, the institution of combat immunity in the United Kingdom and the
United States is much more developed than in Ukraine. There is a solid explana-
tion for this, which lies in the time frame of its introduction and, accordingly, in
its legal support. However, after examining the legal mechanisms for the imple-
mentation of combat immunity in the aforementioned countries, we can note the
lack of a unified approach in their national legislation for applying the norms and
principles of combat immunity to commanders and military personnel who have
committed offenses during combat operations. At the same time, in our opinion,
the principle of its application is quite important, when the interests of the state
should prevail over the interests of the individual. This principle is crucial for
commanders and military personnel when making managerial decisions in com-
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bat zones, i.e., under combat conditions. It is important for them to know that
their command decisions, aimed at effectively carrying out the assigned combat
task, will not lead to legal consequences.

When studying the legal mechanism for the application of combat immunity
norms in Ukraine, which has been at war for over 10 years, we note that it is still
underdeveloped. At the same time, the use of experience from its application
in partner countries also has certain specifics due to the lack of a unified legal
approach. In our opinion, the development of the combat immunity institution
in Ukraine and its adaptation to the realities of the Russo-Ukrainian war will
provide a strong impetus for the introduction of new legal innovations into the
established mechanisms of combat immunity application in partner countries.

Based on the results of our research, we propose developing the necessary
regulatory and legal framework for the application of the norms of Article 43-1
of the Criminal Code of Ukraine, both with and without the opening of criminal
proceedings. This article clearly defines that actions (acts or omissions) that harm
the life or health of a person committing aggression, or cause harm to protected
interests, committed under martial law or during an armed conflict and aimed
at repelling and deterring armed aggression by the Russian Federation or any
other country, are not considered criminal offenses (Verkhovna Rada of Ukraine,
2001). Therefore, criminal procedural legislation of Ukraine does not apply to
such actions.

Analysis

Analyzing the legal foundations for the application of combat immunity, it
can be noted that its introduction in Ukraine was driven by the practical need to
protect military commanders and service members from legal prosecution for
actions taken during the execution of combat orders. The case of General Naza-
rov demonstrates the legal uncertainty that existed in Ukrainian legislation un-
til 2022, when there was essentially no legal mechanism in the criminal law of
Ukraine for exemption from criminal liability for offenses committed in combat
conditions while defending the national sovereignty of Ukraine.

However, despite the introduction of the institution of combat immunity in
domestic legislation, one unresolved legal issue remains: for individuals who
committed offenses in the conditions of combat operations, the norms of criminal
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procedural law are applied to exempt them from criminal liability, even though
the act in question, according to criminal law, is not considered a criminal of-
fense. This legal conflict requires further in-depth academic research.

The comparison with the legal systems of the United Kingdom and the Unit-
ed States reveals similar legal mechanisms regulating military responsibility in
combat conditions. In the United Kingdom, the principles of command respon-
sibility and military immunity are enshrined in both national and international
law. In the United States, there is the Feres Doctrine, which limits the ability of
military personnel to file claims against the state for harm incurred during the
performance of their duties. Therefore, the introduction of combat immunity in
Ukraine represents a logical and evolutionary step in its legal system, aligning
with international standards.

Discussion

The introduction of combat immunity in Ukraine marks a significant step in
the evolution of military law. This decision helps to enhance trust among mili-
tary commanders and provides legal guarantees for carrying out combat missions
without the risk of unjustified criminal prosecution. However, there are certain
challenges related to the potential misuse of such immunity. An important task
is the development of control mechanisms to prevent impunity for crimes that
violate international humanitarian law.

One limitation of this study is the insufficient empirical base regarding the
application of combat immunity in Ukraine, as this legal mechanism is still in its
early stages. Future research may focus on analyzing judicial practices following
its introduction and examining specific cases where combat immunity was ap-
plied or, conversely, was not recognized by the judicial authorities.

Thus, combat immunity is a crucial element of legal protection for military
personnel, but its effectiveness will depend on the application of the law and a
proper balance between safeguarding service members and adhering to interna-
tional humanitarian law.
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1. Introduction

kraine’s military doctrine states that ensuring military security is the

most important activity of the state. The main tasks of ensuring mil-

itary security are to prevent, localize and neutralize military threats
to Ukraine. These tasks are solved mainly through the organization of special
(security) services in the Armed Forces and other military organizations. These
services include: combat duty, combat service, border service, punitive service,
watch service, public order and public security, internal service, and garrison pa-
trol (Navrotskyi, 1997).

These types of special military service have a number of common charac-
teristics. Firstly, they are usually related to the performance of combat missions
(active duty) and involve the use of physical force, weapons, special means and
military equipment, if necessary. Secondly, special services are organized in such
a way that they are carried out periodically, within a certain period of time, by
changing (duty) units or individual outfits of servicemen, which are separated
from military units, subunits. Thirdly, servicemen are in a special legal position
during their service - they are out of subordination to their superiors and become
subordinate to the officials of the respective outfit, acquire additional rights and
obligations related to the nature of the respective service (Judiciary of Ukraine,
2024).

The procedure for performing special services is a component of the procedure
for military service (military law and order), and is strictly regulated by military
regulations, guidelines, instructions and other normative legal acts. Violations of
this procedure pose a serious public danger and can lead to grave consequences.
They create conditions for violating the inviolability of the land border, air and
sea space, causing damage to the enemy, stealing military property, etc. The most
dangerous violations of the order of special services are recognized as crimes.

Crimes against the order of special services include: violation of the rules of
combat duty (Article 420 of the Criminal Code of Ukraine); violation of the rules
of border service (Article 419 of the Criminal Code of Ukraine); violation of the
statutory rules of guard service or patrolling (Article 418 of the Criminal Code
of Ukraine); violation of the statutory rules of internal service (Article 421 of the
Criminal Code of Ukraine).

The elements of criminal offenses against the order of special services have
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a pronounced special character. These are the offenses that are traditionally con-
sidered in criminal law theory as offenses with a special subject of a criminal
offense. However, the essence of criminal offenses with a special subject is such
that they have not only the subject, but also other elements (object, objective and
subjective sides) of a special nature.

The main feature of these special elements of criminal offenses, which, in fact,
makes the elements special, is the special nature of the relations that act as the
main direct object of criminal offenses in Articles 418, 419, 420 of the Criminal
Code. These relationships develop and are preserved in relation to the necessity
of carrying out certain socially required tasks inside the state’s military structure
in order to guarantee the state’s military security through internal service and
guard duty. Special relations are a certain order of behavior and activities regulat-
ed by special legal norms that ensure the performance of the relevant functions.

The peculiarity of the analyzed criminal offenses is the presence in their cor-
pus delicti of both “special” objects and “general” objects that act as additional
objects. The difficulty in establishing them in these norms is that the relevant
social values (life, health, freedom, etc.) are not directly indicated in them. Ad-
ditional objects in criminal offenses against the procedure for performing special
types of military service, which indicate the possibility of violent nature of some
of these offenses, are mainly revealed in a detailed analysis of the procedure for
performing a particular special service.

The relevant regulations contain rules aimed at ensuring the physical and
mental safety of a person. In other words, these criminal offenses against military
service, as well as all violent criminal offenses in general, are multi-objective,
with physical and mental well-being of a person acting as an additional object.
The purpose of this article is to analyze the legislative regulation and to identify
gaps and the current state of non-performance or improper performance of duty
by servicemen in the course of performing their duties.

2.Methodology

This study examines the subjective elements, specifically the internal attitudes
of individuals involved in violent military offenses. The study’s primary focus
is on the indicators of violence that influence the form of guilt and the range
of personnel who may commit these offenses, including guard chiefs, sentries,
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scouts, assistant guard chiefs, technical operators, vehicle drivers, and checkpoint
guards. Furthermore, the study examines the role of sentries and escorts within
military brigades and their responsibilities in the protection of military facilities.
Comparative statistical data reveal the prevalence of these offenses across differ-
ent periods in Ukraine: peacetime prior to 2014, anti-terrorist and Joint Forces
operations from 2015 to 2021, and the period following Russia’s full-scale inva-
sion from 2022 to 2023. The data demonstrate a correlation between an increase
in such offenses and the military situation. Additionally, the research incorporates
case examples to illustrate the judicial handling of these cases and suggests leg-
islative amendments aimed at mitigating these criminal offenses among military
personnel.

To accomplish this task, the following research methods were used:

- Formal-dogmatic - used in the analysis of Articles 418 of the Criminal Code,
419 of the Criminal Code, 420 of the Criminal Code and Article 421 of the Crim-
inal Code of Ukraine to build the disposition of the article and identify the short-
comings in the legislative construction, on the basis of which proposals for im-
proving the legislation were made;

- The method of hermeneutics was used to interpret and understand the content
of the text of legislation;

- A quantitative analysis was conducted to examine criminal cases initiated un-
der Articles 418, 419, 420, and 421 of the Criminal Code of Ukraine. This
approach yielded data on the prevalence of these offenses throughout Ukraine,
as well as insights into the profiles of the individuals involved. The analysis
encompassed the review of sentences issued for these offenses as well as data
from the Prosecutor General’s Office regarding prosecutions under these ar-
ticles. This quantitative assessment enabled a structured examination of pat-
terns and trends related to these criminal offenses.

- The sociological method is utilized to examine social phenomena and process-
es that contribute to the non-performance or improper performance of military
duties. This approach provides insights into the underlying social factors that
influence these behaviors.

- The comparative legal method is employed extensively for the purpose of ana-
lyzing the composition of criminal offenses and identifying conflicts and gaps
within military and criminal law. This method entails the comparison of per-
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tinent legal frameworks across diverse branches of law, with a particular em-
phasis on delineating the responsibilities of parents and guardians - or those
acting in a parental capacity - in the event of their absence or unavailability.
This approach illuminates potential avenues for legislative adjustments that
could enhance clarity and consistency in legal responsibilities.

3.Results

In order to gain a deeper understanding of these articles, the authors propose
a new approach to the analysis of their statistical data, which is outlined in the
following sections:

1. Before the beginning of Russia’s military aggression against Ukraine in 2014;

2. During the ATO and JFO (Anti-Terrorist Operation and Joint Forces Opera-
tion), which lasted 8 years from 2015 to 2021;

3. The last indicators, which relate specifically to the time of Russia’s full-scale
invasion of Ukraine (martial law).

Statistics for 2014 are unavailable, preventing examination and comparison
with this category (Judiciary of Ukraine, 2024). However, martial law and the
percentage of criminal offenses committed is increasing.

Given the volume and complexity of the data provided, the court statistics for
Articles 418, 419, and 426-1 for 2021 and 2022 are presented (Table 1.), (Judi-
ciary of Ukraine, 2022).

Table 1. Summary of court statistics for Articles 418, 419, and 426-1
of the Criminal Code of Ukraine (2021-2022)

Cases Descriptions of Violations

Guard Service | Border Service | Excess of Power by

(Art. 418) (Art. 419) Military ()Art. 426-1)

2021 | 2022 2021 2022 2021 2022
Pending 1 1 1 3 47 41
New 0 0 0 2 13 13
Considered 1 2 0 3 15 3
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Sentences passed 0 0 0 2 13 3
Guilty verdicts 0 0 4 0 6 0
Closed 0 0 0 0 1 1
Unresolved 2 3 3 3 35 39

Table 1. allows for clear visualization of data across the two years for each
article, highlighting both the availability of statistics and providing easy compa-
rability between years. A review of the data in the chart reveals that there are no
recorded cases for Articles 420 and 421, indicating that there are no cases cur-
rently pending in court. In contrast, Articles 418 and 419 indicate a relatively low
number of recorded offenses, which suggests a low incidence of violent criminal
offenses. In peacetime, the number of criminal offenses was reported to be zero.
However, the statistics for Article 426-1 of the Criminal Code are noteworthy in
that they reflect an increasing trend in military service-related criminal offenses
since the onset of the ATO and the JFO. A comparison of the indicators from the
period of martial law with those from earlier measured times reveals an upward
trend in offenses. In contrast, the rates observed during the ATO and JFO periods
demonstrate minimal variation.

This pattern is consistent across all analyzed indicators, with the exception of
the number of verdicts issued, which decreased by half during martial law. This
decline may be attributed to the fact that many offenders are currently engaged
in combat or because of the increasing caseload in the courts. However, these
factors do not impact the challenges related to the accurate qualification of these
offenses, which will be examined next. This trend underscores the relevance of
the topic being studied.

3.1. Specificity and subjectivity of war crimes.

In the context of discussions pertaining to military accountability and the legal
implications of orders issued within a military hierarchy, it is imperative to con-
sider a range of perspectives drawn from international legal doctrine. It is worth
noting the presence of a particularly rational viewpoint articulated in foreign legal
scholarship. This perspective posits that conferring absolute rehabilitative status
upon military orders would represent a significant misstep by legislators. Such
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an approach would imply that the Supreme Commander-in-Chief, as the highest
authority within the military hierarchy, would bear responsibility for all crimes
committed under their command, thereby undermining the principle of individual
accountability (Figure 1.), (Cassese et al., 2013). This notion gives rise to critical
questions concerning the balance between obedience to orders and the legal and
moral obligations of military personnel.
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Figure 1. Dynamics of committing military service criminal offenses

Based on Figure 1., it is important to notice that the case count includes sepa-
rate incidents or offenses related to the same individual or group. Given the fact
that in Ukraine it is hardly appropriate to talk about the existence of an established
law enforcement practice on the issue under consideration and the uncertainty re-
garding the subjective component, in the context of the serviceman’s awareness
of the illegality of the order addressed to him, it is advisable to take into account
the legal experience of international criminal tribunals. The most problematic
issue in practice is whether the perpetrator was aware of this circumstance, which
is of key importance (Sobko et al., 2023a; Hutnyk, 2016).

The procedure for military service can be categorized as either general or spe-
cial. According to the Judiciary of Ukraine (2023), the general procedure, which
encompasses general military relations, is applicable to all servicemen. In con-
trast, the special procedure involves specific military relations that are established
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in particular areas of military service activity and pertain to the fulfillment of
certain tasks. This special procedure is not applicable to all servicemen but rather
to specific categories of personnel. It is crucial to differentiate between the gen-
eral and special procedures for military service when establishing the framework
for criminal offenses against military service. Some criminal offenses contravene
the general procedure, while others contravene the special procedure. The former
include, in particular, criminal offenses against the order of subordination and
military statutory relations (Articles 404 - 406 of the Criminal Code of Ukraine),
(Verkhovna Rada of Ukraine, 1992).

In order to provide a clear definition of the a priori criminality of acts commit-
ted by a serviceman while following an order, it is necessary to define these acts
in the following way:

- killing captured members of opposition armed forces and/or civilians in the
occupied territory;

- torture of captured members of armed groups and/or civilians (the entire range
of accompanying circumstances is taken into account, the context of inflicting
pain, the tools used, the physical condition of the victim, etc.);

- ill-treatment of prisoners of war by members of armed groups and/or members
of the civilian population (meaning the provision of insufficient food, inad-
equate medical care and conditions for meeting basic human physiological
needs);

- intentionally causing serious bodily injury or harm to health;

- taking hostages from among members of armed groups and/or representatives
of the civilian population;

- sexual acts of a violent nature;

- the use of “indiscriminate” weapons, military equipment and other means in
an armed conflict to harm the enemy, if the use of such means may result in

“unnecessary” suffering or damage;

- intentional attacks on civilians (the prohibition of these actions is interpreted
as an indisputable absolute, the diminution of which cannot be explained by
any military needs);

- attacking or shelling unprotected settlements that are not military targets (Pan-
ov, 2006)
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According to these decisions, it is about the occurrence of such harmful conse-
quences that cause a strong destructive effect on the human body, its appearance
or emotional background. In this case, the said harm must prevent a person from
normal, full-fledged life activities for a long time. In general, the consequences of
such crimes include damage to both the main and additional objects of the crime.
For example, the grave consequences of violating the rules of public order and
public security service may simultaneously include harm to the victim’s health,
disorganization of this service, and failure to perform a combat mission. A spe-
cial act in Articles 418, 419. 420, 421 of the Criminal Code of Ukraine is an act
related to the violation of duties stipulated by the relations on performing special
types of military service (which form a special object of a criminal offense). The
special consequences of these criminal offenses are the damage caused to the val-
ues protected by the criminal law in the form of violation of special relations (the
procedure for performing special types of military service) that ensure the safety
of these values (Karpenko, 2019)

The particular and subjective aspects of special offenses pertain to the in-
fringements of the regulations that govern the performance of specific types of
military service. Signs of the subjective element - guilt, motive, purpose, emo-
tions - reflect the subject’s mental attitude to the act and its consequences. The
form of the subjective element is the same for all criminal offenses - these are
mental processes; however, the content of the subjective element of each criminal
offense is specific, its features reflect the specifics of the object, act, consequenc-
es and other circumstances.

The content of the subjective side in the special corpus delicti of criminal
offenses in Articles 418-421 of the Criminal Code is determined by the special
object, special nature of the action and consequences. The perpetrator mentally
reflects these special circumstances and therefore his/her guilt (in some cases,
motive and purpose) are also special. In the literature, the subjective side of these
criminal offenses is disclosed in different ways. In particular, some authors point
out that the very violation of the rules in Part 1 of Art. 418, Part 1 of Art. 419, Part
1 of Art. 420 and Part 1 of Art. 421 of the Criminal Code of Ukraine is intentional,
and the attitude to the consequences is characterized by negligence.

Other authors believe that some criminal offenses are committed intentionally,
others - recklessly, but the attitude to the consequences of the committed viola-



52 UKRAINE MILITARY AND WARTIME Law - NAM STUDIES & DOCUMENTS SPECIAL DossIER OcTOBER 2025

tions may be reckless or indirect intent. Pursuant to Article 24(2) of the Criminal
Code, if the legislator does not specify the form of guilt in the articles, then the
crime can be committed both intentionally and negligently. With this in mind,
in the articles of Section 19 of the Criminal Code of Ukraine, where the form of
guilt is not specified, and the terminology used allows for both intent and negli-
gence, both forms of guilt are possible.

Otherwise, if there are any doubts about the essence of the order given and its
legality, they should be interpreted in favor of the subordinate, which naturally
follows from the general responsibility of the superior for this, as well as from the
fact that the subordinate does not have all the information necessary to decide on
the legality of the order. At the legislative level, there is no possibility of prelim-
inary collection and analysis of such data, and the serviceman must immediately
and unconditionally execute the order addressed to him (Sobko et al., 2023b).
Thus, a dualistic situation arises: on the one hand, the obligation of a serviceman
to execute an order received in his address is absolute, at the same time, a ser-
viceman, being, first of all, a citizen of the state, must strictly comply with the
provisions of criminal law, refraining from taking a criminal path, both by order
and in its absence (Chervyakova, 2019; Shkuta, 2020).

In the absence of any alternative models of behavior, except for the execution
of an illegal order, the actions of a serviceman should be such that the harm that
occurred was less significant when compared to that which would have been
caused by his other behavior. The rationality of this proposal is questionable.
Such a dilemma should not exist at all, and a subordinate should not, under any
circumstances, follow an illegal order. Any authority is based on its legal basis
and legal limits of operation. If an authorized entity exceeds the limits of its
competence and gives a clearly illegal order, the subordinate is not obliged to
follow it. If he does otherwise, the mechanism of legal liability comes into play
(Korystin, 2022).

In violations of the rules of guard duty and internal service, damage to the
physical and mental well-being of a person is always caused, i.e., these additional
objects are optional. For example, most violations of the rules of service (sleep-
ing during military service, leaving a sentry’s post, stealing protected military
property, etc.) are not related to violent acts. Hence, violations of the rules of
service are fully treated as violent offenses, unlike criminal offenses against the
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order of statutory relations between servicemen, in which violence is the main,
essential feature (Morozyuk & Sobko, 2022).

The distinctive characteristics of the procedures for performing specific types
of military service have a profound impact on the actions of personnel within
these formations. In special units, violations are primarily the result of breaches
of established relationships and duties. Therefore, the acts perpetrated in these
contexts tend to exhibit similarities, frequently manifesting as violations of spe-
cific responsibilities and conduct rules. For example, criminal offenses delineated
in Articles 418, 419, and 420 of the Criminal Code - including sleeping while on
duty, leaving one’s post, and using violence - are illustrative of a failure to adhere
to the protocols of a particular service (Dmytrenko, 2020).

In the corpus delicti of criminal offenses against the procedure for performing
special types of military service, the subject is usually named. For example, in
Article 418 of the Criminal Code, the subject of a criminal offense is a person
who is a member of a guard (watch), such servicemen include: the chief of the
guard, sentries, scouts, assistant chief of the guard (if any), assistant chief of the
guard for technical means or change of operators (if necessary), vehicle driver,
and checkpoint guards. The guard at the brig also includes sentries and escorts.
For the direct protection and defense of facilities, the following sentries are post-
ed as part of the guard.

In criminal offenses against the procedure for performing special types of mil-
itary service, violence is the result of a violation of the established rules for per-
forming a particular special service and is manifested, as a rule, in the unlawful
use of physical force, weapons, special means (equipment). The use of violence
in these crimes has features characteristic of other criminal offenses against mil-
itary service, as well as some general criminal violent crimes. In this regard, in
theory and in practice, questions often arise as to the distinction between these
acts. A study of court practice in this category of cases shows that the issues
of distinguishing criminal offenses against the procedure for performing special
types of military service committed with the use of violence from violations of
the statutory rules of relations between military personnel in the absence of sub-
ordination and abuse of authority, as well as from certain violent crimes against
the person are very relevant.
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3.2. Qualification of war crimes and violation of the rules of statutory
relations between military personnel.

When qualifying military violent crimes, situations often arise when the offense
has signs of violation of the rules of special types of military service (Articles
418-421 of the Criminal Code of Ukraine) and violation of the statutory rules of
relations between military personnel in the absence of a relationship of subordi-
nation (Article 406 of the Criminal Code of Ukraine). For example, a company
day officer uses violence against a serviceman who does not fulfill the require-
ments of the persons on duty (for example, to go for physical exercises, etc.).
There are several ways to qualify such cases.

Violations of the rules of special types of military service may occur along
with other criminal offenses. In a number of cases, the assessment of one criminal
act containing signs of different crimes (ideal aggregate, i.e., part 2 of Article 33
of the Criminal Code of Ukraine) caused difficulties. The most difficult to qualify
are acts that can be committed by both private and public officials who use their
official powers, although the dispositions of the relevant articles of the CC do
not mention this. The literature suggests that when such criminal offenses are
committed by officials, the ideal combination of such offenses with the relevant
criminal offenses against the interests of the service should be stated, provided
that the offense, of course, has all the elements of the relevant official criminal
offense, since the act harms two independent main objects.

As a general rule to be followed, the following should be borne in mind:

The commission of any unlawful act (embezzlement, violation of statutory
rules of relations between servicemen, etc.) can simultaneously form the elements
of a criminal offense of this category only if the perpetrator violated the rules of
a special type of military service, the task of which was to prevent the harmful
consequences. The ideal set of criminal offenses is evidenced by the encroach-
ment on various direct objects and the infliction of real damage to each of them”.

It is necessary to clearly establish a system (set) of rules for the performance
of special types of military service. In this regard, these rules should have a spe-
cial purpose, i.e., correspond to the goals set for a particular special service. As
noted, the criminal law independence of blanket rules is achieved by including
in them the entire scope of rules contained in a specific sectoral source, but only
those that reflect the special purpose of the rule, which is determined in relation to
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the object of protection. Violation of rules that have a special purpose, i.e., that do
not ensure the fulfillment of the tasks of certain types of special services (units),
should be qualified if there are appropriate grounds from other articles.

In this regard, it is important to clarify whether the general rules of relations
between servicemen are included in the system of rules governing the procedure
for performing special types of military service. An analysis of the relevant legal
sources from this perspective shows that the general rules of relations between
servicemen established by the Statute of the Internal Service of Ukraine are not
included in the system of special rules for performing a particular special service.
This means that special rules of service, for example, patrolling and internal ser-
vice, guard service, do not regulate the procedure of relations between service-
men, which is referred to in Article 406 of the Criminal Code. Violation of the
general order of relations between servicemen, which does not directly ensure the
solution of the tasks of special types of military service, cannot be considered as a
violation of the order of performance of a particular special service protected by
Articles 418-421 of the Criminal Code.

The foregoing allows to state that in cases where a serviceman who is a mem-
ber of a particular service commits a violation of the general rules of statutory re-
lations between servicemen (in particular, uses violence), his actions, if there are
appropriate grounds, should be qualified under Article 406 of the Criminal Code.
This position is also shared by some judicial officers. In accordance with Article
406 of the Criminal Code of Ukraine, the defendant was found culpable of having
thrown the individual to the floor while on a daily patrol in his company for pre-
senting claims against him in the service in an unreasonable manner. As a result
of hitting the floor, the individual sustained a closed head injury with a fracture of
the bones of the vault and the base of the skull, which constituted serious bodily
harm. In light of the fact that the defendant’s actions fully encompassed the ele-
ments of the crime as defined in Part 3 of Article 406 of the Criminal Code, the
court excluded Article 421 of the Criminal Code from the defendant’s charges.

The proposal to qualify such situations as a set of crimes under Articles 418-
421 and 406 of the Criminal Code does not seem to be quite successful for other
reasons. In particular, its implementation leads to a de facto double treatment
of the same circumstances. Thus, one of the grounds for qualifying the use of
violence under Articles 418, 420 and 421 of the Criminal Code is the infliction
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of certain physical consequences (physical pain, bodily harm, etc.). In fact, these
same actions (use of violence) and consequences (physical harm) are also at-
tributed to the said serviceman when assessing their behavior under Article 406
of the Criminal Code. This state of affairs clearly contradicts Part 3 of Article 2
of the Criminal Code (no one may be held criminally liable for the same act more
than once).

The use of violence in some cases can be a type of violation of special rules
of certain types of military service. These are situations where one of the tasks of
a special service is to protect military personnel (guard (watch) service), ensure
personal safety, protect human and civil rights and freedoms (combat duty), and
ensure compliance with internal regulations (daily duty). Violation of such rules
is usually expressed in the unjustified use of physical force or weapons, some-
times other special means. The physical consequences resulting from the use of
violence are covered by the relevant articles of Section 19 of the Criminal Code
of Ukraine, since the prevention of these consequences (along with others) is
established by a particular special service.

Thus, the following special rules of qualification can be formulated:

a) violation of the general rules of statutory relations between servicemen in the
course of performing special types of military service, which involves the use
of violence, should be qualified, if there are appropriate grounds, only under
Article 406 of the Criminal Code of Ukraine;

b) violation of special rules of military service intended for the protection of ser-
vicemen (guard (watch), ensuring compliance with internal regulations (daily
duty), expressed in the unjustified use of physical force, weapons and other
special means, should be qualified under Articles 418, 419 and 421 of the
Criminal Code of Ukraine. In theory and in practice, the question of qualify-
ing the unlawful use of weapons by a person who is a member of a guard is
difficult to answer when such actions result in harm to the life and health of
third parties. For example, a sentry, having detected an offender on the territo-
ry of the post, uses weapons against him in violation of the relevant provisions
of the Statute of the Armed Forces of Ukraine (in particular, does not stop him
with a shout “Stop, get back™ or “Stop, go to the right (left)”, does not warn
the offender with a shout “Stop, I will shoot” or does not make a warning shot
upwards). As a result of such actions, the offender may suffer death or harm to
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health of varying severity, including intentionally. In this regard, the question
arises as to whether the offense committed by the guard should be qualified
as a criminal offense under Article 418 of the Criminal Code and the relevant
articles of Section II of the Criminal Code, or whether everything is covered
only by the provisions of the chapter on crimes against life and health (Bo-
gutsky, 20006).

In Article 418 of the Criminal Code, the main direct object of the criminal
offense is the order of guard duty. This object is a certain system, the structure of
which consists of persons who are members of the guard and objects for which
or in connection with which this type of security service is established. Damage
to this object of a criminal offense is manifested primarily in the damage to the
objects protected by the guard. Accordingly, the grave consequences referred to
in Art. 418 of the Criminal Code must necessarily be associated with “guarded
objects”, the security of which is the purpose of guard service. The Statute of the
Garrison and Guard Services of the Armed Forces of Ukraine does not include
such goods as the life and health of third parties (including offenders) as “objects
protected by the guard”.

This implies that harm to the life and health of an unauthorized person as a
result of a violation of the procedure for the use of weapons is not covered by the
concept of “grave consequences” in Article 418 of the Criminal Code and should
be qualified as a relevant criminal offense against life and health (of a person).
The exception will be cases when a sentry (outgoing) causes harm to the life and
health of persons in the guardhouse or in a disciplinary military unit, since en-
suring the safety of these persons is one of the purposes of organizing the guard
service (as discussed in subsection 2.3.).

This is in accordance with the established position of court practice. The court
found Sergeant guilty of the aforementioned offenses, in addition to other crimi-
nal acts, in violation of Article 418 of the Criminal Code of Ukraine. This result-
ed from the Sergeant’s failure to adhere to the established rules and regulations
governing the performance of guard duties, which ultimately led to significant
and adverse consequences. As stated in the verdict, the accused was on guard
duty in May 2007 as part of the garrison guard. During this period, he perpetrated
multiple assaults against two other servicemen, including an attack on a sergeant.
Subsequently, while under the influence of alcohol, the accused perpetrated the
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fatal shooting of Private one of the servicemen with an assault rifle. The investi-
gative authorities and the court, in addition to the aforementioned charges under
the Criminal Code of Ukraine, classified the accused’s illicit actions under Article
418 as a contravention of the statutory rules of guard service that resulted in se-
vere consequences. In its cassation ruling, the panel underscored that the essential
element of this criminal offense is not merely any violation of the statutory rules
of guard service, which the accused indisputably committed, but specifically
those violations that resulted in damage to the protected objects. The case did not
establish that the accused’s unlawful actions caused any damage to the protected
objects of the guard, which included the accused himself.

In consideration of the aforementioned factors, the panel reached the con-
clusion that the elements of the criminal offense as defined in Article 418 were
absent in the accused’s actions. As a result, the verdict in this regard was an-
nulled, and the criminal case was terminated (Supreme Court of Ukraine, 2023).
A comparable resolution was reached in a separate case. The warrant officer, who
was on duty as a park guard and was issued a pistol. After obtaining authorization
from the commanding officer, the guard proceeded to his residence in the eve-
ning and made a stop at an officers’ café along the route back, where he began to
consume alcohol with his colleagues. Subsequently, in flagrant violation of public
order, the guard initiated physical contact with citizens, grasping their clothing,
and then discharged several rounds from the firearm at the floor. One of the bul-
lets struck a bystander in the leg, causing a minor injury.

The pre-trial investigation authorities classified the actions of the guard under
Part 3 of Article 296 and Article 421 of the Criminal Code of Ukraine as hooli-
ganism and a violation of the statutory rules of internal service. In reaching the
conclusion that the actions in question did not constitute a criminal offense under
Article 421 of the Criminal Code, the court correctly stated that, according to the
law, liability under this article is only applicable if there are consequences that
the daily patrol on internal service is responsible for preventing. As there was no
damage to the internal order in the park and no disruption to the duties of the rel-
evant unit, there were no grounds for holding the guard additionally accountable
under Article 421 of the Criminal Code of Ukraine (Kyiv District Administrative
Court, 2020). In the general doctrine of official criminal offenses, it is generally
recognized that, along with general criminal offenses in office in Chapter 17 of
the Criminal Code of Ukraine, other chapters contain special corpus delicti. The
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latter are committed by certain officials or in a certain area of activity specified
in the law.

The literature suggests the following types of special official criminal offenses:

1) criminal offenses committed only by officials specially identified in the dispo-
sitions of articles (e.g., Article 206 of the Criminal Code of Ukraine, etc.)

2) criminal offenses committed with the “use of official position”, as indicated
in the dispositions (Article 151, Article 182 of the Criminal Code of Ukraine,
etc.)

3) criminal offenses that name as perpetrator a specific entity whose rights and
duties are of an official nature - a member of an election commission; a person
who was responsible for compliance with safety and labor protection rules,
etc. (Articles 158-3, 172, 137, 218, 219-1, etc.)

4) criminal offenses in which the subject is not named, but the nature of the ac-
tion itself, which can only be committed by an official (Art. 168, Art. 372, Art.
371, etc.)

5) criminal offenses that can be committed by both officials using their official
position and private individuals.

In all these cases, there are problems of competition of norms and qualifica-
tion of service criminal offenses in the aggregate (ideal aggregate) with other
criminal offenses.

The criminal law literature unanimously states that competition of norms oc-
curs in cases where one criminal offense (as opposed to an aggregate) is commit-
ted, which falls under (contains features of) two or more norms, but only one of
them is subject to application precisely because one criminal offense has been
committed. At the same time, the question always arises as to which of these
norms should be applied to qualify the offense. The rule developed by the general
theory of law, namely - lex speciali degorat legi generali - a special law cancels
the effect of a general law - was not enshrined in the Criminal Code of 2001, but
the draft of the new law of Ukraine on criminal liability already provides for its
legislative enshrinement.

Specialized literature distinguishes two types of special rules based on the
object of criminal legal protection: a) special rules which have the same main
object of protection as general rules (single-object rules); b) special rules whose
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object of protection differs from the object of the relevant general rules (two-ob-
ject rules). Of course, it would be quite reasonable to distinguish another type of
special rules on this basis - special rules with a “mixed” (complex) object of crim-
inal legal protection. Such rules should include Articles 418-421 of the Criminal
Code. These articles protect the procedure for performing a particular type of
special military service, which ensures the security of protected objects. An in-
tegral part of this procedure is the managerial activity of the relevant military
officials who are part of a particular outfit. In these military criminal offenses, the
interests of managerial activity cannot be considered as additional objects, since
without management, military service in general, including its special varieties,
is unthinkable. This aspect of the allocated type of special norms is not taken into
account both in the works devoted to the problems of qualification of service
criminal offenses and in judicial practice (Navrotskyi, 1997).

In cases where general and special norms are in competition, it is proposed
that the following approach be taken: when the actions of an official exhibit char-
acteristics of a general crime against the interests of the service and its special
type, or when such a general criminal offense is clearly indicated by the meaning
of the norm, the general norm should be applied. In such cases, the service in
question, or its specific type, constitutes a special type of criminal offense that
explicitly allows for its commission by an official in conjunction with other sub-
jects. Alternatively, the possibility of such commission is clearly implied by the
meaning of the norm itself (Us, 2018). In cases where the articles specifically
provide for liability for crimes committed with the use of official position, it is
proposed to qualify only under these articles without combining them with arti-
cles providing for liability for official crimes.

The special features of Articles 418-421 of the Criminal Code of Ukraine in
comparison with the general norm (Article 364 of the Criminal Code) and the
special norm (Article 426-1 of the Criminal Code) are, firstly, a special circle of
military commanders (persons who are members of certain outfits), and secondly,
a certain sphere of managerial activity - the performance of special types of mil-
itary service. The specificity of these types of military service lies in the fact that
military officers, while performing them, have a dual official status:

a) general - rights and obligations that they always have in connection with their
official functions;
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b) special - rights and obligations that they are endowed with only during the
period of special service.

The issue of the correlation between general and special rules of military ser-
vice and the relevant qualification rules was discussed above. It is clear that the
proposed solutions are fully applicable to the cases under consideration: the abuse
of general official powers by military commanders falls under Article 426-1 of
the Criminal Code of Ukraine, and the abuse of special official powers - under
Articles 418-421 of the Criminal Code of Ukraine. The above allows to formulate
the following qualification rule.

Actions: if the actions of a military official resulted in a violation of the rules
of special service related to the abuse of special official powers rather than gen-
eral ones, the act should be qualified under the article providing for liability for
violation of the procedure for performing this service. In judicial practice, diffi-
culties arise in qualifying the unlawful use of weapons by a superior during the
performance of special types of military service. The literature and court practice
suggest that such actions should always be qualified as a military service criminal
offense, i.e., under Article 426-1 of the Criminal Code of Ukraine.

The correct solution to this issue should be based on the following provisions:
a) the use of weapons is a part of the power (organizational and administrative)
functions of a military official; b) the grounds and procedure for the use of weap-
ons in the conditions of military service are regulated by the general rules of the
Disciplinary Statute of the Armed Forces of Ukraine. The above rules for qual-
ifying the actions of military officials in the competition between general and
special rules are fully applicable to this situation. Thus, if a military officer, while
performing special types of military service, violates the general procedure for
the use of weapons, his/her actions, if there are relevant signs, should be qualified
under Art. 426-1 of the Criminal Code.

4.Discussion

Based on the above, the following special rule of qualification can be formulated:
violation of the rules of special types of military service, which was expressed in
the unlawful use of weapons by a military official, should be qualified as abuse of
power (Article 426-1 of the Criminal Code of Ukraine) only if the use of weapons
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was violated. In cases where special rules for the use of weapons while on duty
are violated, the act should be qualified under Articles 418, 414 and 420 of the
Criminal Code.

The use of violence in case of violation of the rules of special types of mil-
itary service can cause various physical consequences: pain, damage to health,
death, restriction of liberty. The problem of establishing the scope of physical
consequences in the concept of “grave consequences” (Articles 418-421 of the
Criminal Code) has already been considered in this paper.

Within the framework of this issue, it is advisable to dwell on the main con-
clusions made earlier:

1) in part 1 of Art. 418 of the Criminal Code of Ukraine, the damage to the ob-
jects protected by the guard, covering such grave consequences, should be
limited to several persons

2) the scope of physical harm in Article 421 of the Criminal Code covers only
intentional infliction of grave harm,

As it can be seen, the consequences of the use of violence in criminal offenses
against the order of special types of military service are not always fully covered
by the relevant corpus delicti. In the literature and court practice, it is proposed to
qualify such cases under a set of criminal offenses. For example, the Review of
Court Practice in Cases of Criminal Offenses Against Military Service and Some
Official Criminal Offenses Committed by Military Personnel (2001) emphasizes
that under certain conditions, criminal offenses under Articles 418, 419, 420 and
421 of the Criminal Code of Ukraine may also form criminal offenses against life
and health. This method of qualifying complex violent criminal offenses is very
common and is due to a number of circumstances.

Firstly, in articles that do not use the term “violence” and its derivatives (“vi-
olence dangerous to life and health”, “violence not dangerous to life and health”,
etc.), but the crime itself allows for the use of violence as an alternative, the
sanctions reflect the social danger of not all forms of violence, but only some of
its varieties. In general, the discussion focuses on inflicting physical pain, light
bodily injuries, and sometimes of moderate severity, restraint of liberty, for exam-
ple, Articles 120, 180, 137, 164, 258 of the Criminal Code, etc. At the same time,
the literature notes that in some of these cases, the scope of violence is limited to
putting the victim in a helpless state, as well as a slight restriction of his or her
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freedom (Articles 120 and 180 of the Criminal Code). Secondly, even in those
cases where the corpus delicti of criminal offenses contain the element of “vio-
lence” (or its derivatives), the determination of the amount of physical harm is
significantly influenced by the comparative severity of the sanction for a criminal
offense committed with the use of physical violence and the sanctions in Articles
121, 122, 127, 146 of the Criminal Code, including for qualified corpus delicti of
these criminal offenses.

Analysis from this perspective of the current legislation shows that in most
cases the attribute of “violence” covers infliction of moderate bodily harm with-
out additional qualification under Article 122 of the Criminal Code, in particular,
Articles 262, 308, 314, 303, 364, etc. Infliction of grievous bodily harm in such
criminal offenses, as a rule, requires additional qualification under Article 121
of the Criminal Code, especially if the offense has the qualifying circumstances
provided for in this Article. Thirdly, the attribute of “violence” never covers the
intentional infliction of death. Here, qualification under Article 115 of the Crimi-
nal Code of Ukraine is always mandatory. This traditional rule of qualification of
complex violent criminal offenses is due to two circumstances: first, the excep-
tionally high public danger of murder compared to other criminal offenses, and
second, the exceptionally severe punishment of the latter (long terms of impris-
onment) is not found for other violent criminal offenses.

5.Conclusions

In consideration of the aforementioned points, the following qualification rules
are proposed: In cases of medium gravity crime (Article 122 of the Criminal
Code of Ukraine) and grievous bodily harm (Article 121 of the Criminal Code
of Ukraine), the violation of the statutory rules of guard duty committed with the
use of violence does not necessitate additional qualification. Similarly, in cases
of causing moderate bodily harm (Article 122 of the Criminal Code of Ukraine)
and serious harm to health (Article 121 of the Criminal Code of Ukraine), the
violation of the rules of service for the protection of public order and ensuring
public safety committed with the use of violence does not require additional qual-
ification. A violation of the statutory rules of internal service and patrolling com-
mitted with the use of violence does not necessitate additional qualification in
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cases of medium gravity crime (Article 122 of the Criminal Code of Ukraine) and
grievous bodily harm (Article 121 of the Criminal Code of Ukraine). Conversely,
the intentional infliction of death as a result of a violation of the rules of special
types of military service requires additional qualification under Article 115 of the
Criminal Code of Ukraine.

The use of violence by persons during the performance of special types of
military service should be qualified under Articles 418, 419, 420 and 421 of the
Criminal Code only when the general rules of relations between military person-
nel are violated, and not the special rules established in the norms regulating the
procedure for performing a particular military service. The abuse of authority
by military commanders who are members of the squads, which resulted in the
use of violence, including weapons, is assessed as a criminal offense against the
order of performing special types of military service only in case of violation of
special duties provided for the organization of performing a particular special
military service. Establishment of the scope of physical harm in criminal offenses
against the order of performance of special types of military service, which does
not require additional qualification in conjunction with criminal offenses against
life and health, is largely due, among other circumstances, to the comparative
severity of sanctions for military criminal offenses and relevant criminal offenses
against life and health of Ukraine.
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Problematic aspects of determining
the administrative and legal status
of conscription support entities in Ukraine

BY ANATOLIY Y ATSYSHYN!

ABsTRACT. The purpose of this study is to identify the issues related to establish-
ing the legal status of military administration entities which ensure conscription
during martial law. Using the methods of legal analysis and specification, the au-
thor examines the legal aspects of establishing the administrative and legal status
of the subjects of conscription. According to the results of the study, it was estab-
lished, that one of the main military administration bodies responsible for ensuring
conscription is the territorial recruitment and social support centres. Despite the
fact that the legal framework for regulating mobilisation issues has been in place
since the 1990s, the current analysis shows that the definition of the legal status
of conscription support entities is not perfect. The challenges of war and high
mobilisation needs clearly demonstrate that most of the powers of the authorities
are enshrined in legislation in a rather vague manner, which leads to ambiguous in-
terpretation of the norms and inefficient management of the mobilisation process.
Given that it is the TCR and SS that carry out most of the mobilisation activities,
together with local self-government bodies and executive authorities at the local
level, the primary task is to determine the administrative and legal status of the
TCR and the SS at the legislative level, not only by bylaws.

KEYWORDS: MILITARY DUTY, SPECIAL PERIOD, ARMED AGGRESSION, MILITARY ADMINISTRA-
TION, MOBILISATION MEASURES.

Introduction

he issue of ensuring mobilization has become particularly important

since the beginning of the aggressor’s full-scale invasion, revealing

new problems in the legal regulation of mobilization and mobilization

readiness. State bodies play a decisive role in ensuring conscription into military
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service, as they are responsible by law for shaping state policy in the field of mo-
bilization preparation and mobilization, as well as for implementing various mo-
bilization measures, including military registration. An equally important factor
for effective management in this area is the clear distribution of powers between
state authorities and the precise definition of their administrative and legal status,
which includes the main areas of activity, responsibilities, and tasks that must be
enshrined in law.

Moreover, the unprecedented scale of the ongoing armed aggression has re-
vealed systemic shortcomings in the current legal framework, highlighting the
need for detailed legislation that clearly delineates the roles and responsibilities
of all entities involved in mobilization. Addressing these gaps is crucial not only
for improving operational efficiency but also for ensuring the protection of cit-
izens’ rights and the proper functioning of state authorities under extraordinary
circumstances.

This study examines the definition of the specific administrative and legal
status of military command structures directly involved in mobilization activi-
ties. An essential element of the study is the analysis of the activities of bodies
involved in conscription and their legal regulation during a special period. In
the context of martial law, society faces new challenges and risks, and legal reg-
ulation regarding the administrative and legal status of authorities responsible
for conscription into military service must be improved and adapted to real-time
needs. Clarifying the legal status of these authorities also facilitates better coor-
dination with local government bodies, enhances accountability, and ensures that
mobilization activities are conducted in accordance with both national legislation
and international standards. Such legal clarity is particularly important in a war-
time context, where rapid decision-making and precise execution of mobilization
measures can significantly affect national defense outcomes

The aim of the research is to reveal the key problematic issues in the legal reg-
ulation of the administrative status of state authorities tasked with conscription
into military service. The core objectives of the study include examining the legal
framework that establishes the status of bodies involved in mobilisation support,
assessing the significance of motivating individuals liable for military service,
and identifying existing gaps in the legal regulation of the status of these bodies.

Foreign and domestic researchers have examined issues related to the legal
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status of persons subject to conscription. For example, Kosonen and Malkki
(2022) studied various models of conscription in Europe and Asia, emphasized
the importance of motivating persons subject to military service, and conducted
a comparative analysis of different approaches to ensuring mobilization. Their
findings show that, in light of the current global security situation, many states
are reintroducing compulsory military service. In these works, the authors seek
to identify the optimal approach to mobilization that would allow for the effec-
tive implementation of mobilization measures while protecting the fundamental
rights of citizens.

The authors Baran (2023) and Marleku & Llalloshi (2024) considered the
impact of the mobilization system on military service on public administration
as a whole. The papers study the essence of military duty and consider the issue
of subjects of conscription in the context of their tasks and responsibilities. The
authors raise the question of how important it is to guarantee fundamental human
rights in the process of implementing mobilization measures and explore oppor-
tunities for improving the effectiveness of mobilization measures, taking into
account different experiences.

Scientists Axatov & Akhmatkulov (2021) and Altenburger (2025) in their
works considered the peculiarities of military conscription, advantages and disad-
vantages of mandatory military service, as well as the peculiarities of organising
and conducting pre-conscription military training. The authors believe that, given
the current security situation, the issue of compulsory conscription is becoming
increasingly relevant.

Materials and Methods

The study was based on an examination of regulatory and legal acts that define
the administrative and legal status of the subjects of conscription at the legislative
level. In addition, a number of bylaws were developed. Both general and specific
methods of scientific inquiry were used in the course of the study. In particular,
the historical and legal method was used to study the stages of formation of terri-
torial recruitment and social support centres and their evolutionary development.
Using a formal legal method, the main regulatory and legal acts defining the
legal status of conscription authorities were studied, and subordinate legal acts
regulating the powers of military authorities were examined. With the help of le-
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gal analysis, the author defines the legal status of conscription service providers,
identifies the peculiarities of the administrative and legal status of such providers
during martial law, and also identifies the problematic aspects in determining the
legal status of conscription service providers which affect the system of mobil-
isation measures in general. Using the generalization method, the main ways to
improve the legislation that establishes the legal status of military management
bodies were identified.

The study was conducted in several stages. First, the concept of administrative
status and its components were examined. At the first stage, the concept of ad-
ministrative status and its components were studied. The regulatory framework,
which forms the basis for the activities of conscription authorities, was reviewed.
The next step in the research was to study the main stages in the formation of mil-
itary management bodies such as the TCR and SS, and to determine their place
and significance in the mobilization system. After studying the development and
establishment of the legal status of conscription authorities, the issues of estab-
lishing such status for military management bodies were identified and the main
directions for resolving these issues were outlined.

To ensure reliability of results, the research also incorporated a comparative
approach, contrasting Ukrainian regulations with international practice in con-
scription and mobilization. This made it possible to identify not only the strengths
of the national system but also areas requiring alignment with broader Europe-
an and global standards. In addition, the study relied on systemic and structural
analysis to reveal interconnections between state bodies, their powers, and the
mechanisms of cooperation during mobilization. Attention was also paid to prac-
tical aspects of law enforcement, namely how regulatory provisions are imple-
mented at the regional and local levels. The combination of these methodological
approaches enabled a comprehensive exploration of the administrative and legal
status of conscription bodies, ensuring both theoretical depth and practical appli-
cability of the findings.
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Results

The regulatory basis governing the activities of conscription authorities has
been examined. The subsequent stage of the research focused on the formation
of military administration bodies, such as the TCR and SS, and clarified their
role and significance within the mobilisation system. The analysis of the devel-
opment and consolidation of the legal status of conscription authorities revealed
difficulties in defining such a status for military administration bodies, as well as
possible directions for addressing these challenges. Administrative and legal sta-
tus is generally understood as the totality of rights and obligations assigned to a
subject of administrative legal relations. In administrative law theory, legal status
is divided into general and special categories, depending on its scope. The general
administrative and legal status encompasses the rights and obligations common
to all subjects of administrative legal relations, whereas a special status is con-
ferred on particular entities for the fulfilment of specific tasks and functions.

The Law of Ukraine “On Mobilization Preparation and Mobilization” desig-
nates the Verkhovna Rada of Ukraine, the President of Ukraine, the Cabinet of
Ministers of Ukraine, and local self-government bodies as the entities responsi-
ble for conscription. Additional participants in mobilisation include the National
Security and Defense Council of Ukraine, the Ministry of Defense, the Armed
Forces of Ukraine, and other military authorities whose activities are regulated
by law. Among the key institutions directly entrusted with implementing mobil-
isation plans, maintaining military registration, and ensuring mobilisation mea-
sures are the territorial recruitment and social support centres (Verkhovna Rada
of Ukraine, 1992; 1993; 1996; 2015).

This institution has special administrative and legal status in mobilization be-
cause it does specialized stuff related to military service. However, there are cer-
tain problems in determining the exact status of organizations vested with such
special powers, including territorial centers for recruitment and social support
(Verkhovna Rada of Ukraine, 2017; 2018; 2023). To provide clarity in defining
the status of military command bodies and to identify existing challenges, it is
necessary to trace the stages of development of these entities in Ukraine, as illus-
trated in Table 1.
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Table 1. Stages in the development of legal regulation of conscription service

providers in Ukraine

Period

Legislative activity

Result.

16 July
1990

Adoption of the Declaration of
State Sovereignty of Ukraine
and the Act of Independence of
Ukraine

Changes in the social system
and political life. This gave
impetus to the further develop-
ment of legislation for the cre-
ation of its own armed forces.

11 October
1991

The Concept of Defence and Con-
struction of the Armed Forces of
Ukraine was adopted

The ways and principles of
military reform were defined.
The fundamental principle was
the principle of reasonable suf-
ficiency in terms of the number
of weapons and human resourc-
es.

Novem-

ber-De-

cember
1991

The legal framework for the func-
tioning of the AFU was adopted,
in particular, the Law on Defence
of Ukraine, the Law on the Armed
Forces of Ukraine and others.

The following legislative acts
defined the principles of the
armed forces

30 March
2021

The Law of Ukraine “On Amend-

ments to Certain Legislative Acts

of Ukraine on Improving Certain

Issues of Military Duty and Mili-
tary Registration”.

Improving the organisation-
al and legal framework for
manning the Armed Forces of
Ukraine, bringing the activi-
ties of military command and
control bodies and the military
accounting system in line with
NATO standards

23 Febru-
ary 2022

Resolution of the Cabinet of Min-

isters of Ukraine No. 154 “On Ap-

proval of the Regulations on Terri-

torial Centers for Recruitment and
Social Support”

This provision defines the legal
status, functions, and proce-
dures of the TCR and SS
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30 Decem- | Resolution of the Cabinet of Min- | A mechanism for maintaining
ber 2022 isters of Ukraine “On Approval military records of individuals
of the Procedure for Organizing liable for military service, in
and Maintaining Military Records | line with the new legislative re-
of Conscripts, Persons Subject to | quirements, was established by
Military Service, and Reservists” the procedure.
16 January | Law of Ukraine “On Amendments | Improvement of military reg-
2024 to Certain Laws of Ukraine Re- | istration procedures and mobi-
garding the Improvement of the lization measures to improve
Procedure for Processing and the efficiency of military unit
Using Data in State Registers for replenishment
Military Registration and Ac-
quiring the Status of War Veteran
During Martial Law”
11 April | Law of Ukraine “On Amendments | The most significant changes
2024 to Certain Legislative Acts of were adopted: the conscription
Ukraine Regarding Certain Issues age was lowered, the proce-
of Military Service, Mobilization, | dure for granting deferrals was
and Military Registration” changed, and the categories of
persons eligible for deferrals
were changed
10 May Procedure for maintaining the Defines the procedure for main-
2024 Unified State Register of Con- taining the Unified Register
scripts, Military Service Obligors, | of Persons Subject to Military
and Reservists “Oberig” Service, establishes the proce-
dure for collecting, storing, and
using data on persons subject to
military service
16 May | Resolution of the Cabinet of Min- The procedure and rules for
2024 isters of Ukraine No. 560 “On mobilization during martial law
Approval of the Procedure for are regulated in detail
Conscription of Citizens for Mili-
tary Service during Mobilization,
for a Special Period”

Through the transformation of district and city commissariats into TCR and
SS, local military authorities shifted from administrative and coercive bodies into
entities performing recruitment and social service functions. The main task of
the MCC and JVs is to carry out recruitment activities for military service. The
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TCR and SS are regulated by the Constitution and laws of Ukraine, acts of the
President of Ukraine, the Cabinet of Ministers of Ukraine, orders of the Min-
istry of Defense, orders and directives of the Minister of Defense, orders and
directives of the Commander-in-Chief of the Armed Forces of Ukraine, as well
as other legal acts. The main tasks of the TCR and SS also include registering
citizens with draft boards, maintaining military records of citizens, conscripting
citizens for military service in peacetime and wartime, selecting persons subject
to military service for contract military service, citizens for service in the mili-
tary reserve, preparing and conducting the mobilization of human and transport
resources during special periods, providing legal and social support to military
personnel and veterans, engaging in military-patriotic education of citizens, and
implementing measures to prepare and conduct territorial defense and other de-
fense activities in accordance with the law (Verkhovna Rada of Ukraine, 2024a;
2024b).

When determining the legal status of entities responsible for conscription, it
should be noted that the legal status of any public administration entity is a rather
multifaceted and broad category (Shafritz et al., 2022; Kruchynina, 2024). Legal
status includes a certain legal position of a public authority, which is established
by a legislative act or an administrative act based on the public interest and the
need to perform public functions. Administrative and legal status may be general
and special. The general administrative and legal status is inherent in all subjects
of power. A special legal status implies the granting of certain special powers to
solve tasks or to perform a certain type of authority.

The special administrative and legal status is established by certain legislative
norms and is a consequence of the state will, through which a certain entity is
vested with certain functions. The structure of legal status includes the subject or
purpose of the activities of the authority, as well as the rights and powers of the
state authority. (Rosenbloom et al., 2022). Considering the subjects that ensure
conscription, it should be noted that the purpose of all military authorities is to
carry out effective mobilisation to ensure the defence capability of the state. All
subjects of power authorised to carry out mobilisation activities are defined in the
Law of Ukraine “On Mobilisation Preparation and Mobilisation.” Both general
and special subjects are endowed by the Law with their functions and must per-
form their tasks.
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TCR and SS are the bodies with the greatest competence in the field of mobil-
isation, as they are authorised to provide full support to persons liable for military
service instead of military commissariats. In accordance with current legislation,
TCR and SS perform the following tasks. Participation in the day-to-day man-
agement of pre-conscription training is ensured. Decisions of local government
authorities and draft boards on conscription of citizens for military service are
prepared and implemented. Teams of new recruits are formed and conscripts sent
to military units from assembly points in territorial centers. Military records are
kept for persons liable for military service who are in the reserve, as well as for
citizens who have participated in combat operations and those who have become
disabled during military service.

Cooperation with local executive authorities and local self-government bodies
is maintained on issues related to military registration of conscripts, including
reservists, as well as conscripts and the reservation of conscripts for the period
of mobilization and wartime. Plans for mobilising human and transport resources
during a special period are developed, and the system of warning, collection,
and delivery of these mobilisation resources is improved in the relevant terri-
tory. Records of enterprises involved in the performance of mobilisation tasks,
as well as of human and transport resources intended to meet the needs of the
state’s defence, are maintained. Control is exercised over the implementation by
enterprises of measures for maintaining military records of persons liable for
military service and measures for reserving such persons for the period of martial
law. Participation is ensured in controlling the implementation of mobilisation
measures within their powers. Social and legal protection is provided for military
personnel, persons liable for military service and persons in the reserve, war vet-
erans, and their families (Verkhovna Rada of Ukraine, 2022).

The TCR and SS are responsible for conscripting citizens into the Armed
Forces of Ukraine, ensuring mobilisation in line with the constitutional duty to
defend the state (Timofeev & Natochii, 2024). Their administrative and legal
status remains controversial. As relatively new military structures, they had lim-
ited experience exercising their powers before martial law, and their legitimacy
depends on mobilisation success and public trust. Analysis of current legislation
reveals gaps in regulating the TCR and SS. Their legal status is defined only by
the 23 February 2022 Regulation “On Territorial Recruitment and Social Support
Centres,” a subordinate act that sets basic organisational rules. While regulations
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guide internal operations and employee conduct, they do not establish a com-
prehensive legal framework for interaction with other state and local authorities.
This legislative gap limits the clarity of TCR and SS powers relative to their full
operational responsibilities.

Determining the place of the TCR and SS among other state administration
bodies is complicated by the fact that, according to Article 19 of the Constitution
of Ukraine, all state authorities must act only on the grounds and within the limits
defined by the Constitution and laws of Ukraine. Article 6 of the Constitution
also states that all state authorities must exercise their powers in accordance with
the laws of Ukraine. Based on these provisions of the Basic Law, it appears that
the activities of state authorities are provided with clear legislative regulation,
which obviously also applies to territorial recruitment and social support centres
(Magdalina, 2024).

Another problematic issue in determining the administrative and legal status
of territorial recruitment and social support centres is the lack of an unambig-
uous approach to the classification of TCR and SS as military command and
control bodies. Based on the tasks assigned to the TCR and SS, the question
arises whether such bodies can be directly attributed to military administration
bodies. The concept of “military management body” is defined in Article 1 of the
Law of Ukraine “On Defence of Ukraine” of 6 December 1991. However, the
relevant concept appeared in the law in the wording of this legal act of 5 Octo-
ber 2000. At that time, the military command included the Ministry of Defense
of Ukraine, other executive bodies responsible for the management of military
units, the General Staff of the Armed Forces of Ukraine, as well as other de-
partments, formations, headquarters, and military commissariats responsible for
the implementation of legislation in the field of military duty, military service,
mobilization preparation, and mobilization. In the above definition, military com-
missariats, and subsequently territorial recruitment and social support centres,
are not mentioned in the main list of military administration bodies, but rather as
a supplement to this list - through the language construction “as well as”. This
wording may be used as a consequence of the imitation of post-Soviet legislation,
since in the post-Soviet period, the armed forces were recruited through military
enlistment offices as a special structure. Today, the TCR and SS are vested with
much broader powers that go far beyond the solely organisational component of
military management (Magdalina, 2024).
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The administrative and legal status of territorial recruitment and social sup-
port centers shows that TRCs and SSs are military management bodies under
the executive branch, created, funded, and dissolved by the Ministry of Defense
of Ukraine. They must operate in line with legislation on mobilization, military
training, and social protection of servicemembers and their families. To formalize
their status, the Law of Ukraine “On Mobilization Preparation and Mobilization”
should be amended. Article 14 could include a new part detailing the main func-
tions and powers of TRCs and SSs. Additionally, a dedicated law should be in-
troduced to comprehensively regulate their activities, reflecting the full scope of
their responsibilities. Strengthening the legal framework would not only clarify
the responsibilities of TRCs and SSs but also enhance transparency and account-
ability in the mobilization process. Clearer legislative guidance could reduce op-
erational ambiguities and improve coordination between military authorities and
local administrations.

Discussion

This paper examines the regulatory framework that establishes the legal status
of entities responsible for conscription. The author examines the legislative pro-
visions that regulate the main tasks and responsibilities of military authorities in
the field of mobilisation. Unlike the work of Baran (2024), which explores issues
related to the analysis of the historical evolution of conscription and the relation-
ship between the security of society as a whole and the observance of individual
rights, this study reveals the historical development of conscription service pro-
viders, their features and modes of operation. The main attention was paid to the
administrative and legal status of territorial recruitment and social support centres
as one of the main military management bodies that can carry out mobilisation
measures on the ground.

Melnyk (2022) examines the administrative and legal status of military ad-
ministrations in Ukraine during martial law, analyzing their functions and the
relationship between military and civilian authorities. In contrast to Melnyk, this
study focuses on the legal status and functional powers of military administration
bodies involved in conscription. This study not only analyzes their legal basis
but also highlights current issues in determining the status of bodies involved in
conscription. Confirming Voitovich’s (2020) observation, the administrative and
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legal status of security and defense bodies remains insufficiently researched, with
many outdated norms needing to be brought into line with modern practice and
international standards. This study is unique in that it focuses on mobilization
bodies with special powers in this area.

Boyko (2024), like this study, also examines the genesis of legal regulation of
administrative and legal regulation of mobilisation. However, this work is more
narrow, aimed at identifying the problems in the consolidation of the legal status
of the subjects that should ensure the conscription. The work of Semenets-Orlo-
va, et al., (2022) and others raise the issue of development of the public adminis-
tration system with a human-centred approach. The authors note the importance
of replacing the brutal administrative pressure in the management system with
the creation of a management culture. Agreeing with the authors’ opinion, this
work also examines the administrative and legal status of individual subjects of
administrative law and seeks ways to improve the system of administrative man-
agement in the field of mobilisation.

Yermachenko et al. (2023) examined public administration in infrastructure
development, emphasizing a “smart” management approach that considers so-
cietal needs and challenges. This study similarly analyses the structure of pub-
lic administration in mobilisation processes, highlighting that the administrative
and legal status of authorities their powers and position within the mobilisation
system — is key to effective management. Yarusevych (2023) provides a detailed
analysis of the administrative and legal status of defence industry entities, iden-
tifying elements of their regulatory framework. Unlike these studies, the present
work focuses specifically on mobilisation bodies operating under martial law.
Thus, while previous research provides valuable insights into administrative and
defence structures, there remains a clear need for focused studies that examine
the operational and legal intricacies of conscription authorities, particularly those
that function during extraordinary circumstances such as martial law.

It should be emphasised that most studies do not address the issue of the ad-
ministrative and legal status of conscription authorities at all. The studies consid-
er either the security and defence sector or individual subjects of power. In most
cases, the authors consider the subjects of conscription in their historical devel-
opment, but there are no studies on their current legal status and no studies that
could suggest ways to improve the legal norms that establish the administrative
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and legal status of military authorities that are directly responsible for mobilisa-
tion activities. This research gap is essential to provide a coherent and modern
legal framework for mobilization authorities, ensuring an appropriate balance
between the interests of the state and society in times of national emergency.

Conclusions

One of the main factors of effective management in the field of mobilisation is a
clear delineation of powers of the subjects of power, a specific establishment of
their administrative and legal status, which includes the main areas of activity,
duties and tasks that should be defined at the legislative level. The problem of
determining the administrative and legal status concerns, first of all, the determi-
nation of the administrative and legal status of entities with special powers, such
as territorial recruitment and social support centres. The legal status includes a
certain legal position of a public authority, which is established by a legislative
act or administrative act based on the public interest and the need to perform pub-
lic functions. TCR and SS are the subjects of administrative legal support for the
mobilisation of the UAF, which are responsible for ensuring the fulfilment of the
call-up of citizens of Ukraine for military service to fulfil their constitutional duty
to defend the state. The study found that the TCR and SS are military command
and executive bodies.

The study found that the main problem of determining the administrative and
legal status of conscription support entities, in particular, the TCR and SS, is the
following legal aspects: the activities of territorial recruitment and social support
centres, which have the broadest powers in the field of mobilisation, are regulated
exclusively by the Regulation. In addition, TCR and SS are not included in the
list of entities responsible for mobilisation training and mobilisation in accor-
dance with the Law of Ukraine “On Mobilisation Training and Mobilisation”.
Other problematic aspects include the fact that the current legislation does not
clearly delineate the powers of the entities involved in mobilisation activities.

In view of this, some areas for improving the legal regulation of conscription
support entities were identified, in particular, the adoption of a separate law on
territorial recruitment and social support centres, the definition of the powers of
TCR and SS in the Law of Ukraine “On mobilisation preparation and mobilisa-
tion”, as well as a more specific delineation of the tasks of conscription support
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entities during martial law. In order to consolidate the administrative and legal
status of the TCR and SS at the legislative level, amendments should be made
to the Law of Ukraine “On Mobilization Preparation and Mobilization.” Specif-
ically, Article 14 of this Law should be supplemented with Part 3, which should
specify the main functions and powers of the TCR and SS. In addition, given the
full scope of tasks assigned to the territorial centers for recruitment and social
support, the legislative framework should be expanded with a special law on the
TCR and SS, which will regulate their activities in detail.

The prospect for further research lies in providing a detailed definition of the
powers, tasks, and scope of the TCR and SS, with the aim of drafting legislation
on territorial recruitment and social support centres. The limitations of this study
stem from its primary focus on determining the legal status of the TCR and SS, as
this represents the most urgent issue, while the administrative and legal status of
other conscription-related entities was not examined in full.
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Introduction

he full-scale armed aggression of the Russian Federation has created a

significant burden on the defense procurement system of Ukraine, which

further necessitated adaptation to new difficulties. In addition, it works
during martial law, when the reliability and timeliness of supplies are critical
needs. However, existing methods of organizing, planning, and conducting pro-
curement do not take into account several modern problems, such as the high
danger of corruption, the requirement to maintain efficiency and secrecy, as well
as constant changes in the global market for military goods. This leads to irra-
tional use of resources, delays in supplies, and a decrease in the confidence of
foreign partners.

The defense industry is vulnerable to corruption schemes due to improper im-
plementation of procurement policy by the Ministry of Defense of Ukraine, du-
plication of departmental powers, poor coordination, inadequate legal regulation,
and ineffective control. According to Transparency International and the National
Agency for the Prevention of Corruption (NACP), despite some improvements,
corruption remains the main obstacle to the effective operation of the defense
procurement system (Transparency International, 2024). This demonstrates that
risk management practices urgently need to be thoroughly reformed and effective
accountability and transparency systems introduced.

Digitalization of defense procurement procedures is one of the most potential
areas for combating corruption risks. With the help of modern IT solutions, elec-
tronic platforms, digital registries, and analytical tools, it is possible to signifi-
cantly reduce the influence of the human factor, increase control efficiency, guar-
antee procurement tracking, and quickly eliminate violations. At the same time,
digital transformation should be included in a broader system of anti-corruption
compliance by NATO standards, which include professional training of person-
nel, independent monitoring, as well as less freedom of action and responsibility.

The system can be improved by adapting best practices from around the world,
especially the anti-corruption programs of NATO member states. This allows you
to optimize costs and increase transparency while maintaining important proce-
dural flexibility. By implementing such measures in practice, Ukraine will be
able to increase its defense capability, form a favorable image abroad, and attract
sponsors and partners.
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This study identified important shortcomings in the current system, examined
the relationship between the degree of digitalization of defense procurement and
the reduction of corruption risks, and provided useful suggestions for the gradual
implementation of anti-corruption compliance tools by world standards. In the
context of further Euro-Atlantic integration of Ukraine, the full implementation
of these technologies has the potential for a revolution in the country’s defense
procurement system, which will become modern, open, transparent, and honest.

Several scientists have investigated this direction of social relations in partic-
ular Pakhachuk et al. (2025) analyzed the experience of NATO, the USA, and the
EU in managing the risks of defense procurement and suggested ways to adapt
it in Ukraine. Emphasis is placed on digitalization, risk registries, staff train-
ing, and increased auditing to increase transparency and compliance with NATO
standards. Shkola and Bakin (2024) studied the EU mechanisms for countering
modern challenges and threats and outlined the possibilities of their adaptation to
strengthen the security and stability of Ukraine. Rusina (2025) investigated the
peculiarities of state financial control under martial law, identified key problems
of its implementation, and proposed ways to increase efficiency to strengthen
financial discipline and national security. Zhuravel (2024) examined the specif-
ics of managing public finances in wartime conditions, identified problems of
efficiency and accountability, and proposed ways to solve them to ensure the
stability of public finances. Petrunyak (2023) analyzed the legal mechanisms for
combating corruption in the financial sector, identified its vulnerability to corrup-
tion risks, and emphasized the need to improve legislation, financial control, and
international cooperation, especially under martial law.

The aim of the study is to assess how digitalization can reduce corruption risks
in Ukraine’s defense procurement, to consider NATO anti-corruption standards
and financial investigation procedures for the defense industry, and to create ef-
fective proposals for the implementation of these strategies in the country’s de-
fense procurement system, taking into account the requirements of Euro-Atlantic
integration and the conditions of martial law.

Methodological Framework

The approach in this study, which combines traditional general scientific and
cognitive methodologies, allowed us to identify in detail corruption vulnerabili-
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ties in the defense procurement system of Ukraine and offer practical solutions.
The components of the defense procurement system were investigated through
analysis in stages, from institutional structure and regulatory control to specific
abuse situations. For example, the analysis investigated the situation with the
“egg scandal” of 2023 - the actions of officials, the content of the contract, the
validity of prices, and the availability of control were separately considered.

Synthesis was used to create a common risk management model that includes
digital technologies, compliance initiatives, and anti-corruption audits. The pro-
posal to combine the tasks of risk management, digitalization, and transparency
into a single procurement policy architecture was made possible by synthesis. In-
duction was demonstrated by the development of broad generalizations to study
specific cases, such as the acquisition of protective vests, the provision of mate-
rial goods, and the inefficient use of the Food Catalog. General characteristics of
corruption risks were derived based on system defects in each scenario.

Based on NATO’s broad risk management guidelines, namely the ARAMP-1
standard, deduction has allowed us to confirm whether Ukrainian processes meet
these standards. For example, a critical assessment of Ukrainian procedures for
proper verification of contracts was carried out in the light of instructions to
maintain risk registers. The study of the dynamics and contradictions of the pro-
curement system - the need for rapid delivery during the war, on the one hand,
and the requirements of transparency and control - on the other, became possible
thanks to dialectical technology. This allowed us to identify the main conflict
between the fight against corruption and procedural flexibility, which became the
focus of the study.

The study of world experience (NATO, USA, EU) used analytical techniques;
In particular, DFARS standards, Directive 2009/81/EC, and ARAMP-1 were tak-
en into account. To find out if they can be adapted in Ukraine, a thorough analysis
of relevant digital platforms such as PIEE in the USA and EBAU in Germany
was conducted. Comparison of Ukrainian institutions with relevant organizations
in NATO countries became possible thanks to the methodology of analogy. The
idea of creating an independent audit unit is based on similar procedures in other
jurisdictions, such as the State Audit Service, which is considered a possible an-
alog of DCAA in the United States.

Key ideas and categories such as procurement system, corruption risk, digita-
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lization, and compliance were defined through abstraction. As a result, we were
able to exclude minor components and focus research on important risk factors.
The research process ended with a generalization; Based on the collected facts,
studied cases and comparison of world experience, system proposals for the dig-
ital transformation of defense procurement and the implementation of anti-cor-
ruption compliance have been developed. Using these methods, we were able to
guarantee the breadth, consistency, and scientific validity of the research results,
which allowed us to propose the proposed strategies as a basis for restructuring
the defense industry of Ukraine.

Results

The Ukrainian defense procurement system operates under conditions of extreme
regulatory complexity and significant legal uncertainty during martial law, which
increases the likelihood of systemic corruption. The presence of a large number
of normative legal acts, such as laws, decrees of the Cabinet of Ministers, internal
orders, and other documents, as well as frequent changes to them, complicate
the understanding of procurement procedures, reduce the transparency and pre-
dictability of the process, create opportunities for abuse of power. In practice,
special regulations, such as Cabinet of Ministers Resolutions No. 1275 or No.
1178, which specifically allow procurement without the application of legally es-
tablished competitive procedures, often replace or repeal the Law of Ukraine “On
Defense Procurement”, even though it was created to regulate the basic principles
of planning, conducting and controlling procurement for security and defense
needs. Such exceptions may be acceptable as a short-term solution during a con-
flict, but their extended application favors corruption because it does not provide
adequate accountability, control, and competition.

Of particular concern is the combination of the Ministry of Defense’s respon-
sibilities to develop and implement procurement policies, as they are contrary to
good governance. This means that the same bodies or structural units are respon-
sible for planning, contracting, determining needs, quality assurance, negotiating,
and supervising the terms of the contract. This concentration of power leads to
conflicts of interest and excessive discretion, which is especially risky when pro-
curement processes are simplified or non-competitive. This has already resulted
in certain corruption abuses, especially the purchase of low-quality body armor
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for exorbitant funds, which cost the state more than a billion hryvnias. Law en-
forcement investigations confirm that DOD officials abused their authority by
signing contracts with questionable suppliers through procedural loopholes, vio-
lating quality standards, and failing to properly verify counterparty qualifications
(Zaremba & Lusta, 2021).

Duplication of efforts, belated decision-making, and reduced efficiency during
the war is caused by the unclear role of ministries, in particular the Ministry of
Defense, the Ministry of Economy, and the Ministry of Strategic Industry, which
are involved in the planning and execution of procurement. Effective procure-
ment planning, rapid response to the first requirements, and a high level of integ-
rity and accountability are hampered by the lack of a single coordination struc-
ture, a clearly defined organization responsible for defense procurement policy,
and a system of interdepartmental communication. The unification of the legisla-
tive framework, the creation of a single procurement body, the definition of clear
powers, and the introduction of a long-term planning system based on the needs
and life cycle of products are among the recommendations developed in coopera-
tion with NATO experts as part of the Strategic Review of Defense Procurement.

In addition, procurement planning in logistics is often based on incomplete
or delayed data and is carried out without proper analytics, especially when it
comes to tangible assets. The lack of a clear time frame and method for harmo-
nizing technical specifications with state-owned enterprises, such as DOT, leads
to poor planning, delays, and cases where purchases are made as urgent without
sufficient explanation. This allows you to choose non-competitive methods and
contributes to an environment in which suppliers are identified non-transparently.
The issue is complicated by the lack of an organized system for coordinating the
planning and conduct of procurement, as well as ineffective feedback between
the Armed Forces of Ukraine, the Ministry of Defense, and state business.

The use of a food catalog, which serves as the basis for buying food, presents
another problem. Since there is no generally recognized mechanism for estimat-
ing the estimated cost, suppliers do set prices for each product unilaterally, which
makes it difficult for the state to verify their legality. This makes it possible to
manipulate prices, especially inflating prices for the most popular goods, adver-
tising the lowest price for what is not ordered. This technique, together with the
opacity of calculating the cost of catering services, makes it possible to abuse the
official position when signing contracts and creates obstacles for new suppliers.
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To reduce the impact of human factors on the development of applications and
prevent abuse in the field, public experts have repeatedly called for reforming the
food system, in particular for the separation of logistics services from food pro-
curement processes and the introduction of seasonal menus (Antonyuk, 2023).

It is advisable to cite as an example of the current state of defense procure-
ment, the example of the Ukrainian practice of “Egg Scandal”. When it turned
out that the Ministry of Defense had signed a contract for the supply of eggs at an
inflated cost (two to three times higher than the market), in January 2023 a cor-
ruption scandal broke out with the purchase of food for the military. Journalists
collected supporting documentation and reported facts contrary to martial law.
The lack of proper internal control was revealed after additional studies since the
responsible persons did not study the market conditions and did not check the ac-
curacy of the supplier’s figures. This example demonstrated that in the absence of
reliable protection, the danger of inflated costs persists even in cases where pro-
curement is extremely urgent. As a result, the Ministry of Defense began a review
of internal pricing processes, and several officials were removed from their posts.

Under the conditions of martial law, the Ministry of Defense of Ukraine has
identified serious systemic problems that not only indicate the inefficient man-
agement of state resources but also threaten the proper provision of military per-
sonnel, which directly affects the state’s ability to defend itself. From the very
beginning of the full-scale invasion of the Russian Federation, Ukraine had to
urgently reconsider the issue of supplying troops. However, the system continued
to rely on outdated Soviet processes of bureaucracy, centralization, and irrespon-
sibility rather than moving to a new model of prompt, transparent, and responsi-
ble delivery.

One of the most obvious problems was the lack of a single relevant database
that would reflect the real needs of military units. Objective information from the
front was sometimes not taken into account when choosing material values; in
particular, unit commanders were not properly informed of shortages or oversup-
ply. Instead, purchases were often made in response to unstructured demands that
arose through the chain of command, or for the remaining funds that needed to be
“mastered” by the end of the budget period. As a result, millions of assets were
purchased that did not meet the real needs of soldiers, climatic circumstances, or
the details of conflicts (Pakhachuk et al., 2025).
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In addition, the logistical aspect of providing the actual things remained a
very weak point. The acquired assets were distributed slowly, often with months
of delays and without a clear process. While centralized warehouses kept surplus
purchased goods, often of unknown quality, fighters on the front lines were left
to fend for themselves in search of uniforms, shoes, thermal underwear, personal
hygiene products, and cold and rain protection components. The lack of a com-
puterized accounting and control system made it difficult to monitor the number,
movement, and exact position of assets. A favorable atmosphere for manipulation
and abuse was created by the lack of clear instructions in the Ministry of Defense
for keeping records in a combat situation and the fact that many units did not keep
paper records at all, let alone electronic systems.

Even though certain contracts for the provision of physical property were
signed with the understanding that payments would be made in advance, there
was not enough control over the performance of contractors’ duties. In addition to
the fact that suppliers were not financially responsible, suppliers who did not pro-
duce property of acceptable quality or overdue deadlines nevertheless received
new orders, sometimes at excessively high rates. Contracts were signed with en-
terprises that seemed fraudulent or did not have the necessary skills to perform
such duties. Artificially high prices were the result of a lack of competition in the
supplier market, which is especially risky with a limited budget (Shkola & Bakin,
2024).

Another aspect of the problem is the lack of internal control within the Min-
istry of Defense. There is hardly any system that would guarantee compliance
with the terms of contracts, and even in situations of gross violations, the parties
concerned are not subject to criminal or disciplinary penalties. Reports of the
State Audit Service or internal audits that document many abuses rarely lead to
systemic improvements. In addition, the system of the Anti-Corruption Commit-
tee of the Ministry of Defense was ineffective; despite numerous high-profile
disclosures in the media, decisions regarding responsible persons were either de-
layed or ignored altogether.

All this points to a serious systemic problem of material support of the army.
Every mistake, every pair of shoes or clothes detained during the conflict endan-
gers the life of a serviceman. In addition, it becomes a national security problem,
not just a problem of bad governance, when corruption or managerial errors lead
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to such results. All stages of the process, from supply, logistics, and contract
control to procurement planning and collecting demand from the front, must be
quickly reformed by the Ukrainian government. Apart from the fact that trans-
parency, digitalization, public accountability, and punishment of perpetrators are
essential for effective governance, they are also core components of the nation’s
defense capability.

Equally important is the creation of an audit and internal control system. These
procedures began to take shape in Ukraine in 2015, but serious shortcomings
were revealed during the audit of public procurement in 2024. Problems with risk
management and supplier assessment, in particular, indicate the need for signifi-
cant development of institutional capacity and changes. The actual application of
regulatory requirements will continue to be insufficiently effective in the absence
of systemic adjustments. Good achievements are associated with the creation of
state enterprises DOT and AOZ, which perform the duties of the state customer.
If given institutional autonomy, and a proper compliance-control board, they can
turn into useful tools for implementing procurement policies. However, at the
moment there is a possibility that the active positions of these companies may be
attacked, especially due to political influence and cyber threats, so it is necessary
to strengthen their organizational and security stability. In the future, Ukraine
should create a single national defense procurement organization, which would
include both military and civilian experts, to coordinate a strategy in the field of
security and defense (Rusina, 2025). Table 1 includes the dynamics of investiga-
tions, corruption cases, budget losses, digitalization, anti-corruption audits, and
other key indicators of Ukraine’s defense procurement.
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Table 1. Dynamics of corruption risks, losses and digitalization in
Ukrainian defense procurement (2021-2025)
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2023 |35 egg scandal | 2.7 18 28 9 2 8
2024 | 50 bulletproof |3.4 26 40 12 3 12
vests
2025 |40 ammunition | 2.5 22 50 11 4 10

Source: based on Rusina (2025)

Thus, corruption risks in defense procurement are the result of deeper sys-
temic problems with organizational structure, regulatory uncertainty, duplication
of authority, lack of a unified strategy, and poor planning, as well as individual
violations or dishonest officials. The only way to reduce the level of misuse and
guarantee the effective and fair use of budget funds in the defense sector is a
complete reform based on the ideas of accountability, transparency, distribution
of power, and institutional stability. Solving complex problems and relying on
world experience are also crucial. The effectiveness of financial control systems,
the verification of abuse, and the division of responsibilities between preven-
tion and detection of violations are of particular importance during martial law.
Significant budget funding for defense procurement and the huge potential for
financial abuse make this issue even more urgent. Thus, in addition to studying
institutional reforms, it is crucial to study real examples of financial investigation
tools and oversight processes that can be modified by Ukrainian conditions.

The purchase of lower body armor by the Ministry of Defense, which caused
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widespread public outrage, is one example of a successful financial investigation
in Ukraine. The purchase of almost 11 thousand defective Corsair body armor,
which did not meet the criteria for protection and could be fatal for military per-
sonnel, was published by the State Bureau of Investigation in 2019-2020. Despite
what was known about the flaws, Department of Defense leadership accepted
batches for registration despite ballistic analysis that confirmed the devices failed
bullet testing. The possibility of real prosecution in defense procurement was
demonstrated when the case went to trial and some of the defendants were dis-
missed.

Ukraine may adopt some aspects of foreign processes, such as the Europe-
an Anti-Fraud Office (OLAF), the Government Accountability Office (GAO) in
the United States, or the Defense Contracts Audit Agency (DCAA), to increase
the effectiveness of controlling defense procurement costs. OLAF conducts both
documentary and digital checks and conducts impartial investigations of fraud
with EU budget funding. The GAO conducts a thorough analysis of state budget
expenditures and issues conclusions that Congress must adhere to. To regulate
the financial capacity and cost of the contractor, the DCAA reviews Pentagon
contracts before they are completed. Financial investigations are reactive tools
for responding to already identified signs of corruption or fraud to document,
identify, and prosecute cases. This is in contrast to compliance procedures, which
focus on preventing violations (through internal controls, integrity policies, and
transparency).

As a structural component of a collective security strategy, NATO places a high
priority on risk management in defense procurement. In the context of collective
defense, where several countries can participate in joint production or use defense
capabilities, risk management goes beyond the internal operations of one state and
becomes an important prerequisite for interstate trust, standardization, and cost-ef-
fective use of public funds. The most important source in this area is the ARAMP-1
(NATO Risk Management Guide for Acquisition Programs), a comprehensive
guide that describes the risk management procedure in the management of defense
programs and procurement. From formulating requirements, evaluating alterna-
tives, developing and testing to delivery, maintenance, and decommissioning, it
covers the full project life cycle. It is important that in addition to broad recommen-
dations, the ARAMP-1 describes in detail the duties and responsibilities of each
party, the frequency of inspections, the risk analysis structure (for example, the
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probability/impact matrix), and the response criteria. This strategy guarantees the
uniformity of procedures between NATO members, which is especially important
for initiatives that are funded or developed jointly and require joint risk assessment
and management (Zhuravel, 2024).

Large-scale NATO initiatives, such as the NATO Alliance Ground Surveil-
lance Program (AGS), a joint unmanned reconnaissance system based on the RQ-4
Global Hawk UAV, use ARAMP-1. In addition to pooling the resources of NATO’s
15 members, the initiative has taken on significant risks related to cyber defense,
real-time data sharing, technology integration, and a multi-year service cycle. Each
risk was recorded in a centralized registry and monitored by the joint program
management team. Digital risk monitoring modules have also been used in the
NATO Support and Procurement Agency (NSPA) program for the maintenance of
the A330 MRTT (Multi-Role Transport Aircraft and Refueling Aircraft), focusing
on upgrade timelines, maintenance availability, and life-cycle cost control.

It is important to note the function of digital technologies, which are now a key
component of NATO’s modern risk management system. To predict delays or cost
overruns, member countries are increasingly using integrated platforms that in-
clude risk registers, contract calendars, budgets, terms of reference, delivery sched-
ules, and analytical modules. In some situations, a centralized project management
system is used, such as the MRTT multinational fleet project, to which national
representatives of the participating countries have access. This allows you to see
the status of implementation in real time, identify critical points, and agree on an
action plan without unnecessary bureaucracy. This is an illustration of how digital
technologies enable full interaction between states (Baillie et al., 2024).

Although the phrase of anti-corruption compliance is rarely used in Alliance
documents in a restrictive sense, NATO places a high priority on the unity of
approaches to compliance and integrity. However, supplier enterprises must have
internal controls, quality assurance, incident recording, feedback, and response
procedures to meet the requirements of the AQAP (Allied Quality Assurance
Publications) series of standards, in particular AQAP-2070 (Risk Management).
Contracts with the NATO Support and Procurement Agency (NSPA), for ex-
ample, require suppliers to undergo pre-qualification, which involves not only
technical and financial assessment but also verification of their internal policies
regarding corporate governance, conflict of interest, processing of confidential
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information, and security of supply. Companies may not be allowed to participate
in tenders at the Alliance level if they do not have such rules or do not comply
with them (Shterma et al., 2025).

To ensure compliance with Alliance rules, NATO member states also use mir-
ror control organizations. For example, the UK Ministry of Defense’s Commer-
cial Toolkit contains the necessary rules to curb corruption in all defense pro-
curement. These rules include computerized forms for monitoring transactions,
forms for declaring conflicts of interest and publishing contractor integrity poli-
cies. Important defense initiatives in Denmark are monitored by the Ministry of
Defense’s Audit and Risk Management Committee through a consolidated online
platform, and the committee’s findings are subject to legislative review.

Germany is introducing a digital portal for reporting costs and risks in defense
procurement, the EBAU system (Elektronisches Berichtswesen fiir Ausriistung
und Unterstilitzung). It is also used to assess compliance with NATO standards.
These examples show that risk management, compliance, and digital audit are
not formally separated in the Alliance; rather, they are all seen as part of a single
procurement security logic, with digital platforms serving as the primary tool for
implementing traditional procedures rather than as an adjunct to them. Therefore,
in addition to the formal study of ARAMP-1 or AQAP, Ukraine must also build
the necessary digital infrastructure, train staff and create institutional conditions
for the real use of these tools in the framework of adaptation to NATO standards
(Antonyuk & Zinko, 2023).

The experience of the United States and the EU, which are members of
NATO, should also be taken into account. This decision was made for sever-
al reasons. First, these countries interact with our defense structures most often
through international initiatives and are the main suppliers of security assistance
to Ukraine. Second, their defense procurement systems are extremely advanced,
have evolved over the years, and now represent the highest international stan-
dards of digital transformation, risk management, and financial control. Thirdly,
Ukraine’s approach to the Alliance’s standards is influenced by the experience
of the United States and the European Union, which is directly included in the
NATO regulatory framework and standards (namely ARAMP-1, AQAP, and
STANAG). The study of these models makes it possible to choose exactly those
tools that can be adapted to Ukrainian realities, taking into account the current
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difficulties, martial law, lack of resources, and the requirement for operational
but balanced decisions. It also helps to better understand how risk management
functions in practice under democratic civilian control (Petrunyak, 2023).

Anchored in FAR, DFARS, and specialized recommendations such as the
Risk Management Guidelines for Defense Procurement Programs, risk manage-
ment in defense procurement is a key component of the United States planning
and contracting system. The criteria stipulate that risk management should be
included in each phase of the program life cycle, from the definition of operating
requirements. All program participants - managers, engineers, and contractor em-
ployees - should maintain risk registers, assess the likelihood and impact of risks,
appoint those responsible for mitigating them, and carry out ongoing monitoring.

This is achieved through the active use of digital technologies, namely the
Earned Value Management technique, which allows you to detect temporary and
financial aberrations in advance. Legislative safeguards, such as the Anti-Deficit
Act, which prohibits spending beyond allocated funds and establishes personal
responsibility, and the Nunn-McCurdy Amendment, which mandates reporting
to Congress in the event of significant spending overruns, provide additional dis-
cipline. Strong external control is another key component of American strate-
gy: independent inspections of defense contracts are conducted by the Defense
Contracts Audit Agency and the Government Accountability Office, which also
confirm costs and detect inefficiencies and fraud (Makarenkov & Kosa, 2024).

The United States is experiencing a systemic digitalization of defense pro-
curement. Well-known platforms such as SAM.gov and PIEE (Procurement Inte-
grated Enterprise Environment) automate the processes of announcing, conclud-
ing, and monitoring contracts, as well as offering real-time control, analytics, and
access to historical data. High-precision audits are made possible by integrating
data with other information systems. Contractors must simultaneously have an-
ti-corruption compliance strategies, including integrity rules, internal control sys-
tems, conflict of interest detection processes, and frequent training of personnel.
The danger of corruption, collusion, or financial abuse is greatly reduced by such
programs, which are checked both during the selection process of the supplier
and during the execution of the contract. Internal processes, digital technologies,
external audits, and years of institutionalized experience in managing defense
contracts form the basis of the entire US system (Stetsenko, 2025).
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In the EU, competitiveness, openness, and compliance with standardized rules
are directly related to risk management in defense procurement. The general Eu-
ropean criteria for defense tenders are laid down by the 2009/81/EC Directive,
namely on open procedures, even in the style of negotiation, and mandatory pub-
lic statements on proposed procurement. While allowing national security inter-
ests to be taken into account, the directive also introduces several safeguards,
including flexible but regulated competitive procedures, requirements for the se-
curity of supply and protection of classified information, special conditions for
research and development, and mechanisms for promoting competition in supply
chains, in particular through the obligation to engage subcontractors (Mik, 2024).

One of the most important risk mitigation tools in modern EU practice is dig-
italization. Electronic defense procurement systems that offer automatic review
of tenders, reporting, submission, and announcement of tenders are used in many
countries. Electronic registries of suppliers and contracts made it possible to track
previous performance, identify systematic problems, and avoid duplication of
procurement and collusion. The best exchange of data between national procure-
ment agencies, in particular about unscrupulous suppliers and cases of collusion
on tenders, is facilitated by the assistance of the European Commission in the
development of standard IT systems.

Compliance with anti-corruption legislation is also crucial. Firms bidding
for contracts must adhere to moral principles, report no conflicts of interest, and
show they are a well-run company. Integrity rules, internal controls, and proto-
cols for reporting violations are part of the internal compliance processes that
many countries require of contractors. Accounting chambers, inspections, special
agencies, and antimonopoly bodies exercise constant control at the federal level.
For example, Germany’s defense contracts worth more than 25 million euros
require parliamentary approval, which guarantees political and financial supervi-
sion, while the UK has an independent regulator, SSRO, which monitors the price
of non-gender contracts (Kussainov et al., 2023). Although the European model
is less technically unified, it is based on the same ideas: interstate cooperation,
digital surveillance, legal responsibility and transparency of procedures. Compe-
tition, electronic tools, and compliance programs create a tiered system to stop
abuse and reduce the risk of monopolization, corruption, and waste.
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Discussion

Ukraine is aggressively changing the structure of defense procurement, which
is especially important now when a full-scale conflict is brewing. The system is
still susceptible to violations and needs a systematic rethinking, even with the
adoption of the new Law “On Defense Procurement” and the creation of special-
ized organizations such as the State Defense Procurement Agency, the Logistics
Agency of the Ministry of Defense and the Anti-Corruption Council under the
Ministry of Defense. Inadequate digitalization of processes, poor integration of
risk management mechanisms into real activities, and inconsistent implementa-
tion of the anti-corruption compliance program by the government and suppliers
are among the main obstacles.

The most illustrative are cases where formal contractor due diligence proce-
dures lead to the signing of contracts without taking into account objective risks.
As an example, consider the case of the purchase of ammunition in 2023, when
the corporation did not have enough production capacity, and the product was
faulty. Despite the overall risk management criteria, no thorough supplier analy-
sis, technical audit, or financial assessment has been carried out, suggesting a lack
of an organized approach to due diligence. Such errors have serious consequenc-
es during the war, not only in terms of monetary losses but also because they can
directly jeopardize the combat capability of defensive forces (Sobko et al., 2023).

In this regard, the digitization of defense procurement should serve as the ba-
sis for the implementation of the most modern standards of risk management, ac-
countability, transparency, and integrity, and not just an automation tool. The first
step is to create a single digital cycle that integrates every stage of the procure-
ment process, from planning and analyzing requirements to monitoring contract
performance. The creation and adoption of departmental regulations (guidelines)
on risk management in defense procurement that meet the NATO ARAMP-1
standard is an important first step. Clear guidance on identifying risks, assessing
their effect and likelihood, appointing responsible parties, deciding on appropri-
ate response measures, establishing risk registers, and tracking them over time
should be included in such a document. These processes should be incorporated
into a digital platform that provides status tracking, analysis of important supply
chain points, and real-time risk collection and updating. With data visualization,
automated risk indicators, and links to financial and contract data, such a system
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should serve as a dashboard for the leadership of the Department of Defense, de-
fense departments, and regulatory agencies. In addition to improving the quality
of managerial choices, this will result in individuals being held accountable for
their inaction in response to identified dangers (Astramowicz-Leyk et al., 2023).

For non-classified categories, it seems appropriate to simultaneously restore
and expand the use of electronic procurement. Having developed a separate mod-
ule for military procurement with limited access and open fields for important
information (product category, quantity, term, and selected supplier), the Prozor-
ro system can already be modified for defense needs. The introduction of such
a module will significantly reduce the likelihood of overpricing, collusion, and
discrimination of competitors. In addition, analytical methods for assessing sup-
plier integrity should be incorporated into digital systems. These tools should be
based on the past participation of suppliers in tenders, the number of terminated
contracts, the frequency of victories in the same procedures, and the presence
of corruption scandals. Methodical application of anti-corruption compliance
should be the main direction of action. This involves not only the creation of
official anti-corruption units but also ensuring that participants in defense tenders
have independent internal investigation procedures, personnel training, methods
of preventing conflicts of interest, and internal rules of integrity. Companies with
a dubious reputation or opaque ownership structure may be prohibited from par-
ticipating if the relevant criteria are included in the tender documentation and
automatically verified by an integrated database.

Ukraine should take measures to create an autonomous department for au-
diting defense contracts at the institutional level. This unit can operate at the
Accounts Chamber, the State Audit Service, or even as a separate organization
(like the US DCAA). Such a unit should have access to all data of digital con-
tracts, have the technological capabilities to conduct a thorough study of pric-
ing, monitor the correspondence of value to market levels, and identify evidence
of collusion or inflated margins. A parliamentary report on the risks of defense
procurement could be implemented in the future. The Ministry of Defense will
report quarterly or half-year to the Verkhovna Rada Committee on National Se-
curity on the most risky programs, complex contracts, and the implementation of
previous recommendations (Sanders, 2023). Institutional growth must go hand
in hand with digital change. Training on risk management, digital procurement
analysis, and compliance should be provided to Ministry of Defense and Defense
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staff. This could include unique courses modeled on Ukrainian anti-corruption
organizations, training under NATO programs, or Twinning partnerships with EU
countries. The training should include both fundamental modules and specific
topics such as data analysis, anomaly detection, creation of a monitoring system,
and information visualization.

Equally important is the participation of international partners in the devel-
opment of a single digital infrastructure. G7, EU, and NATO countries through
the Comprehensive Assistance Package (CAP) offer ready-made solutions (in-
formation platforms, compliance modules, and risk analysis algorithms) that can
be adapted to the needs of Ukraine. It is crucial to include foreign aid in current
or new digital procedures rather than creating parallel systems. For example, in
addition to methodological assistance, the European Defense Agency, the Euro-
pean Anti-Fraud Office (OLAF), and UK defense spending control institutions
may offer access to uniform supplier registers, risk indicators, and price anomaly
monitoring procedures (Poliova et al., 2024).

In addition to technical cooperation, it is critical to ensure institutional in-
dependence and political support for the digital transformation of defense pro-
curement. Only if advanced digital technologies truly influence decision-making,
access to complete contact information, and protection from administrative or
political pressure can such changes be successfully implemented. For this reason,
digital technologies and parliamentary and public monitoring procedures should
act in tandem. Public anti-corruption groups such as TI Ukraine and NAKO, as
well as the relevant committee of the Verkhovna Rada, can become valuable em-
ployees in overseeing the implementation of new policies and practices.

In light of the above, we can say that for the effective adaptation of interna-
tional standards in the field of military procurement, they must be divided into
those that can be fully, partially, or only after significant modification applied in
Ukraine. Using this method, the danger of formal use of models that do not meet
the requirements of martial law, limited resources, and institutional capabilities
is avoided. Individual provisions of the ARAMP-1 (such as the risk assessment
matrix and the principles of responsibility allocation) and components of the
AQAP-2070 (such as feedback mechanisms, incident management, and internal
control of suppliers) are now among the standards that can be applied in practice.
Including them in internal instructions for clients or as a necessary qualification
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for contractors is a good idea.

Through the development of a digital contract database, pricing monitoring
modules, and performance analytics, other standards such as DCAA audits or
GAO reporting can be gradually implemented. Since the full implementation of
such technologies requires the training of personnel and the creation of techno-
logical infrastructure, this is possible in the middle of the future. Last but not
least, some standards, which are based on long-term budgeting, legislative re-
ports, and complex multilevel verification (as in the US or Germany), can be
used as benchmarks for the future, but cannot be adopted immediately. By using a
clear implementation strategy, you can avoid unnecessary bureaucracy and focus
on making changes that are feasible and useful right away.

To sum up, the new defense procurement system should have a unified inte-
grated design that will include digitization, risk management, and anti-corruption
compliance, rather than individual changes. Transparency, predictability, digital
reporting, and automated controls to stop abuse should be its cornerstones. In
addition to increasing domestic trust in Ukrainian institutions, this strategy will
increase the effectiveness of the use of foreign military assistance, accelerate the
country’s integration into Euro-Atlantic institutions and, over time, strengthen its
defense capability.

Conclusions

We need a comprehensive structural restructuring of Ukraine’s defense procure-
ment system with an emphasis on digital transformation, systemic risk manage-
ment, and the introduction of modern anti-corruption compliance initiatives. De-
spite this, it is sensitive to inefficiency, corruption threats, and reduced trust from
both local and foreign partners, even after a series of changes and the creation
of new institutions. This scenario is especially risky during a full-scale conflict
when the ability of a state to defend itself depends on the efficiency, caliber, and
integrity of its supplies.

Contemporary problems, in particular the need for rapid decision-making
without compromising accountability, the need for openness without compromis-
ing secrecy, constant price fluctuations, and logistical difficulties, are all problems
that the existing paradigm does not solve. However, the organizational structure
of the Ministry of Defense is still too centralized, departments perform duplicate
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tasks, responsibilities are not clearly defined, and digital technologies are used
inconsistently. Delays, overpricing, inefficient use of resources, and arbitrary
judgments that are often not properly controlled are all made possible by this.

Only a comprehensive risk management system built on digital analytics,
transparency, and compliance can guarantee the effectiveness of defense procure-
ment, as demonstrated by the experience of NATO member countries, including
the United States and the EU. Risk registries, centralized supplier databases, re-
al-time audit systems, and mandatory internal integrity rules are all included in
the computerized platforms of these countries. They reduce the human factor,
identify violations in advance, and ensure that everyone involved in the process
is held accountable.

With the adoption of the Law “On Defense Procurement”, the creation of
specialized institutions, and the political will to change, Ukraine already has the
foundation for the implementation of these strategies. Only by moving to a com-
prehensive digital architecture, from planning to contract execution, can we make
further progress. It is necessary to introduce mandatory risk assessment at all
stages, digital registers of decisions and risks, independent audits with access to
all data, and make the availability of anti-corruption compliance programs for
suppliers a mandatory requirement for participation in tenders. Political support,
involvement of foreign partners, and development of institutional capacity for
their implementation are necessary for these reforms to be successful.

In addition to eliminating the possibility of corruption, a thorough review
of the defense procurement system should increase the efficiency of the use of
resources, strengthen the country’s defense capability and attract sponsors and
friends. This is especially true in the light of future Euro-Atlantic integration,
when compliance with global norms of accountability, openness and integrity is
an extremely important requirement.

Integrating digital technologies into a unified and comprehensive process is
crucial for minimizing risks and ensuring accountability across all stages of de-
fense procurement. This approach underscores the direct relationship between
digitalization and the mitigation of corruption risks, emphasizing the need for
a holistic implementation from initial planning to final reporting rather than a
phased or fragmented one. At the planning stage, integration with logistics data-
bases and real-time information from the front line enables the Armed Forces of
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Ukraine to collect and assess needs based on verifiable data rather than subjective
administrative or political considerations. The use of analytical modules at this
stage facilitates the prediction of shortages, prevents duplication of orders, and
curbs unjustified budget expenditures.

During the tender announcement phase, digital systems enhance transparen-
cy by clearly presenting conditions and automatically verifying conflicts of in-
terest, contractor histories, and potential corruption threats. When qualification
requirements and bids are published through open API electronic platforms, the
opportunities for manipulation in supplier selection are significantly reduced. In
the evaluation of bids, algorithmic tools help identify inflated or irrational pricing
by cross-referencing proposed costs with current market rates and automatically
flagging anomalies. These systems also integrate with contractor registries to en-
sure that only qualified and compliant participants are considered.

Supply control is strengthened through real-time digital tracking of delivery
statuses using geolocation data and unique identifiers. This allows for visualiza-
tion of supply chain bottlenecks and generates automatic alerts in the event of
delays, thereby reinforcing supplier accountability. Finally, the phase of contract
support and audit is enhanced through the integration of contracts with risk reg-
istries, integrity indicators, financial monitoring systems, and independent ana-
lytical platforms accessible to the Ministry of Defense and legislative oversight
bodies. This infrastructure enables the early detection of violations before they
escalate. By embedding verification mechanisms throughout the entire procure-
ment process, digital integration reduces reliance on manual decision-making,
diminishes the influence of human error or bias, and significantly improves the
legitimacy and reliability of each purchase.
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Global challenges in the regulation
of international flights: analysis of Ukrainian
criminal law in the context of international
security and cooperation

BY RusLaN OrLovsky!!, VasYL M. Kozak?, VIKTORIIA BAZELIUK?

ABSTRACT. In today’s world, where international flights are an integral part of in-
ternational travel, it is extremely important to coordinate international relations in
this area and regulate flight safety. Working together to create international stan-
dards and regulations is essential to ensure the efficiency and safety of interna-
tional flights. Examining Ukrainian criminal law in the context of global security
reveals opportunities and risks for preserving airspace security and cooperating
with other countries in this area. Systemic and structural analysis, special legal
approach and dialectical method were used to study global issues of internation-
al flight regulation. These methods made it possible to systematize certain com-
ponents of aviation security legislation and develop tactics to improve its effec-
tiveness. The goal of the research is to examine Ukraine’s criminal legislation in
terms of current international aviation security issues. This is aimed at developing
effective strategies for managing counter-terrorism and ensuring flight safety. The
analysis of legislation will determine its readiness to respond to these challenges.

KEYWORDS: TRANSPORT, INTERNATIONAL FLIGHTS, SECURITY, INTERNATIONAL LAW, COOP-
ERATION, LEGISLATION.

Introduction

he topic of international flights is particularly significant at this point
in the development of transport links since it may be possible to travel
large distances rapidly with their assistance. Their importance has led
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to the need for special international legal regulations to guarantee flight safety.
Given the great importance of international flights in the world, it can be noted
that their role is also important for Ukraine as a subject of international law and a
participant in international relations. The developed rules of international air law
have also influenced the development of national legislation in this area, includ-
ing in Ukraine. Given the great importance of international flights, it is necessary
to examine the specifics of their regulation by Ukrainian legislation.

The regulation of international flights is a complex and multifaceted process
that faces various global challenges. One of the most significant issues is ensur-
ing the safety of international flights. This includes preventing terrorist threats,
protecting against hostile acts that may threaten airspace, and ensuring the safety
of passengers and crews. Effective regulation of airlines, flight safety, and service
standards are necessary due to the quick advancement of aviation technology and
the increase in passenger traffic.

The global nature of the aviation industry requires states to cooperate to de-
velop international standards, rules and procedures for international flights and to
combat common problems such as terrorism and cross-border crime. Protecting
the rights of individual passengers and consumers is another important challenge
in regulating international flights. This includes the rights to safety, affordability
and adequate service during international travel. These and other global chal-
lenges require an integrated approach and cooperation between governments,
international organizations, airlines and other stakeholders to ensure the safety,
efficiency, environmental sustainability and protection of passenger rights in in-
ternational flights.

It should not be forgotten that crimes in the field of international flight safety
remain relevant not only due to the specifics of the aviation sector (enhanced cus-
toms control, qualification requirements for employees, etc.) but also due to the
difficult geopolitical situation in which Ukraine finds itself when strengthening
the air border is one of the priorities in preserving the national security of the
state.

Given the universality of safety standards, an analysis of Ukraine’s criminal
legislation in the area of aviation safety in the context of international security
and cooperation is especially important. International standards reflect the gener-
ally accepted principles of fighting crime. Analysis of legislation helps to identify
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compliance or gaps that may affect international security.

Many scholars have studied aviation and flight regulations. Vysotska (2023)
examined the theoretical foundations of the strategic development of air transport
by analyzing contemporary scientific literature, the aviation industry’s develop-
ment, and trends in the global market for air transport services. The main goal
was to find the most effective ways to strategically develop and optimize the in-
teraction between airlines and airports. The analysis identified a set of paradigms
to maximize the industry’s aggregate potential and enhance its development in
the face of global challenges. Polishchuk and Hurin (2023) identified sustainable
development goals in aviation safety at the international and national levels. Us-
ing various research methods, they found that aviation safety is linked to econom-
ic and technological development, infrastructure, and environmental aspects. The
results point to the need for continuous improvement of the regulatory environ-
ment to ensure aviation safety.

The current status of aviation security and strategies for improvement were
examined by Filik (2020). The study was conducted using various methods, such
as analytical, comparative legal, systemic, and others. It is concluded that in order
to guarantee the safety of civil aviation in high-risk countries, it is important to
enhance the systems for handling emergencies and to start the process of estab-
lishing an international aviation regulator. Banchuk-Petrosova (2020) analyses
the problems in international air passenger transportation and suggests ways to
improve legislation. In particular, the author points out the need to improve crisis
response and amend the Criminal Code of Ukraine regarding air transport safety.
The author emphasizes the importance of adopting the Aviation Transport Strat-
egy until 2030 to ensure safety in air transport. Polyanskaya (2021a) completed
research on how the government regulates aviation and formulates development
plans for the industry. As a result, it was discovered that the legal system plays
a crucial administrative role in the advancement of air travel. The discussion fo-
cuses on the importance of state policy in this area for achieving strategic goals.

The study’s goal is to analyze Ukrainian criminal law in light of global co-
operation and security concerns, with an emphasis on the difficulties in enforc-
ing international aviation regulations. The study is aimed at identifying effective
strategies for managing these challenges, in particular in terms of counter-ter-
rorism, ensuring security on board aircraft and preventing crime in the aviation
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sector. An analysis of Ukrainian criminal law in this context will help to under-
stand how it adequately addresses these global challenges and to what extent it
can respond to them.

Materials and Methods

The author employed a number of general scientific and specialized research
techniques that are inherent in legal science in order to accomplish the goal and
meet the study’s objectives. In analyzing global issues of international flight reg-
ulation, the dialectical method allows us to consider these issues as a complex
system of interacting components.

The complex internal structure of the system of criminal law provisions on
liability for crimes against flight safety was made possible by the application of
structural and systemic analysis. This approach makes it possible to study not
only individual legislative acts but also their interaction and overall impact on the
totality of legal provisions. Such analysis helps to identify gaps and contradic-
tions in legislation and suggest ways to resolve them.

The application of the dogmatic method made it possible to thoroughly ex-
amine the provisions governing liability for crimes against aviation security con-
tained in the current Criminal Code, as well as to consider amendments to it from
the perspective of aviation security. The use of this method allowed us to identify
any gaps or inconsistencies in the legislation, as well as to reflect current devel-
opments and trends in the field of legal standards of aviation security. It was also
possible to conduct a comparative analysis and take into account international
norms and recommendations for improving national legislation in this area as a
result of studying international aviation security legislation.

The application of the logical and semantic method and the method of “from
the abstract to the concrete” helped to formulate and comprehend the terminology
used in the field of aviation law. These methods allowed for the formation of de-
rivative terms such as “international flight” and “international air crime”, as well
as for their clear definitions. As a result of the research, the use of these methods
helped to understand some important aspects of aviation law and how it is applied
in world practice.

In analyzing certain legal provisions in the field of aviation law, the formal
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logical and special legal approaches were used primarily. These methods help
to identify and systematize legal provisions and establish their logical sequence.
The application of formal logical and special legal analysis has resulted in greater
clarity and precision in the interpretation of regulations within aviation law.

The system-functional and system-structural approaches were applied to bet-
ter understand the fundamentals of flight safety and to create practical solutions
to global problems of international flight regulation. These methodologies made
it possible to analyze the aviation regulatory system as a whole, with clearly de-
fined functions and interrelationships between its components. The results of this
study helped to identify important components of flight safety, as well as to define
tactics aimed at improving the efficiency and safety of international transport.

Results

Today, there is no need to prove the importance of aviation in the modern world,
as well as the importance of Ukraine’s participation in international aviation coop-
eration. In total, Ukraine is already party to 70 bilateral international air services
agreements. It joined the European Civil Aviation Conference (ECAC) in 1999,
the International Civil Aviation Organization (ICAO) in 1992, and the European
Organization for the Safety of Air Navigation (Eurocontrol) in 2004. In addition,
it is a party to the Open Skies Agreement and the Common Aviation Area (CAA)
agreement. An agreement on a Common Aviation Area was signed by Ukraine
and the EU on October 12, 2021, during the 23rd EU-Ukraine Summit.

This agreement is also known as the Open Skies Agreement, which provides
for the opening of the air transport market, new opportunities for consumers and
operators, promotion of trade, tourism, investment in Ukrainian aviation, and
cheaper tickets. This agreement created an “Air Visa Waiver”, which provided
for the establishment of close cooperation between Ukrainian airlines and EU
airlines and a common aviation area with the EU. This agreement provided for
the regulation of Ukrainian aviation law to avoid conflicts with EU aviation law,
and obliged Ukraine to bring its aviation legislation in line with EU aviation law
(Pagallo & Bassi, 2020).

It is worth noting that before the conclusion of this agreement, the State Avia-
tion Administration of Ukraine, together with Ukrainian legislators, according to
the 2020 Aviation Safety Report of the State Aviation Administration of Ukraine,
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cooperated with the International Civil Aviation Organization (ICAO) to bring
Ukraine’s aviation safety legislation in line with international standards. Such
cooperation is defined in Section 6, paragraph 46 of the State Program on Civil
Aviation Security. There have been times when aviation law reform was carried
out with mistakes that cost lives.

First of all, let us note how Ukrainian legislation defines the concept of “inter-
national flight”. An international flight is defined as a flight that consists of one
or more international flight stages, per the Order of the State Service of Ukraine
for Supervision of Aviation Safety of the Ministry of Defense of Ukraine “On
Approval of the Rules for Granting Operators Permits for Departure from and
Arrival at Airports of Ukraine” N° 897/703 of 2005.

A similar definition can be found in the State Aviation Administration of
Ukraine’s Order No. 1001 of 2019, “On Approval of the Aviation Rules of
Ukraine “Technical Requirements and Administrative Procedures for Monitoring
Emissions by Civil Aircraft Operators,” which states that a flight qualifies as in-
ternational if it includes one or more international flight stages.

However, it should be noted that Ukrainian legislation contains other defini-
tions of international flight. For instance, an international flight is defined as one
in which an aircraft crosses a state border between Ukraine and another state or
one that is conducted in the airspace of another state, per the Order “On Approval
of the Rules for Navigational Support of Flights of the State Aviation of Ukraine”
(Ministry of Defense of Ukraine, 2016). Thus, even though similar definitions
are enshrined in two different legal acts, we still observe a lack of certainty in the
understanding of the concept of “international flight”, which may be perceived as
a legislative imperfection in the relevant issue. It is advisable to include the term
under study in the provisions of the Air Code of Ukraine, the primary legislative
act in the field of aviation law, in order to systematize legal approaches to its defi-
nition, unify approaches to its interpretation, and prevent future contradictions
when thinking about issues related to international flights (Bilousov, 2017).

Having analyzed the above definitions, we believe that the most accurate defi-
nition is the one set out in the Order of the Ministry of Defence of Ukraine No.
100 of 2016, as it most fully discloses the essence of international flights. In
particular, it takes into account the fact that an aircraft crosses the state border
of any state, including Ukraine. Therefore, we consider it appropriate to use this
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definition for further research.

The concept of maintaining flight safety is the foundation of air law, as it is an
essential requirement for aviation. Strict adherence by all states to the principle
of safety is an important condition for the further development of international air
services, which nowadays play a significant role in strengthening political, eco-
nomic, cultural and other ties between countries and peoples. One of the aspects
of this principle is the prohibition of unlawful interference or criminal encroach-
ment in the field of flight safety. Such crimes are not uncommon in the modern
world, often closely intertwined with terrorist acts or international war crimes.

The Tokyo Convention on Offences and Certain Other Acts on Board Air-
craft of 1963, the Hague Convention for the Suppression of Unlawful Seizure of
Aircraft of 1970, and the Montreal Convention for the Suppression of Unlawful
Acts against the Safety of Civil Aviation of 1971 are three international conven-
tions that were developed in the 1970s on the initiative and under the auspices
of ICAO to organize and develop cooperation between states to combat unlawful
interference with civil aviation. In 1988, the Protocol to the Montreal Convention
of 1971 was adopted, which is aimed at combating unlawful acts of violence at
airports serving international flights. Annex 17 of the 1944 Chicago Convention
“Safety. Protection of International Civil Aviation against Acts of Unlawful In-
terference”.

These international documents include the following acts: sabotage of air
transport, hijacking of aircraft, blackmail, violent behaviour on board, damage
to aircraft equipment, etc. In comparison to the Hague Convention, the Montreal
Convention has made it clearer and included more violations that could jeopar-
dize civil aviation safety. These violations include violence against passengers
aboard an aircraft while it is in flight, damaging or destroying an aircraft while it
is in service, interfering with the operation of ground-based air navigation equip-
ment, and disseminating intentionally false information that could jeopardize
aircraft safety. States parties to these conventions are obliged to apply severe
penalties to all such crimes (Prushkivska et al., 2023).

Nonetheless, there has been a tendency up until now to mainly analyze these
crimes in terms of guaranteeing the security of civil aviation. A whole segment
of flights operated by military aircraft remains outside the scope of international
legal regulation. Therefore, it is necessary to talk about “ensuring the safety of
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flights in the airspace over the high seas”, which takes into account the intercon-
nection of all subjects of international aviation legal relations, including military
aircraft. We should agree with this opinion since military aircraft can also be used
by criminals for purposes dangerous to society and the state.

It is also necessary to define an international crime in the field of air law: these
are crimes, the criminal punishment of which is provided for by acts of national
legislation and international legal acts, intentionally or negligently committed
by individuals or heads of organizations or states acting as their subjects, which
encroach on the safety of aviation or, through it, on the interests of interstate com-
munication, several states or the entire international community.

In an international crime, similar to a domestic crime, there is a corpus delic-
ti of an international nature, which is a set of objective and subjective features
based on which persons are brought to criminal liability. It should be noted that
the elements of an international crime do not always coincide with the elements
of a crime in domestic criminal law. The elements of an international crime in-
clude:

- the object of an international crime, i.e., the benefits of a material or non-ma-
terial nature, which are encroached upon by an international criminal offence
(international law and order, social relations, human rights and freedoms,
etc.);

- the objective side of an international crime is manifested in the form of a

socially dangerous, unlawful, guilty act committed by a criminal against the
object of the crime, which is regulated by international criminal law;

- aperson’s perspective on the act they performed afterwards reflects the sub-
jective aspect of an international crime;

- the subject of an international crime is a natural person of sound mind who
has reached a certain age of criminal responsibility at the time of the crime.
The age of criminal responsibility in Ukraine is 16 years old in general and 14
years old in some cases, a comprehensive list of which is given in part 2 of Ar-
ticle 22 of the Criminal Code of Ukraine (CC) (Verkhovna Rada of Ukraine,
2001). However, in foreign countries, the age of criminal responsibility is
defined differently (Vysotskaya, 2023).

Aviation security is defined by Ukrainian law as the safeguarding of civil
aviation from acts of unlawful interference, achieved via the use of a series of
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procedures including both human and material resources. The concept of an act
of unlawful interference with civil aviation serves as the definition of aviation
security. A threat to the safety of civil aviation is defined as an act of unlawful
interference in Chapter 1 of Annex 17 “Security: Protection of International Civil
Aviation from Acts of Unlawful Interference” to the Convention on International
Civil Aviation (International Civil Aviation Organization, 1944).

This includes the following actions or attempts to act in this way: 1) forcible
entry onto an aircraft, airport, or location of an air navigation facility or service;
2) unlawful seizure of aircraft; 3) destruction of an aircraft while it is in opera-
tion; 4) taking hostages on board an aircraft or at aerodromes; 5) placing weap-
ons, dangerous devices, or material intended to achieve criminal purposes on
board an aircraft or at an airport. The act of using an aircraft while it is in opera-
tion with the intent to cause harm, other health damages, death, or major property
or environmental damage; 7) purposeful dissemination of false information that
jeopardizes the safety of an aircraft while it is in flight or on the ground, as well
as the safety of passengers, crew members, ground staff, and other individuals at
the airport or at the location of civil aviation facilities or units.

It should be noted that the Convention for the Suppression of Unlawful Acts
Relating to International Civil Aviation adds attempts, threats, organizations, and
assistance (complicity) in the commission of unlawful acts against international
civil aviation to the list of such acts. National legislation regulates relationships
about acts of unlawful interference with civil aviation. Specifically, the defini-
tion of an act of unlawful interference is found in Article 86 of the Air Code of
Ukraine (Verkhovna Rada of Ukraine, 2011a) and subparagraph 6 of paragraph 2
of Section II of the State Program of Aviation Security of Civil Aviation of March
21, 2017, and includes the same actions as those listed in Annex 17 of the 1944
Convention on International Civil Aviation. Criminal law measures are crucial
when it comes to ensuring aviation security against acts of unauthorized interfer-
ence with civil aviation. There is no relevant part in the Ukrainian Criminal Code
that lists any crimes against aviation security. (Polishchuk & Hurin, 2023).

The generalized results of the systematic analysis of the current CC allow us
to identify an independent subsystem of criminal law support for the protection
of aviation security from illegal interference with aircraft operations. Therefore,
criminal responsibility for acts of unlawful interference with civil aviation is es-
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tablished by the following articles of the Criminal Code of Ukraine (Verkhovna
Rada of Ukraine, 2001):

Article 278 of the Criminal Code, which states, “Hijacking or seizure of rail-
way rolling stock, aircraft, sea or river vessel” (unlawful seizure of aircraft),
based on the elements of the criminal actions;

Article 147 of the Criminal Code “Hostage-taking” (hostage-taking on board
aircraft or at airfields);

Articles 296 and 257 of the Criminal Code “Hooliganism” and “Banditry”
(forcible entry on board an aircraft, into an airport, or into the location of an
air navigation facility or service);

Article 277 of the Criminal Code “Damage to means of communication and
vehicles” (destruction of an aircraft in operation);

Articles 263 of the Criminal Code “Illegal handling of weapons, ammunition
or explosives”, 265 “Illegal handling of radioactive materials”, 267 “Viola-
tion of the rules for handling explosives, flammable and caustic substances or
radioactive materials”, 269 “Illegal transportation of explosives or flammable
substances on an aircraft,” prohibits bringing weapons, dangerous devices, or
materials meant to be used for illegal purposes onto an aircraft or at an air-
port);

Article 258 of the Criminal Code “Terrorist act” (usage of an aircraft while
it’s in operation with the intent to harm someone, injure, or cause other health
problems, death, or serious property or environmental damage);

Articles 195 of the Criminal Code “Threat of destruction of property”, 259
“Knowingly false report of a threat to the safety of citizens, destruction or
damage to property” (providing willfully false information that jeopardizes an
aircraft’s safety in flight or on the ground, as well as the security of travelers,
crew members, ground personnel, and the general public at airports or other
locations housing civil aviation facilities or units), etc.

Since there is a special theme in the corpus delicti of these crimes, the leg-

islators in the Ukrainian SSR of 1960 chose to consign crimes against traffic

safety and transport operation to the chapter “Official crimes” rather than classi-
fying them separately. In contrast, the Special Part of the current Criminal Code
of Ukraine, which consists of 18 articles that establish responsibility for crimes
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related to transportation, has a distinct Section XI titled “Crimes against traffic
safety and operation of transport. It is important to note that the Criminal Code of
Ukraine’s Articles 276, 277, 278, 279, 280, and 291 establish liability for break-
ing traffic safety laws and operating different kinds of transportation (such as
motor vehicles, railroads, water, or air transportation), each of which carries a
distinct level of liability. Only persons with additional features, i.e. special sub-
jects, can be held liable for criminal offences under Articles 276, 276-1, 281, 282,
284, 285, 287, 288 of the Criminal Code of Ukraine.

This group of crimes also includes the criminal offence under Art. 269 of the
CC of Ukraine (illegal transportation of explosives or flammable substances by
aircraft). It is interesting to compare Art. 269 of the CC of Ukraine with the ver-
sion of the Criminal Code of the Ukrainian SSR of 1960. Both provide for liabili-
ty for the illegal transportation of explosives or flammable substances by aircraft.
The disposition of the article of the Criminal Code as amended in 1960 defines
the subject of the crime as a passenger. That is, only a special subject could be
held liable for committing this offence. Since the subject of the crime is not spec-
ified in Article 269 of the CC of Ukraine, any natural person of sound mind who
has reached the age of criminal responsibility - that is, a broad subject of the
crime - may be held accountable for committing such a crime (Herman, 2023).

Criminal law support for aviation security is established by the articles of
the Special Part of the Criminal Code of Ukraine, which are located in differ-
ent sections depending on the generic object. The Draft Law of Ukraine “On
Amendments to the Criminal Code of Ukraine (regarding the improvement of
the effectiveness of ensuring the safety of traffic and operation of transport)”
was developed taking into account the provisions of the Convention on Interna-
tional Civil Aviation, documents of the International Civil Aviation Organization
(ICAO), the Model Criminal Code, as well as the positive foreign experience of
the post-Soviet countries (Baltic States), highly developed European countries
(Bulgaria, the Netherlands, Denmark, Sweden, Switzerland).

The draft law aimed to align Ukrainian laws regarding criminal responsibility
for traffic safety and transportation operations with globally recognized norms,
international legal principles, and international standards, to increase the effec-
tiveness of preventing and combating criminal violations of traffic safety or op-
eration of railway, water or air transport, taking into account the positive foreign
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experience of post-Soviet countries and highly developed European countries.

The proposed law states that only true, negligent harm to a person’s life or
health shall be subject to criminal liability under Article 276 of the Criminal Code
of Ukraine. After all, practically every violation of traffic safety regulations and
transportation operations (as a source of increased danger) theoretically poses a
risk to human life or other serious consequences, as they can cause an accident or
catastrophe, according to the current version of the disposition of Part 1 of Article
276 of the Criminal Code of Ukraine (Rye, 2023).

Moreover, significant changes were made to Article 416 of the Ukrainian
Criminal Code in 2023, which lays out the consequences for breaking flight reg-
ulations or failing to prepare for them. From now on, violation of flight rules or
preparation for them, as well as violation of aircraft operation rules, are criminal
offences not only if these actions caused a disaster or other serious consequences,
but also if these actions caused serious bodily harm or material damage on a large
scale. Article 417 of the Criminal Code of Ukraine on violation of the rules of
navigation was amended in the same way.

The Criminal Code of Ukraine’s Article 334 defines the criminal offense of
flying into or out of Ukraine without a permit, as well as the consequences of not
adhering to the routes, landing sites, air routes, corridors, or echelons that are
specified in the permit. These details should be given more consideration in the
study. The literature notes that the prohibition of crossing the borderline without
the permission of the competent authorities or outside the established rules is a
component of the inviolability of state borders. Both general and specific regula-
tions are established by Ukrainian legislation for crossing state borders, with the
latter relating to aircraft crossings.

This article is important for international security and cooperation for two rea-
sons. Firstly, it regulates the flights of aircraft across the state border of Ukraine,
and violation of these rules can create a threat to airspace security, which can
have serious consequences for international security. Adherence to the estab-
lished routes and other rules ensures flight safety and prevents possible incidents
that could disrupt international stability. Secondly, this article establishes proce-
dures for obtaining permits for flights across state borders, which facilitates co-
operation between countries in airspace regulation. Effective cooperation in this
area contributes to ensuring safety and equality in international flights, which in
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turn contributes to strengthening international relations and cooperation between
countries (Filik, 2020).

In particular, Art. 9 of the Law of Ukraine “On the State Border” states that
crossing the state border of Ukraine must be done by the established procedure.
As for aircraft, they must cross the state border of Ukraine on specially desig-
nated air traffic routes (Article 32(1) of the Air Code of Ukraine). According to
Article 32 (2) of the Air Code of Ukraine, the authorized civil aviation authority
discusses with the General Staff of the Armed Forces of Ukraine and the Admin-
istration of the State Border Guard Service of Ukraine before approving the list of
air traffic routes for crossing the country’s state border. Regarding this, it should
be mentioned that aviation regulations set forth the protocol for the operation of
state and commercial aircraft and are applicable to all persons and organizations
operating in the aviation industry and utilizing Ukrainian airspace, irrespective
of ownership or departmental subordination. The safety of aircraft is the primary
and main risk that arises from noncompliance with aviation regulations.

Thus, the content of the direct object of the criminal offence under Art. 334
of the CC of Ukraine directly derives from the nature of the act - encroachment
on two objects. Firstly, the public relations of inviolability of state borders by
aircraft. Secondly, it affects public relations in the field of aircraft safety, which
are violated as a result of non-fulfilment or improper fulfilment of aircraft flight
rules: failure to comply with the routes, landing sites, air routes, corridors or ech-
elons specified in the permit. Since the primary direct object is a component of
the generic object, social relations in the context of the inviolability of the state
border of Ukraine should be regarded as the primary direct object of the criminal
offense under Art. 334 of the Criminal Code of Ukraine, “Violation of Inter-
national Flight Rules,” which prevents crossing the state border of Ukraine by
aircraft without authorization from permitted civil aviation authorities or in vio-
lation of the established procedure (rules) for crossing the state border of Ukraine
by such aircraft. (Dobrovolsky, 2023).

An additional direct object of this criminal offence is public relations in the
field of flight safety of aircraft, which are violated as a result of non-fulfilment
or improper fulfilment of flight rules, along with the main direct object - public
relations in the field of inviolability of the state border of Ukraine. Article 334
“Violation of international flight rules” of the Criminal Code of Ukraine (CCU)
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provides for liability for flying into or out of Ukraine without a permit, as well
as for failure to comply with the routes, landing sites, air routes, corridors or
echelons specified in the permit. Illegal entry into or departure from Ukraine
represents one of the objective aspects of this criminal offense.

The Contracting States recognize that each State has complete and exclusive
sovereignty over the airspace above its territory under the terms of the Conven-
tion on International Civil Aviation. (Article 1). No State aircraft belonging to
a Contracting State may fly over or land on another State’s territory unless per-
mitted by a particular agreement or under its terms. (Article 2(c). International
treaties, standards, recommended practices of the International Civil Aviation Or-
ganization, documents of the European Organization for the Safety of Air Navi-
gation, and EU legislation are used to regulate and legitimize the use of airspace
in international airspace.

The procedure for issuing permits to Ukrainian and foreign operators for in-
ternational scheduled flights departing (arriving) from Ukraine (to Ukraine) is
established by the Rules for Issuing Permits to Operators for Departure from and
Arrival at Ukrainian Airports (Rules). In particular, the procedure for Ukrainian
operators to obtain a permit for departure from and arrival at Ukrainian airports
when operating international non-scheduled flights is set out in Section 3 of these
Rules. Section 4 of these Rules specifies the process for obtaining a permit for
a foreign operator to operate international non-scheduled flights into and out of
Ukrainian airports. In addition, for foreign operators, the Rules provide for the
procedure for obtaining permits for international scheduled transit flights without
landing and with a technical landing at Ukrainian airports (clause 5) and the pro-
cedure for obtaining permits for international non-scheduled transit flights with-
out landing and with a technical landing at Ukrainian airports (clause 6) (Ban-
chuk-Petrosova, 2020).

By the Law of Ukraine “On the State Border”, the state border of Ukraine is
crossed on the routes of communication across the state border in compliance
with the established procedure. This Law, additional legislative acts, as well as
regulations made by authorized government agencies in Ukraine and published
by the specified method, all permit aircraft to cross the state border of Ukraine in
specifically designated air corridors. Only with authorization from the approved
state bodies of Ukraine it is permitted to fly over the country’s state boundary out-
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side designated air corridors. (Article 9). Airports (aerodromes) that are available
to international flights are where aircraft from both Ukraine and other countries
depart and land. These airports also include customs offices and border patrol
posts. Additional procedures for aircraft takeoff and landing are only permitted
with authorization from Ukraine’s relevant authorities. (Article 10) (Dobro-
volsky, 2023).

Part Three of Article 29 of the Air Code of Ukraine (Verkhovna Rada of
Ukraine, 2011a) states that aircraft departures and arrivals into Ukraine are per-
mitted through international airports housing the country’s customs and state bor-
der protection agencies. In exceptional circumstances, with the approval of the
Ukrainian Cabinet of Ministers, or in the event of an aircraft’s forced landing,
departure of an aircraft or arrival of an aircraft through other airports and beyond
the location of customs and state border protection authorities of Ukraine are
permitted.

According to Article 32 of the Tax Code (Verkhovna Rada of Ukraine, 2011b),
aircraft must follow the protocol set forth in the Regulation on the Use of the
Airspace of Ukraine in order to cross state borders. These procedures apply to
specifically defined air traffic routes, the details of which are provided in papers
containing air navigation information. Clause 51 of the Regulation on the Use
of the Airspace of Ukraine states that aircraft are not allowed to cross state bor-
ders outside of specifically established air traffic routes, unless the Air Code of
Ukraine provides otherwise (clause 52).

According to Article 2 of the Constitution of Ukraine, the territory of Ukraine
within its existing borders is integral and inviolable. The inviolability of the bor-
der includes two components: 1) the inviolability of the border line itself on the
territory marked by border (boundary) signs; 2) the prohibition of crossing the
borderline without the permission of the competent authorities or outside the es-
tablished rules (Gutsal et al., 2020).

Article 9 of the Law of Ukraine “On the State Border” declares that aircraft
and other aircraft that have crossed the state border of Ukraine without proper
permission from the competent authorities of Ukraine or have committed other
violations of the rules of flight across the state border of Ukraine are violators of
the procedure for crossing the state border of Ukraine in airspace (violators of
the state border of Ukraine). The regulations governing the crossing of Ukraine’s
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state boundary are not considered to have been broken by aircraft entering the
country under duress or in other exceptional situations. In the event of significant
accidents, natural disasters, or other emergencies, emergency rescue teams enter
Ukraine through its state borders in order to locate and eradicate these situa-
tions in accordance with the protocol established by the Cabinet of Ministers of
Ukraine through international treaties.

Emergency rescue and disaster recovery units may cross the state border of
Ukraine in accordance with the conditions set by the UKSATSE in consultation
with the Ministry of Foreign Affairs in order to carry out international treaties
on aiding other states in the event of emergencies caused by major accidents,
catastrophes, and natural disasters. This request may be made by the Ministry of
Emergency Situations (Likhitchenko, 2020).

Discussion

The regulation of international flights is a complex, multifaceted process that
addresses numerous global issues. Ensuring the safety of international flights is
an important aspect of maintaining global airspace security and involves several
factors that require careful consideration and in-depth research.

One of the top priorities is to stop terrorist attacks in airspace. Terrorist orga-
nizations may attempt to carry out terrorist acts, such as hijacking or bombing
aircraft, using aviation as a tool. Developing and implementing security plans
is crucial. Some of these include tightening passenger control, updating airport
security equipment and increasing cooperation between security services.

Hostile acts such as a military attack, missile strike or other act of violence
can also pose a threat to airspace. Several key tactics to ensure airspace protection
include the establishment and use of early warning, defence and incident response
systems, as well as improved coordination among international security agencies.

In addition, the safety of passengers and crew members requires special at-
tention. This includes protecting them during transport and responding to any
incidents, theft or threats. Existing regulatory and supervisory systems are under
threat due to the growing number of flights and passengers. It is crucial to develop
and implement new approaches and protocols that meet modern requirements and
guarantee a high level of security.



RUSLAN ORLOVSKYI ET ALIl * GLOBAL CHALLENGES IN THE REGULATION OF INTERNATIONAL FLIGHTS 123

Cybersecurity is becoming increasingly important as the aviation sector be-
comes more and more dependent on digital technologies. The safety of aircraft,
passengers and crews can be seriously compromised by hacker attacks on air
transport systems. It is important to develop and implement effective cyber de-
fence plans and tools. To ensure their safety and compliance, new technologies
such as drones, automation systems and autopilots must be constantly monitored
and regulated (Mendala & Tokarska, 2021). Increased competition between air-
lines may also force them to cut costs and increase productivity, which could
negatively impact safety. It is crucial to ensure that savings do not compromise
service quality and safety. Airlines, government agencies, aviation associations
and other stakeholders should actively cooperate to address these issues. To guar-
antee the efficiency and safety of international flights, it is crucial to continuously
improve the regulatory framework and standards.

As the aviation industry is international, cooperation between states is nec-
essary on many fronts to ensure the sustainability, efficiency and safety of this
vital industry. First and foremost, cooperation between states is crucial for the
establishment of global norms, policies and guidelines governing international
aviation. This includes air traffic control protocols, safety regulations, aircraft
technical specifications and cooperation between sovereign airspaces. Secondly,
states must work together to address common challenges, such as terrorism and
cross-border crime, which can jeopardize aviation security. Coordinating airport
and airspace security measures, developing joint tactics to combat terrorism in
airspace, and sharing information on suspicious persons or activities are some
examples of what such cooperation might include.

The establishment of international cooperation institutions, such as the Inter-
national Civil Aviation Organization (ICAQO), which serves as a platform for the
discussion and adoption of standards and recommendations for aviation efficien-
cy and safety, is essential to ensure successful cooperation between states. The
interests of all parties, including airlines, airports, international organizations,
and other stakeholders, must be taken into consideration while developing and
putting into practice international standards and safety measures in the aviation
industry (Abeyratne, 2023). In the context of globalization and increasing inter-
national travel, the protection of the rights of individual passengers and consum-
ers in the aviation sector is becoming increasingly important. To guarantee the
rights of passengers to safety, affordability and an adequate level of service when
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travelling internationally, states must cooperate to set and enforce standards.

First, international standards, rules and procedures for aviation safety need
to be developed to ensure the safety of every passenger while on board. This in-
cludes personnel qualifications, aircraft maintenance standards, safety protocols
and regular inspections to ensure that standards are met. Secondly, protecting
their rights also means ensuring that passengers are properly served and accessi-
ble. This includes ensuring a comfortable stay and onboard services such as food,
communication and other amenities, in addition to the availability of tickets and
seats on different routes. Setting service quality standards and taking measures to
ensure that they are met is crucial to this end.

States should work together internationally to create and enforce appropriate
laws and controls to ensure that the rights of every passenger and consumer are
effectively protected when travelling internationally. In addition, to ensure that
the requirements of individual passengers are taken into account when setting
international standards, it is essential to involve airlines and the general pub-
lic in the policy-making process. As air travel expands and hazardous material
emissions increase, it is crucial to reduce the environmental impact of aviation.
New standards and technologies need to be created and implemented for the sus-
tainable development of the aviation sector. First and foremost, it is critical to
continue developing more environmentally friendly aviation fuels and engine
technologies. The use of biofuels and electric or hybrid engines that produce less
CO2 and other air pollutants are examples of this. Second, measures need to be
taken to reduce noise pollution caused by aircraft engines and flights. This may
involve developing acoustically efficient aircraft materials, improving take-off
and landing protocols, and using quieter and more efficient technologies.

In addition, it is crucial to encourage the aviation business to take energy-sav-
ing and emission-reduction initiatives and to maintain transparency and oversight
of the environmental activities of air carriers. Reducing the environmental impact
of aviation will require significant international coordination and cooperation.
This involves the commercial sector, international organizations, and nations ac-
tively participating in the creation and execution of aviation-related environmen-
tal strategies and programs.

To guarantee the security, efficiency, environmental sustainability and protec-
tion of the rights of passengers of international flights, governments, internation-
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al organizations, airlines and other stakeholders must work together to address
these global challenges in a comprehensive manner (Polishchuk & Pasko, 2020).
The effective fight against crime and the maintenance of civil aviation security
depends on the extent to which national criminal law is in line with international
standards in the field of international aviation security. The severity of criminal
penalties should be sufficiently high to deter the commission of aviation security
offences. This may include harsher penalties for acts of aviation terrorism and
other risks. Cooperation between countries is crucial in the fight against transna-
tional crimes that threaten aviation security. Information exchange, joint inves-
tigations, and extradition of suspects or convicted persons are some examples.

To guarantee the same level of security and fight against crime, countries can
cooperate to harmonize their aviation-related criminal codes. Supporting victims
and their families is just as important as preventing crime. This may include oth-
er services such as psychological assistance and compensation plans. The coun-
try’s commitment to international cooperation and aviation security is reflected
in its efforts to bring national legislation into line with international norms. This
promotes international standardization of laws and practices, which reduces the
likelihood of criminal acts and increases flight safety.

With the development of globalization and Ukraine’s integration into interna-
tional aviation structures, the relevance of implementing the European Aviation
Safety Agency (EASA) standards into the national legal system is becoming an
integral part of ensuring the safety of aviation space and maintaining high stan-
dards in aviation security. In addition, the martial law that is currently in place in
Ukraine presents unexpected challenges in all areas of life, including aviation se-
curity. Nonetheless, it is still a top concern to legally translate European Aviation
Safety Agency (EASA) regulations into Ukrainian law.

The European Aviation Safety Agency (EASA) plays an essential role in de-
fining and ensuring safety standards for the aviation industry in the European
Union. Through its expertise and expert opinions, EASA develops regulations
and recommendations aimed at ensuring flight safety and unifying aircraft certi-
fication standards. Ukraine, which is actively developing its aviation sector, feels
the need to implement EASA standards to maintain high safety standards and
compatibility with the European aviation area. This is important to ensure pas-
senger safety, increase the competitiveness of airlines, and facilitate Ukraine’s
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integration into the European aviation area (Polyanska, 2021a).

Martial law conditions require a strategic approach to the implementation of
EASA standards. It is important to ensure continuous monitoring of the compli-
ance of national standards with international requirements and to develop flexible
mechanisms to adapt to changes in the context of Russia’s aggressive attack. The
process of implementing EASA standards into the legal system of Ukraine in-
volves amending national legislation and establishing mechanisms for interaction
between national and international aviation authorities. An important step is the
harmonization of standards, which involves the adaptation of national legal acts
to EASA requirements.

The implementation of EASA standards faces several challenges, such as the
need to reform existing legislation, provide staff training and use appropriate
technical resources. However, the successful implementation of this process will
open up new prospects for Ukraine to cooperate with its European partners and
improve safety in the aviation industry. Ensuring high safety standards in aviation
is a priority for any country seeking to actively develop the aviation sector. The
introduction of the European Aviation Safety Agency (EASA) standards into the
Ukrainian legal system is a strategic step in this direction. This ensures a high
level of safety for passengers, improves the quality of air transport services and
facilitates the country’s integration into the common aviation area.

The martial law conditions underline the importance of international cooper-
ation. Ukraine should actively engage with international organizations, including
EASA, to share best practices and receive support in times of war (Polyanska,
2021b). There are challenges in implementing EASA standards in Ukraine, but
they can be addressed through careful study and adaptation of legislation, en-
gagement of highly qualified personnel, and use of appropriate technical resourc-
es. The process of harmonization of standards contributes to the establishment
of a unified security system that meets international requirements and standards,
which contributes to the increase of confidence in the aviation sector of Ukraine.

Successful implementation of EASA standards in Ukraine opens up prospects
for in-depth cooperation with European partners, exchange of best practices and
participation in European aviation safety programs. This stimulates the devel-
opment of the aviation sector, ensuring a high standard of living for the national
population and supporting the country’s economic growth.
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Conclusions

Ensuring flight safety, which is the cornerstone of international aviation law, is
essential for the growth of global air traffic. The Tokyo, Hague, and Montreal
agreements are examples of international agreements that oversee multiple as-
pects of aviation safety and prohibit unauthorized interference with civil aircraft.
Nevertheless, many aspects, in particular the activities of military aircraft, con-
tinue to be outside the scope of global legal regulation and need to be addressed
to ensure comprehensive safety and security of flights. About overall safety and
security, the importance of “ensuring the safety of flights in the airspace over the
high seas”, including military aircraft, must be taken into account.

According to Ukrainian law, aviation security is the process of protecting com-
mercial aircraft from unauthorized interference by various means and methods.
International regulation of this issue is of great importance. The Convention on
International Civil Aviation’s Annex 17 provides a more detailed and precise defi-
nition of unlawful interference. Ukrainian criminal law establishes liability for
such actions, in particular, through the provisions of the Criminal and Air Codes.
Aviation security depends on the implementation of criminal law procedures.

The provisions of the Special Part of the Criminal Code of Ukraine, which is
divided into several sections, as well as draft laws brought in line with interna-
tional standards and norms, define Ukrainian legislation in the field of criminal
law enforcement of aviation security. This kind of legislation aims to increase
the effectiveness of preventing and prosecuting criminal offenses of air traffic
safety regulations or air transport operations. The Criminal Code of Ukraine has
recently been amended to expand the scope of criminal liability for violation of
flight rules, operation of an aircraft without a permit and causing significant harm
to health or material damage.

Due to several global issues, the regulation of international flights is becom-
ing increasingly challenging in the modern world. Creating and implementing
plans to stop terrorist attacks, protect against hostile actions and compromised
air transport systems, and reduce the environmental impact of aviation are all
necessary to ensure the safety and efficiency of international flights. Addressing
these issues requires active cooperation between states, international organiza-
tions and other stakeholders. The creation and execution of global standards and
agreements that protect passengers’ rights and reduce aviation’s environmental
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effects are necessary to guarantee the aviation sector’s safety, efficacy, and long-
term growth. For the Ukrainian aviation system to be safe and integrated into the
European aviation sector, it is necessary to implement the requirements of the
European Aviation Safety Agency (EASA). While martial law conditions require
a balanced approach, the effective application of these recommendations creates
new opportunities for cooperation and national growth.
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ABSTRACT. The aim of the study is to analyse the transformations of public ad-
ministration in Ukraine in wartime under the influence of hybrid cyber threats,
taking into account international experience in adapting public authorities to new
challenges. The relevance of the study is determined by the surge in cyberattacks
against public authorities in Ukraine in 2022-2023, which demonstrated the vul-
nerability of digital infrastructure and the limitations of interagency coordination.
The research methodology is based on systemic and comparative legal approach-
es, typology of hybrid threats and political effects, and empirical analysis of cy-
berattacks in 2021-2023. Data visualisation tools and scenario analysis of specif-
ic incidents were used. The comparative analysis of international cyber defence
models in the USA, Israel, Poland, Ukraine was used to verify the results. As
a result, three types of new hybrid threats are identified. Moreover, the authors’
model of cascading instability is suggested which demonstrates how cyber threats
can transform into political destabilisation. In addition, a classification of the po-
litical effects of cyberattacks is offered. International experience shows that effec-
tive cyber deterrence models are based on centralised coordination, public-private
partnerships, and preventive threat management. The conclusions emphasise the
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need to rethink Ukraine’s cyber strategy from a technocratic document to an in-
tegrated component of public policy aimed at strengthening digital sovereignty,
institutional resilience, and post-war recovery.

KEYWORDS: PUBLIC ADMINISTRATION; WAR; CYBERSECURITY, HYBRID THREATS; CASCADING
INSTABILITY; SOVEREIGNTY.

1. Introduction

ybrid warfare is a serious challenge for public administration in the

21st century. It transforms perceptions of security, sovereignty, and

administrative efficiency, going far beyond traditional military opera-
tions. Cyberspace, information influence, economic blackmail, and stability un-
dermining affect the political stability and social security of states (Zvezdova &
Vakalyuk, 2022). In this context, the state ceases to be an exclusively political
and administrative structure and becomes a system that functions in interaction
with global digital flows, geopolitical risks, and unstable network threats (Yagun-
ov et al., 2023).

The experience of recent decades shows that the effectiveness of public ad-
ministration in conditions of hybrid aggression is determined by the ability to
integrate institutional response mechanisms with technological solutions in cyber
defence and information security. Interagency coordination, strategic communi-
cation, and the participation of the private sector and civil society are particular-
ly important. As a state experiencing protracted hybrid aggression, Ukraine is a
unique case for researching public administration effectiveness in a new type of
war (Okunovska & Prymush, 2024). Since 24 February 2022, the high rate of
attacks on the digital infrastructure of state authorities, the paralysis of critical
services, the spread of disinformation campaigns, and the destruction of institu-
tional coordination have highlighted the need for a radical update of approaches
to public administration.

However, the domestic regulatory model of cyber defence proved to be un-
prepared to counter multi-level threats. The lack of interagency coordination, the
low level of readiness of regional infrastructure, and the limitations of the regu-
latory framework, and the insufficient transparency of response processes created
conditions for the consistent destabilisation of public administration. Meanwhile,
the experience of the USA, Israel, and Poland demonstrates the effectiveness
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of integrated cyber deterrence strategies that combine institutional centralisa-
tion, preventive thinking, and active participation of the private and civil sectors.
This creates conditions for cascading destabilisation of management processes
through targeted cyber pressure. At the same time, global institutions such as
NATO and the European Union emphasise the need to develop resilience-based
governance models that simultaneously take into account military, cyber and in-
formation threats (Cherep et al., 2025).

Despite the growing number of studies of hybrid warfare and cybersecurity,
most of them address these issues from the perspective of military science, infor-
matics, or law enforcement (Bondarenko et al., 2025). However, there are gaps in
research on the relationship between hybrid cyber threats and the effectiveness of
public administration, institutional coordination in crisis situations, and models
of public authority adaptation to new types of threats. The aim of the study is to
analyse the transformations of public administration in Ukraine in wartime under
the influence of hybrid cyber threats, taking into account international experi-
ence in adapting public authorities to new challenges. In this regard, the research
questions of what are the typologies of the latest threats in the system of public
administration, how would the effectiveness of response change if Ukraine had a
specialised cyber incident crisis management centre, and how the basic functions
of the state are transformed in conditions of permanent digital pressure are raised.
Within this aim and research questions, the following objectives are set:

to develop a typology of hybrid threats that arise in cyberspace during wartime;
to suggest a hypothetical model of interaction between cyber threats and po-
litical governance;

to compare cyber deterrence models in the United States, Israel, Poland, and
Ukraine;

to assess the effectiveness of Ukraine’s cybersecurity strategy in the context of
restoring governance capacity in wartime.

The novelty of the study lies in the fact that a comprehensive analysis of the
impact of hybrid cyber threats on public administration in Ukraine in wartime
is carried out on the basis of empirical data. Moreover, a classification of threat
types and political effects is developed. A hypothetical model of cascading de-
stabilisation of management processes through cyber influence is proposed, and
structural limitations of the Ukrainian cyber defence system are identified in
comparison with advanced international models.
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2. Methodological framework

The methodology is based on the interdisciplinary approaches that allow for a
comprehensive understanding of the transformations of the public administration
system during hybrid warfare. Given the interaction of cyberspace, institutional
coordination, and political processes, several research methods were applied. In
particular, a systematic method enabled the analysis of public administration as
a complex socio-political system functioning in conditions of multidimensional
external threats, including cyberattacks. It made it possible to identify key struc-
tural nodes (institutional, informational, and procedural).

The comparative legal analysis involved the study of cyber strategies and reg-
ulatory models in the United States, Israel, Poland, and Ukraine. The criteria for
comparison were the degree of centralisation, the availability of crisis protocols,
the interaction with the private sector, and the speed of response. The typolog-
ical method was used to classify hybrid cyber threats and political effects. This
method helped to construct a logical matrix of the impact of cyber incidents on
management processes. The empirical analysis is based on open sources (CERT-
UA reports, State Service of Special Communications and Information Protection
of Ukraine (SSSCIP) reports, analytical publications, government communica-
tions).

Quantitative data on cyberattacks in 2021-2023 was collected, presented in
the form of time series, a heat map of the most vulnerable points, and systema-
tised in an incident table. An analytical database was created with over 50 cases
of attacks on state structures, coded by type of threat, target, duration, institu-
tional response, and political consequences. Verification of the authors’ model of
cascading instability was carried out by comparing the typology of attacks with
the responses of state bodies. A scenario analysis of three incidents (the attack
on Diia, the attack on the Ministry of Defence, and the hacking of interagency
channels) was conducted, which demonstrated how the absence of a single coor-
dination centre intensifies political and administrative fragmentation.

A modelling method was used to model a hypothetical situation: how would
the effectiveness of response change if Ukraine had a specialised cyber inci-
dent crisis management centre? The model was developed by analogy with the
structures of CISA (USA) and INCD (Israel), considering Ukrainian realities.
Cross-verification of data was carried out by comparing official reports with me-
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dia reports, independent analytical platforms, and public statements by govern-
ment representatives. Individual elements were verified through expert assess-
ments in open sources. The study of specific cases of cyberattacks on Ukrainian
government structures (2022-2023), such as attacks on the Diia portal, the Minis-
try of Defence of Ukraine, and the Security Service of Ukraine (SSU), was used
to illustrate the identified typologies and verify the suggested model. The study
also uses examples of rapid response in other countries (INCD, CISA, Cyber
Command) as a reference for assessing the effectiveness of the Ukrainian case.

Thus, the combination of these methods allowed for a comprehensive study
of the impact of hybrid cyber threats on Ukraine’s public administration system
in wartime. The methods used facilitated analytical depth, and the constructed
model of cascading instability visualised the complex interrelationships between
digital attacks and political processes. Such methodological tools open up oppor-
tunities for further research in the field of adaptive public administration under
conditions of hybrid threats.

3. Results and Discussion

3.1. Empirical observations: time series of attacks and heatmap of vulnerable
points

According to official data, 1,237 incidents related to cyberattacks on Ukrainian
government structures were recorded in 2021. With the start of the full-scale Rus-
sian invasion in 2022, the number of attacks doubled to 2,474. In 2023, 3,198
incidents were recorded, which is 29,3% more than in 2022. These data indicate
a consistent escalation of cyber war against Ukraine, accompanying military ac-
tions on the frontline. The highest peaks of malicious activity were recorded in
February 2022 (invasion), October 2022 (missile strikes on critical infrastruc-
ture), and January and June 2023 (Ukrainian army taking the initiative on the
frontline) (State Service of Special Communications and Information Protection
of Ukraine, 2024a).

The analysis of quarterly and annual reports from the SSSCIP, the CERT-UA
team, and official government communications for 2022-2023 confirms a steady

increase in the intensity of cyberattacks and a gradual sophistication of adversary
tactics. At the end of 2023, CERT-UA reported 2,543 cyber incidents, reflecting
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an increase in the number of intrusion attempts and an improvement in the ability
to detect and document them (State Service of Special Communications and In-
formation Protection of Ukraine, 2024b). Moreover, in Q4 2023, state monitoring
tools processed about 1,4 billion events, indicating noise from attacks and at-
tempts to probe security perimeters (State Cyber Protection Centre State Special
Communications, 2024).

Furthermore, the timeline of attacks shows the synchronisation of cyberattacks
with key political or military events. For instance, in January-March 2022, there
was a wave of attacks on government resources (defacements, DDoS), which
accompanied the start of a full-scale invasion and was aimed at undermining the
availability of government websites and services (Polityuk, 2022; Ministry of
National Defence of the Republic of Poland, 2022). In October-November 2022,
there was a combination of cyberattacks on energy facilities and missile strikes
(attempts to influence ICS/SCADA and energy networks) (Greenberg, 2023).
Moreover, throughout 2023, phishing and espionage campaigns against the pub-
lic sector (UAC group cluster, spear-phishing) were frequent, accompanied by
periodic waves of DDoS attacks against e-government services (Cert-EU, 2023;
Cyber Incident Response Operations Centre, 2024). This tendency indicates a
high level of coordination of cyberattacks with other forms of hybrid influence,
such as disinformation campaigns, in order to influence public sentiment and
management processes. They are part of the enemy’s strategic plan to destabilise
Ukraine in the areas of governance, information space, and the economy.

The types of attacks varied. Thus, approximately 47% were DDoS attacks
aimed at disabling government portals; 32% were attempts at phishing or compro-
mising the accounts of officials; 11% were malware attacks (programmes such as
WhisperGate and HermeticWiper); and 10% were attacks on cloud environments
or attempts to interfere with internal IT infrastructures. In terms of their structure,
in 2022-2023, these incidents were concentrated in the sectors of public adminis-
tration, security, defence, telecommunications, and energy. Numerous malicious
activities were also recorded against financial, logistics, and media resources as
part of broader information operations (National Cybersecurity Coordination
Centre, 2024). Some waves targeted judicial and notary authorities, with the aim
of complicating transactions and legal procedures during wartime (National Cy-
bersecurity Coordination Centre, 2023). However, it is concerning that some of
the cyberattacks went undetected for a long time. According to open data, at least
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8% of attacks detected in 2023 lasted more than 48 hours before being detected,
indicating limitations in the early detection and response capabilities operations
(National Cybersecurity Coordination Centre, 2024). In this regard, the spatial
heat map of vulnerable points has a two-tiered structure (Table 1).

Table 1. Spatial heat map of vulnerable points

Target of attack Type of services/ | Number of in- Attack aim
infrastructure cidents (2023)
Ministry of Digital E-government, 580+ Massive DDoS at-
Transformation of digital identifica- tacks, defacements,
Ukraine and digital tion, public ser- attempts to compro-
service platforms vices mise user accounts
State Tax Service of Financial and ad- | 470 Phishing, espionage
Ukraine and financial ministrative ser- campaigns, interfer-
data exchange plat- vices, tax registers ence with transaction
forms data
Ministry of Defence of | C2 systems, 410+ Attempts to infiltrate
Ukraine and military military commu- military networks,
command systems nications, secure targeted phishing
networks attacks
Central Election Com- | Electoral registers, | ~300 Website defacement,
mission of Ukraine municipal services, attempts to compro-
and local government | local domains mise local accounts
bodies
Prozorro, eHealth and | Public procure- 250+ Attacks on supply
other digital platforms | ment, healthcare, chains, access to
critical databases personal and com-
mercial data

Source: Cert-EU (2023).

The first tier consists of central government bodies and national registries in
Kyiv. In this case, cyberattacks target nodes with a high concentration of critical
services and interdepartmental integrations. The second tier is regional and local
authorities and critical infrastructure nodes (telecommunications and energy), in-
cluding on the frontline and border areas. As a result, vulnerabilities are aggravat-
ed by physical threats, staff turnover, and uneven defence capabilities. The early
period of the war saw massive compromises of local and regional government
websites, which evolved into more targeted espionage campaigns against key
institutions (Canadian Centre for Cyber Security, 2022).
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3.2. Typology of hybrid threats in public administration

In contemporary wartime, Ukraine confronts not only direct military threats but
also a complex set of hybrid challenges targeting its political and administrative
capacity. Hybrid warfare combines military, economic, informational, social and
technological factors (Voloshchuk et al., 2025). Since cyberattacks take place in
digital space, identifying the aggressor is complicated, which in turn limits the
applicability of traditional international legal response mechanisms. Therefore, it
is necessary to rethink the conceptual foundations of public administration.

The asymmetry is an important element of hybrid threats, meaning that rel-
atively insignificant resources directed at disinformation campaigns or cyberat-
tacks can cause damage comparable to the consequences of large-scale military
operations (Legenkyi et al., 2025). Meanwhile, states have become dependent on
digital infrastructure and e-governance as resource management systems, coordi-
nation of military and civilian structures, and effective communication with the
population are based on digital technologies, making them a priority target for the
enemy. Apart from that, a distinctive feature of hybrid threats is their systemic
nature. In most cases, they do not function in isolation but form a complex polit-
ical shock effect (Stokel-Walker, 2022). This means that simultaneous pressure
on infrastructure, the information space, and administrative institutions creates a
synergistic effect. As a result, even a technically prepared and formally protected
state may be unable to restore stability quickly.

The cumulative effect is another characteristic feature of hybrid threats. Thus,
cyberattacks are combined with information manipulation, economic sabotage,
and the provocation of social tension (Yakymchuk, 2019). This creates a crisis
of confidence because society begins to doubt the ability of state institutions to
ensure a basic level of security and stability. Moreover, the cross-border nature
of hybrid warfare is an additional complicating factor as cyberattacks are often
coordinated from outside the state, using the infrastructure of third countries or
global digital platforms (Simons et al., 2020). As a result, hybrid threats go be-
yond the scope of national security alone and require international cooperation
and the adaptation of state institutions to new realities.

Hence, the analysis of contemporary hybrid threats shows that their impact
on public administration in wartime is observed in three key areas: technological
vulnerability of digital infrastructure, manipulative pressure on public conscious-
ness, and organisational destabilisation of public authorities. On the basis of these
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characteristics, a new typology of hybrid threats in the digital age is developed.

They are divided into three interrelated types: infrastructure threats, information

and psychological influences, institutional and network attacks, and systemic ef-
fects (Table 2).

Table 2. Typology of hybrid threats in public administration in wartime

Type of Content and Key tools and | Effects on pub- Examples
hybrid target methods lic administra-
threat tion

Infra- Disruption of Cyberattacks on | Paralysis of In 2023, more

structure | Ukraine’s digital | critical govern- | access to e-ser- | than 3,198 at-
threats and administra- | ment services, vices, decline in | tacks on the
tive infrastruc- | DDoS attacks, trust in the dig- | digital infra-
ture, blocking of | malicious soft- | ital state, addi- | structure of state
basic services ware injections, | tional burden on | bodies were
unauthorised administrators recorded (29%
access attempts, | during wartime | more than in
data substitution 2022).
Informa- | Undermining the | Disinformation | Decline in Fake messages
tion and | legitimacy of the | and propagan- public trust, on behalf of the
psycho- | authorities, cre- | da campaigns, destabilisation Ministry of De-
logical ating an atmo- deepfake imita- | of the political fence of Ukraine
influenc- | sphere of chaos | tions of speech- | environment, in 2022-2023;
es and panic es, targeted creation of an cyberattacks on
attacks on social | image of incom- | media resources
networks petent adminis-
tration
Institu- | Violation of in- | Disabling gov- | Delays in re- Attacks on the
tional terdepartmental | ernment commu- | sponse, reduced | internal systems
and coordination and | nication chan- effectiveness of the Cabinet
network | decision-making | nels, infecting of strategy im- of Ministers
attacks | process internal systems, | plementation, of Ukraine,
imitating official | undermining of | the SSU, and
communications | trust between SSSCIP in early
institutions 2023
Systemic | Combination of | A combination | Political shock, | Estonia (2007,
effects several types of | of infrastruc- paralysis of cyberattacks),

threats that rein-
force each other

ture attacks,
information ma-
nipulation, and
network destabi-
lisation

governance, and
intensification of
internal crises

the United States
(2016, election
interference),
Israel (2021, at-
tacks on govern-
ment services)

Source: compiled by the authors
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This typology demonstrates that the key vulnerability occurs at the intersec-
tion of three interrelated dimensions: technical, informational, and institutional.
In other words, infrastructure attacks undermine the technical basis of public ad-
ministration, limiting the state’s ability to provide administrative and social ser-
vices. Information and psychological influences target public consciousness and
political trust, creating conditions for the delegitimisation of authority. Institu-
tional and network attacks destroy the mechanisms of interagency coordination.

3.3. Evaluating cyber defence models from the USA, Israel, Poland, and
Ukraine

To identify potential directions for reforming Ukraine’s cyber strategy, it is use-
ful to compare the Ukrainian model with the approaches of the USA, Israel, and
Poland. Their experience shows that it is possible to build an effective regulatory
and institutional framework that integrates operational response, strategic plan-
ning, and the participation of diverse security actors. Table 3 summarises these
countries’ legislative measures, organisational models, and levels of effective-
ness, while highlighting the implications of the identified differences for Ukraine.



OLEKSANDR KURILETS ET ALII ® PUBLIC ADMINISTRATION REFORMS UNDER MARTIAL LAW IN UKRAINE

141

Table 3. Key approaches to cyber defence in the USA, Israel, Poland,
and Ukraine

Coun- Legislation Cyber Effec- Meaning for Ukraine
try defence | tiveness
model
The | National Cyber- | Network | High dy- | It demonstrates the importance

USA | security Strate- | federal- | namism, | of engaging the private sector
gy (The White |ism, ac-|fast re- | and municipalities and develop-
House, 2023); | tive op- | sponse ing shared responsibility for cy-
Cyber Incident | position, bersecurity. Ukraine should in-
Reporting for |private tegrate business and the civilian
Critical  Infra- | partners sector into its defence system.
structure Act of
2022 (Cyberse-
curity and Infra-
structure Security
Agency, 2022)

Israel |Isracl National | Proactive | Success- | It provides an example of the
Cyber Director- | disrup- | ful warn- | creation of a coordination cen-
ate (INCD) tion strat- | ing logic | tre and the transition from reac-

egy tive actions to preventive threat
modelling. For Ukraine, this
means centralising responsibili-
ty and implementing crisis sce-
narios in advance.

Poland | Cybersecurity | C y b e r| Effective | It demonstrates the value of in-
strategy of the |C o m - |civil-mil- | tegrating cyber strategies into
Republic of Po- |m a n d|itary co- | military doctrine and engaging
land for 2019- | establish- | operation | civilian structures simultaneous-
2024 (Ministry of | ment ly. It is important for Ukraine to
Digital  Affairs, develop a mechanism for mul-
2019), tilevel cooperation, especially

with NATO and EU partners.

Ukraine | Cybersecuri- | Reactive | Lack of | Differences with the leading
ty Strategy of /model,|a unified | models indicate the need to cre-
Ukraine (Presi- [fra g -|system|ate a unified coordination cen-
dent of Ukraine,  mented | model tre, specify responsibilities in
2021), plans of | coordina- legislation, integrate business
the Cabinet of | tion and civil society, and strengthen
Ministers, orders preventive mechanisms.
of the SSU

Source: compiled by the authors
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The United States is a leader in shaping global cybersecurity policy,
offering a model based on the principles of public-private partnerships,
multi-level governance, and strategic foresight. The US legislative frame-
work is constantly updated. In 2022-2024, more than 10 new regulations
on cyber incidents, supply chain security, and cyber education were ad-
opted (Lee & Chua, 2023). The key regulatory document is the National
Cybersecurity Strategy (The White House, 2023), which envisages a shift
from reactive to proactive threat deterrence. It also establishes the respon-
sibility of the private sector for the protection of critical infrastructure. The
strategy is based on the concept of shared responsibility of the state, busi-
ness, and citizens for digital security (Weaver, 2022). The US Congress
also passed the Cyber Incident Reporting for Critical Infrastructure Act
of 2022 (Cybersecurity and Infrastructure Security Agency, 2022), which
requires infrastructure operators to report incidents within 72 hours.

The Cybersecurity and Infrastructure Security Agency (CISA) is the
central coordinator, which operates within the Department of Homeland
Security. The CISA performs the functions of rapid response, standardisa-
tion, risk analysis, training, and technical assistance. Its strategy is based
on proactive actions, active use of Al to monitor threats, and close co-
ordination with the IT sector. Moreover, the National Security Council
and the Department of Defence, and the US Cyber Command coordinate
actions in case of state-level cyberattacks. Grant support programmes for
cyber resilience for municipalities, states and educational institutions were
introduced. A distinctive feature of the US model is the focus on cyber re-
search by the National Institute of Standards and Technology and leading
universities (Weaver, 2022).

The Israeli model is an example of a centralised integrated approach to
cybersecurity in the face of the constant threat of terrorist attacks. Back in
2011, the Israel National Cyber Bureau was established, and later its func-
tions were transferred to the Israel National Cyber Directorate (INCD),
which is directly subordinated to the Prime Minister of Israel. The INCD
combines operational functions with political and strategic planning, con-
trol of cyber infrastructure, development of standards, and coordination
with the army, intelligence, and the private sector. A specific feature of the
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Israeli system is the model of responsibility at the point of threat. It means
that organisations that own digital assets are responsible for their protec-
tion but are obliged to act in accordance with the INCD standards (Hassib
& Shires, 2024).

Israel carries out centralised detection and prevention of attacks, using
traditional analytical tools and AI. However, prevention is a key element;
the focus is not only on incidents but on potential attack scenarios mod-
elled in real time. Moreover, legislation provides a framework for coop-
eration between the state and IT companies in terms of information ex-
change, confidentiality, and personal data protection. In addition, military
education in cybersecurity (e.g., the Unit 8200) provides highly qualified
personnel for further use in the civilian sector (Tabansky, 2020).

Poland strengthened its cyber infrastructure significantly in recent years.
In 2019, the Cybersecurity Strategy of the Republic of Poland for 2019-
2024 was approved (Ministry of Digital Affairs, 2019), prioritising cyber
defence, the development of a national early warning system, and clos-
er cooperation with allies. In this regard, the Cyberspace Defence Forces
were established within the Armed Forces of Poland. They are responsi-
ble for responding to cyber incidents promptly, ensuring information re-
silience, and protecting military infrastructure (Kitler, 2021). Moreover,
the Government Centre for Security functions as a civilian coordinator
responsible for early detection and warning. Furthermore, the annual cyber
deterrence exercises involving NATO, business, and academic institutions
are conducted. In addition, Poland implemented the EU NIS2 Directive
(European Parliament and of the Council, 2022) and adopted a number of
acts on critical infrastructure, e-government cyber defence, cyber hygiene,
and cyber education. These initiatives are implemented in parallel with
the increased involvement of the private sector in creating solutions by
the Polish Institute for Cybersecurity and support for innovative start-ups
(Sulowski, 2023).

As compared with these models, Ukraine looks vulnerable. Despite be-
ing in a state of full-scale war, it still does not have a unified coordination
body in cybersecurity. Moreover, its legislative framework remains frag-
mented, while strategic documents are mostly declarative. Although the
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Cybersecurity Strategy of Ukraine was approved in 2021 (President of
Ukraine, 2021), it is limited by the lack of a coordination centre, imper-
fect mechanisms of interaction between authorities, and weak institutional
structure. The regulatory framework lacks a separate law on cyber defence
and legal mechanisms for involving civil initiatives in the cyber defence
system. The existence of incident response centres (CERT-UA) does not
compensate for the actual distrust between agencies and excessive central-
isation with a lack of resource autonomy (Shypilova, 2019). Therefore, in
2022-2023, cases of duplication of functions, delays in decision-making,
and lack of transparent communication were recorded (Kravchuk et al.,
2024).

The large-scale cyberattacks of 2022-2023 exposed serious structural
deficiencies in the response and coordination system between key institu-
tions, i.e., the SSU, the SSSCIP, and the Cabinet of Ministers of Ukraine.
The Ukrainian cyber defence model is designed to disperse responsibili-
ty between different structures, which reduces the effectiveness of deci-
sion-making and slows down the response time to threats (Abibok, 2022).
Despite the integrated model of risk management and coordination de-
clared in the 2021 Strategy, the interaction remained fragmented. This is
confirmed by independent analytical reports and specific crisis incidents.
Thus, in January 2022, a cyberattack took down more than 70 government
websites, such as the Cabinet of Ministers of Ukraine website and the Diia
portal. In 2022, CERT-UA also recorded more than 2,000 incidents. How-
ever, a significant number of them were handled only after the fact, without
signs of preventive deterrence (State Service of Special Communications
and Information Protection of Ukraine, 2024b). This indicates the absence
of an effective crisis protocol and a single cyber incident management cen-
tre in the context of hybrid warfare (CERT-UA, 2022; Scroxton, 2023).

Nevertheless, the Ukrainian experience has unique features. Ukraine
is the first country to implement large-scale digitalisation of public ser-
vices during active warfare (Holovkin et al., 2023). Second, Ukrainian
society demonstrates a high level of digital competence, readiness for
self-defence, and mobilisation of volunteer cyber initiatives (Nizovtsev
et al., 2022). These factors should be integrated into a formalised cyber
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deterrence system. However, without a clear regulatory framework and
organisation, Ukraine risks remaining vulnerable to multi-pronged hybrid
threats. Durin the post-war recovery, such threats could have critical con-
sequences for the sustainability of public administration.

The comparison reveals distinct approaches to cybersecurity manage-
ment. Thus, the USA emphasises a decentralised system with strong pri-
vate sector involvement; Israel prioritises centralised preventive threat
management; Ukraine remains fragmented and reactive; while Poland
achieves a balance between military and civilian structures, enabling
multi-level coordination. For Ukraine, the Polish experience is especially
relevant for improving cooperation between the Ministry of Defence, the
SSU, the SSSCIP, and civilian institutions. At the same time, Ukraine must
move beyond excessive state-centricity by creating conditions for IT busi-
ness participation and empowering local governments.

International experience offers several adaptable solutions. The US
model suggests establishing a single coordinating body with real-time an-
alytical and response capacities. The Israeli model underscores the value
of formalised partnerships with IT volunteers and civil cyber initiatives.
The Polish model demonstrates the effectiveness of regional CERT cen-
tres, which could be replicated through a network of regional cyber resil-
ience centres within Ukraine’s administrations. Overall, Ukraine needs to
synthesise these three elements: public-private integration from the USA,
centralised prevention from Israel, and military-civilian cooperation from
Poland. Such a model would provide a comprehensive framework for cy-
ber deterrence, tailored to the conditions of martial law and the demands
of post-war recovery.

Empirical data confirms the need for a profound transformation of the
public administration system, considering constant cyber threats as a fac-
tor of political influence. Therefore, digital infrastructure should be viewed
as a strategic resource of public authority, the vulnerability of which di-
rectly affects the legitimacy and effectiveness of the state in conditions of
war and post-war recovery. The study results confirm the need to rethink
Ukraine’s cyber strategy as an integrated component of public policy. In
the context of hybrid warfare, cyberspace ceases to be merely a vulnerable
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environment and becomes an impetus for political transformation, requir-
ing appropriate institutional, legal and strategic changes. Ukraine has the
potential to implement the best practices of Israel and Poland, but to do so,
it must overcome fragmentation in governance and formalism in respond-
ing to threats.

Having analysed cases from Ukraine, Poland, Israel, and the United
States, it is possible to classify the political effects of cyberattacks on pub-
lic administration. Destabilisation effects include short-term disruptions
in the work of government bodies, which undermine the state’s ability to
respond quickly to crises. Fragmentation effects refer to consequences that
erode administrative unity and weaken the synchronisation of actions by
key public authorities. A striking example is the large-scale attack on fi-
nancial infrastructure in February 2023, i.e., despite the clearly coordinat-
ed nature of the attack, interagency coordination began only 48 hours later.
Transformation effects are manifested in long-term changes in institution-
al practices, the regulatory framework and strategic approaches in the field
of public administration. Such consequences can be positive (strengthen-
ing cyber infrastructure, creating new institutions) and negative (excessive
centralisation, restricting citizens’ rights under the pretext of strengthening
security). Delegitimisation effects are linked to the undermining of trust
in government structures and digital interaction tools. A telling example
was the mass complaints about the performance of the Diia portal after the
cyberattack in November 2022. Inertia effects are manifested in delayed
decision-making or in the reproduction of outdated and ineffective cyber
defence models.

3.4. A hypothetical model of interaction between cyberspace and political pro-
cesses

Empirical observations help to identify four key trends that are important
for modelling. First, there is an escalation in the number of incidents and
an increase in the density of events in state SOCs. This reflects an increase
in the intensity of threats and improvements in the ability to detect them
(State Service of Special Communications and Information Protection of
Ukraine, 2024b; State Cyber Protection Centre State Special Communi-
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cations, 2024). Secondly, there is a noticeable event- and season-related
wave-like pattern to the attacks. Their peaks coincide with significant
military and political events (in particular, energy strikes), which indi-
cates a convergence of cyber activity with kinetic operations (Greenberg,
2023). Thirdly, the dominant tactics are changing: instead of high-profile
destructive actions, the emphasis is shifting to persistent reconnaissance,
phishing, and compromise of communication chains, while DDoS attacks
have become merely a tool of information pressure (Cert-EU, 2023; Cy-
ber Incident Response Operations Centre, 2024). Fourthly, a two-domain
vulnerability space is forming. It means that attacks are directed at central
registries and portals, and at regional or local nodes that ensure the con-
tinuity of administrative and life-support services (Canadian Centre for
Cyber Security, 2022).

For visualization purposes, it is advisable to build time series based on
monthly or weekly intervals of CERT-UA/SSSCIP incident publications,
while overlaying event markers such as missile strikes, announcements of
mobilization or reform decisions, and visible service failures. The carto-
graphic heat map should reflect the concentration of incidents or attempted
attacks in the following areas: central government domains and registries,
regional state administrations and city councils, and energy and telecom-
munications facilities, highlighting corridors of increased risk in the East
and South of Ukraine. The combination of temporal and spatial data con-
firms the provisions of the hypothetical model of cyber convergence of
management vulnerabilities. In other words, the synchronisation of attacks
in the technical, informational, and institutional dimensions increases
the likelihood of cascading instability in public administration (Cert-EU,
2023).

The CERT-UA/SSSCIP open data is partially aggregated and does not
always contain complete geographical attribution of incidents. Therefore,
the spatial analysis reflects a conservative assessment of risk concentration
and requires validation on extended telemetry samples, such as SOC data
or ICS event logs, in further research. Moreover, not all recorded attacks
were publicly confirmed by state authorities, which is partly explained by
political expediency. The geospatial distribution of attacks poses another
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threat. According to the heat map, regional digital services in the Kharkiv,
Dnipropetrovsk, Odesa, Zaporizhzhia, and Mykolaiv regions are also vul-
nerable. This is explained by the technical limitations of local infrastruc-
ture and the growing role of regional military administrations in imple-
menting state policy in wartime.

In hybrid warfare, cyberspace appears as a technical tool for ensuring
the functioning of state services and a multidimensional environment that
influences political processes (Kortukova et al., 2023). In other words, po-
litical processes are integrated into cyberspace and depend on its stability.
For example, technical failures turn into administrative delays, distorted
information reduces trust in official communications, and coordination
failures between agencies complicate the development of consolidated
decisions (Rabinovych et al., 2025). This gives rise to the phenomenon
of cascading instability, when the simultaneous action of several types of
threats creates the effect of political shock. As a result, public adminis-
tration faces a double challenge, i.e., the need to restore digital services
and restore public confidence in the effectiveness of the authorities. The
suggested hypothetical cyber convergence of management vulnerabilities
model illustrates this interconnection (Figure 1).

Figure 1. Cyber convergence of management vulnerabilities model
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Cyberattacks on digital infrastructure lead to disruptions in the provision of
public services, which creates fertile ground for manipulating public opinion. In
turn, the loss of trust in information causes imbalances in interagency coordina-
tion and paralysis in responding to crisis situations. The combination of these
factors creates political destabilisation, which can affect the internal legitimacy
of the government and the international image of the state. This model demon-
strates how attacks in cyberspace affect the functioning of the state apparatus,
public trust and the decision-making process simultaneously, creating cascading
instability.

Thus, the interaction between cyberspace and political processes during war-
time should be viewed as a single dynamic system. Its key characteristic is the
interdependence of technical and political vulnerabilities, which reinforce each
other. Understanding this interaction facilitates creating new approaches to public
administration, where cyber defence is seen as a political function that deter-
mines the stability and resilience of the state in hybrid warfare.

3.5. Management reforms in wartime: key areas

The Russian full-scale aggression against Ukraine has highlighted the need
for situational measures to respond to hybrid threats and systemic reforms of pub-
lic administration. The pre-reform public administration was designed for peace-
time and thus faced the challenge of adapting to anti-crisis regimes. This was
facilitated by the introduction of martial law, the expansion of the powers of the
President of Ukraine, the National Security and Defence Council of Ukraine, and
military administrations, which were given special functions and status (Nehara
et al., 2025). In legal terms, this was accompanied by the introduction of military
procedures, such as accelerated procurement, simplified budgeting, and tempo-
rary restrictions, which are assessed in terms of necessity and proportionality.

At the same time, even during the war, reforms continued, particularly decen-
tralisation. Despite martial law, support for local self-government reform grew.
Thus, 63% of respondents approved of it in 2021, compared to 77% during mar-
tial law (Centre of Expertise for Multilevel Governance, 2022). Decentralisation
ensured local capacity and adaptability (Oliychenko et al., 2024). Moreover, dig-
ital transformation became a key component of crisis management through the
introduction of electronic government services, digital registries and platforms
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proved key to maintaining the continuity of public services, logistics chains and
communications (Gustafsson et al., 2025). In the defence procurement sector, a
new state logistics operator (DOT) emerged with a transparent DOT-Chain plat-
form, which reduced costs by 25% and ensured that 95% of contracts for request-
ed goods are fulfilled in accordance with NATO standards (Kullab, 2024).

Furthermore, anti-corruption reform remained a priority (Hudz, 2024). The
Verkhovna Rada of Ukraine abandoned attempts to subordinate the main an-
ti-corruption bodies (NABU, SAP) to the Prosecutor General thanks to active
civic response (Halushka, 2025). In the judiciary, Ukraine continued to imple-
ment reforms, including the creation of high specialised courts to resolve political
disputes in order to fulfil the IMF’s conditions for continuing financing in the
amount of $15,6 billion (Peleschuk & Lewis, 2025). Overall, the judicial reform
included the creation of the High Council of Justice, the High Qualification Com-
mission of Judges, the Public Integrity Council, and the Anti-Corruption Court.

Civil society continues to support reform implementation strategies even
during wartime. As Chatham House notes, war can be a period for establish-
ing institutions that will gain the trust of donors and society (Lutsevych, 2024).
Transparency International Ukraine (2024) highlights key areas such as an an-
ti-corruption environment, effective reconstruction, reform of the Accounting
Chamber and the State Audit Service, which are critical for the military and
post-war stability. European analysts emphasise that the war destroyed previous
reform blocks. As a result, Ukraine must take advantage of this opportunity by
preserving pluralism, by not concentrating excessive power in the hands of the
Presidential Administration or security forces, and continuing judicial reform and
the fight against oligarchs (Wilson, 2023).

Moreover, institutional reform took place in the area of cybersecurity coordi-
nation: the powers of the SSSCIP was expanded and new mechanisms for inter-
action between the Ministry of Digital Transformation of Ukraine, the SSU and
sectoral management bodies were created (Ponomarov et al., 2023). This helped
to shift from a fragmented response to more centralised risk management models
and had a positive impact on the speed of response during large-scale attacks.
However, excessive centralisation continues to pose risks of reduced flexibility
and delays in decision-making at the regional level. Furthermore, the war stim-
ulated the integration of the private sector and the IT community into the state
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cyber defence system. While such cooperation was mostly informal until 2022, it
gradually became institutionalised during martial law. For instance, platforms for
sharing information about incidents were created, and stable networks of interac-
tion between state bodies and technology companies were formed.

In addition, there is ongoing digitalisation of management under martial law.
Owing to the Diia portal and other digital services, government services remained
accessible during massive attacks. This proves a transition from paper bureaucra-
cy to a digital administrative model being more resilient in during the crisis. A
reform of strategic planning in security was also initiated, which considers cyber
threats a key element of national security alongside military and economic com-
ponents. Finally, the war provoked decentralisation in cyber defence, as there was
aneed to transfer some powers and resources to the regions. The establishment of
local incident response teams and the development of regional resilience centres
created the conditions for a more flexible management model in the future.

Despite the progress made, there are still structural problems that need to be
addressed. Particular attention should be paid to the fragmentation of the regula-
tory framework, a significant part of which is of Soviet origin and does not cor-
respond to new hybrid threats. Although the Cybersecurity Strategy of Ukraine
(President of Ukraine, 2021) was adopted, Ukraine’s regulatory framework re-
mains fragmented and only partially harmonised with European standards (NIS2,
GDPR). The absence of a specialised law on cyber defence and clear procedures
for interaction between authorities limits the effectiveness of strategic planning
and reduces the state’s ability to counter multi-level hybrid threats. The shortage
of highly qualified personnel in cybersecurity in the public sector remains the key
challenge. During the war, this problem is partially resolved by the mobilisation
of IT volunteers and the development of public cyber initiatives. Excessive cen-
tralisation of cyber defence management limits the ability of regions to respond
to attacks quickly, while the low level of digital literacy among officials creates a
favourable environment for successful attacks using social engineering.

The SSSCIP, CERT-UA, the Ministry of Digital Transformation of Ukraine,
and sectoral CERT structures demonstrated their ability to shift from preventive
to crisis management of cyber incidents. Despite massive attacks (up to 15-20
major incidents per day during peak periods), it was possible to avoid a systemic
collapse of the digital infrastructure. This demonstrates a high level of operation-
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al coordination. Despite the intensity of the attacks, key digital services (Diia,
Prozorro, tax services) continued to function. The use of cloud technologies,
server geospatial distribution, and international support (Microsoft, Amazon Web
Services, Google) helped to maintain the availability of administrative services
even during massive missile and cyberattacks. This increased citizens’ trust in the
state in conditions of uncertainty.

In the post-war period, when the reconstruction of the state will be accompa-
nied by increased geopolitical risks and internal political transformations, the role
of cyberspace will grow. Therefore, it is important to shape digital sovereignty,
considering the best practices of allies and the specifics of the Ukrainian context.
In this regard, it is worth offering a number of recommendations that could in-
crease the effectiveness of the cybersecurity strategy and restore administrative
capacity. Thus, it is necessary to update the regulatory framework, bringing it into
line with NATO and EU standards and removing archaic provisions.

Furthermore, it is essential to invest in human resource development by cre-
ating specialised educational programmes for the public sector and raise cyber
awareness of civil servants. It is also advisable to expand decentralisation in cy-
ber defence by creating regional cyber resilience centres with resource and organ-
isational autonomy. In addition, integration with international response systems
should be intensified by expanding participation in joint exercises. Finally, a key
focus should be on engaging the private sector and institutionalising coopera-
tion with the I'T community, which will increase the flexibility and technological
effectiveness of the national cyber defence system. In summary, the results of
the study indicate the need to transform Ukraine’s cyber strategy from a pre-
dominantly technocratic tool into a full-fledged component of national security
policy and modernisation of management practices. In summary, the study results
indicate the need to transform Ukraine’s cyber strategy from a predominantly
technocratic tool into a full-fledged component of national security.

4. Conclusions

The study identified key features of the transformation of public administra-
tion in Ukraine in hybrid warfare and under massive cyber threats. The analysis
showed that contemporary challenges in the digital sphere went beyond technical
incidents and affected institutional stability, public trust, and the state’s ability
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to implement management decisions. Moreover, a typology of the latest hybrid
threats was suggested, covering the infrastructural, informational-psychological
and institutional-network dimensions, which created a political shock effect and
could paralyse the functioning of the state apparatus.

The developed model of interaction between cyberspace and political pro-
cesses showed that cyberattacks had a cascading nature. In other words, local
technical incidents could escalate into a crisis of confidence and cause managerial
destabilisation. This was confirmed by empirical data on the temporal dynamics
of attacks and the spatial concentration of hot spots in the public sector. Observa-
tions revealed patterns of peak waves of attacks associated with critical phases of
war and the vulnerability of key digital platforms.

The assessment of the effectiveness of Ukraine’s cybersecurity strategy
demonstrated its ability to ensure the continuity of key government functions
during periods of large-scale attacks. At the same time, the strategy had a number
of structural problems: fragmentation of the regulatory framework, staft shortag-
es, excessive centralisation and insufficient digital literacy among civil servants.
These factors limited the potential of the cyber defence system to restore full
administrative capacity.

The practical significance of the results lies in the formulation of recommen-
dations for improving the cyber resilience of public authorities. These include
modernising the legislative framework, developing professional human resourc-
es, creating regional cyber resilience centres, institutionalising cooperation with
the IT community, and integrating it into international security networks. The im-
plementation of these measures can enhance the security and ensure the stability
of public administration during wartime and the post-war period.

Despite the warfare, the ongoing reforms lay the foundation for the moderni-
sation of the public administration in the post-war period. The institutional con-
solidation in cybersecurity, partnerships with the private sector and the IT com-
munity, accelerated digitisation of services, development of strategic planning,
and decentralisation of security functions are shaping a new management model
that will be more flexible, transparent, and sustainable. These developments will
make it possible to combine reconstruction tasks with the modernisation of public
administration. They in turn will ensure Ukraine’s integration into the European
space as a state capable of countering hybrid threats effectively.
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Nevertheless, the study has several limitations. Firstly, the analysis mainly
covers short- and medium-term effects, while long-term consequences remain
uncertain, particularly regarding the risk of institutionalising excessive central-
isation after the war and a possible imbalance between the branches of govern-
ment. Secondly, the lack of empirical data limits the quantitative assessment of
the effectiveness of reforms, as the available observations are mainly descriptive
and normative. Thirdly, the study focuses on the national level, leaving out local
specifics and the impact of reforms on communities that bear a significant burden
in providing basic services.

Therefore, the results should be considered an interim analysis that requires
further research of positive effects and potential risks of military reforms. In this
regard, further research should focus on studying the long-term political conse-
quences of hybrid cyber threats, developing models of interagency coordination
in crisis situations, and comparing the experiences of countries that have been in
a state of hybrid confrontation. Finally, it is important to study the cyber strategy
integration into the broader national security system as a tool for protecting digi-
tal sovereignty and strengthening state capacity in the 21st century.
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ABsTRACT. The growing proportion, variety and technical level of cyberattacks in
the spectrum of hybrid threats aimed at Ukraine’s information resources makes
the issue of information sovereignty relevant. From disinformation campaigns to
direct cyberattacks on critical information infrastructure, such attacks pose a di-
rect threat to the security of the state, its stable operation and functioning in times
of the digital age, further development of information technology and the corre-
sponding formation of new forms, dimensions, and principles of the information
society. Legal mechanisms for protecting Ukraine’s information space need to be
strengthened and adapted to new challenges. This is the reason for the relevance
of the scientific research. The purpose of the research is to analyse the legal as-
pects of protection of information systems of Ukraine, key aspects of information
sovereignty and to assess their effectiveness in the context of the hybrid threats
realization in modern conditions. To achieve the research goal, it can be used the
following research methods: general philosophical method, descriptive method,
method of system analysis, synthesis, dialectical method, methods of deduction
and induction. Eliminating gaps and inconsistencies in existing legislation and
adapting to the best international practices, the conclusions of the research provide
a new perspective on Ukraine’s information security, information sovereignty and
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protection against hybrid threats. In turn, proposals were also made to develop the
concept of a national strategy for information sovereignty, including the improve-
ment of legal norms and integration with international standards, which together
contributed to the achievement of the goal.

KEywoRrbDs: CYBERSECURITY, DIGITALIZATION; HYBRID THREATS; INFORMATION LAW; IN-
FORMATION SECURITY, INFORMATION SOVEREIGNTY, STATE DEFENSE.

1 Introduction

he information society, due to its development and formation, creates

significantly new conditions and frameworks for the existence of the

state, its interaction with other participants in information relations
(states and international organisations, as well as domestic actors). That is why
ensuring information sovereignty directly depends on the interconnection with
all spheres of society and is carried out both within the state and outside it — that
is, in the global information space and in the purely national one in the course of
ensuring and implementing the functions of the state and the direct presence of an
information component in such functions (Chander & Haochen, 2023).

The twenty-first century has created conditions in which technological prog-
ress and the information space have become a new battlefield and a component
of state security and defence. This is evidenced by the massive cyberattacks on
Ukraine’s critical information systems after the start of the full-scale invasion,
which were aimed at creating hybrid threats and losing confidence in the state
as such. Therefore, it can confidently be said that there is a threat to the sover-
eignty of the state. Such threats include the use of traditional and non-traditional
models of information influence, which weakens the state’s defence, while mak-
ing the protection of national information sovereignty an urgent priority. Being
the cornerstone of national security, the protection of this sovereignty is not just
a technical problem, but a legal and strategic imperative that requires reliable
mechanisms to counteract growing risks (Khmyrov, 2023).

The acceptable state of information sovereignty security should be noted that
it includes not only an active aspect, but also the creation of conditions that will
facilitate the implementation of all measures to protect it. After all, if Ukraine’s
sovereignty is generally ensured not only by the formal legal entrenchment of this
category in the Constitution and the guarantee of sovereignty through military,



OLEKSANDR TYKHOMYROV ET ALIl ® LEGAL PROTECTION MECHANISMS IN UKRAINE 161

economic, diplomatic and other means, but also emphasised by the very fact of
the existence and activities of the government, police, banking system, develop-
ment of legislation and clearly established borders, has a strong economic com-
ponent, etc. (Kotsur et al., 2023).

Information sovereignty is defined as the ability and right of the state to in-
dependently formulate and implement its information policy, to dispose of infor-
mation resources, available infrastructure and ensure security in the information
space at its own discretion; as well as to have the ability to protect the population
from the results of mass cyberattacks by an external enemy, resistance to informa-
tion warfare, which is based on the ability of the state to manage the information
received by the population, which requires the creation of appropriate conditions.

Cyber threats are an obvious fact that their direct consequence is to cause
damage to the state, society and individuals in the information sphere. These
threats are expressed in four different spheres of influence: the impact on society,
i.e. psychological and informational threats; the impact on digital infrastructure,
namely technological threats; the legal sphere, which directly regulates relations
in the information environment and where legal threats arise; and political threats,
which are manifested in institutional imperfections, censorship, etc. (Pravdyuk,
2024).

In the context of Russia’s full-scale invasion of Ukraine, the main threats to
Ukraine’s security and defence are those directly related to the aggression of
Russia and its controlled entities. Such threats are manifested by the aggressor’s
communication and information advantages in the temporarily occupied territo-
ries; Russia’s active conduct of certain information operations; the insufficient
development of the national information infrastructure, which negatively affects
Ukraine’s ability to counter this level of information threats and act within the
framework of Ukraine’s national interests; gaps in legislation on the regulation
of information relations; and uncertainty in strategic communications (Solodka,
2024).

It is believed that the relevance of this study is directly related to the growing
number of hybrid threats that are directly aimed at undermining Ukraine’s se-
curity. Starting from disinformation campaigns to direct cyberattacks on critical
information infrastructure, such direct attacks pose a direct threat to the security
of the state, its stable operation and functioning in times of technological prog-
ress and development of information systems. That is why ensuring information



162 UKRAINE MILITARY AND WARTIME Law - NAM STUDIES & DOCUMENTS SPECIAL DossIER OcTOBER 2025

sovereignty is such an important aspect of preserving Ukraine’s independence.
This article aims to examine these issues and the need to ensure information sov-
ereignty, to explore the legislative framework developed to protect the country’s
information space and to suggest ways to strengthen it.

If the importance of the findings of the study is considered, it is ensured by the
contribution to a much broader discourse on Ukraine’s information sovereignty
and hybrid warfare as such. While existing studies have explored the technical as-
pects of cyberattacks or the geopolitical implications of hybrid threats, few have
comprehensively delved into the legal mechanisms underpinning the state’s re-
sponse. This research article builds on previous studies by directly analysing the
adaptation of Ukrainian legislation with a forward-looking strategy, distinguish-
ing it from more generalised approaches that do not take into account the nuances
of the national context. Moreover, this article aims to fill the existing gaps in the
information relations framework, while offering a balance between the analysis
of legal theory, international harmonisation and, accordingly, direct implementa-
tion. Taken together, this once again underlines the relevance of the study.

In terms of scientific novelty, it can confidently be pointed out that the propos-
als for a national strategy of information sovereignty take into account the unique
geopolitical context of Ukraine. By eliminating gaps and inconsistencies in exist-
ing legislation and adapting to the best international practices, the conclusions of
the research paper provide a new perspective on Ukraine’s information security
and protection against hybrid threats. It is also important to note that this article
emphasises the intersection of information law and national security, providing a
context-specific lens that is practical and innovative (Neustroiev, 2021).

That is why the purpose of this research is to analyse the legal aspects of
protection of information systems of Ukraine, key aspects of information sov-
ereignty and to assess their effectiveness in the context of hybrid threats. The
objectives of the research article are: to study the legal aspects of protection of
critical information systems; to determine the peculiarities of harmonisation of
Ukrainian legislation with international cybersecurity standards; to understand
the role of information law in ensuring national security in the digital age; to pro-
vide proposals for the concept of a national strategy of information sovereignty of
an integrative nature that takes into account the improvement of legal norms and
integration with international standards (Sopilko, 2024).
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2. Materials and Methods

Taking into account the relevance of the study, the purpose, and the outlined tasks,
the following methods of scientific knowledge were used: general philosophical
method, descriptive method, method of system analysis, synthesis, dialectical
method, and methods of deduction and induction. All scientifically significant
conclusions were obtained through the active use of the above methods, both
individually and in combination. Each stage of the research was accompanied by
the use of the general philosophical method. It helped us to formulate the main
conclusions of the research, which in turn contain a new view of Ukraine’s infor-
mation security, information sovereignty and protection against hybrid threats.

The descriptive method was an important method of cognition in the research,
which helped to provide a detailed description of the legal aspects of protecting
critical information systems, and also helped to identify vulnerabilities in the le-
gal mechanisms of Ukraine in terms of information relations. Using this method
and combining its application with another method — the method of systematic
analysis — It reviewed the current legislation of Ukraine related to information se-
curity and protection against hybrid threats, which further contributed to a com-
prehensive study.

The systematic analysis method was also used to review international infor-
mation security standards, which may have a positive impact on Ukraine’s efforts
to improve its legislation. The synthesis method was used, which in combination
contributed to understanding the current state of Ukrainian legislation and iden-
tifying areas that need to be improved. With the help of the dialectical method,
the synthesis method, and the general philosophical method, it was possible to
understand the benefits of harmonizing Ukrainian legislation with international
standards, which manifests itself in the areas of enhanced defense, cooperation
with allies, and increased resilience to hybrid threats. The dialectical method also
contributed to a better understanding of the concept of information sovereignty,
hybrid threats in general, and those hybrid threats that pose a heightened risk to
Ukraine as part of Russia’s aggression.

Using the deductive method, the strategic role of information law in ensuring
national security and defense in the digital age was formed. Using the inductive
method, deductive method, and system analysis method, the research develops
strategic recommendations for strengthening Ukraine’s information sovereignty
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through legal mechanisms as an integral component of Ukraine’s national secu-
rity, taking into account the unique geopolitical context of Ukraine. Reasonable
and balanced use of all the above methods contributed to the achievement of the
research goal and objectives, while the conclusions of the research work contain a
new perspective on Ukraine’s information security, information sovereignty and
protection against hybrid threats.

3. Results and Discussion
2.1. Legal aspects of critical information systems protection

Against the backdrop of an active hybrid war and frequent threats, Ukraine is
obliged to improve and develop a legislative framework that will help to actively
counter threats. As of today, work on legislative documents is actively underway,
but it will take both time and resources to cover the entire spectrum of infor-
mation relations and regulate them accordingly, taking into account martial law.
As the importance of cybersecurity continues to grow and legislative responses
intensify, a certain imbalance can be observed between the legal regulation of in-
formation security and cybersecurity — both in their normative interpretation and
in the alignment of strategic goals for their implementation. However, it can be
noted that the basis of the legislative framework for cybersecurity is the Constitu-
tion of Ukraine (Verkhovna Rada of Ukraine, 1996). The Constitution of Ukraine
(1996) contains provisions on the protection of personal data, information and
citizens’ rights that directly relate to the information space.

The legislative framework is also formed by laws and bylaws, to which it must
first of all refer the Law of Ukraine “On the Basic Principles of Ensuring Cyber-
security in Ukraine.” (Verkhovna Rada of Ukraine, 2017). Its provisions define
the legal and organisational framework for protecting the vital interests of a per-
son and citizen, society and the state, as well as Ukraine’s national interests in
cyberspace. The law also sets out the primary goals, principles and directions of
Ukraine’s cybersecurity policy, defines the range of authorised bodies, reveals the
range of their powers and responsibilities, and specifies the basis for coordination
between these bodies and other enterprises, institutions and organisations, and cit-
izens in the field of cybersecurity in Ukraine (Verkhovna Rada of Ukraine, 2017).

The basis of liability for unlawful acts in the field of cybersecurity is also set
out in the Criminal Code of Ukraine (Verkhovna Rada of Ukraine, 2001). In gen-
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eral, criminal liability is incurred for unauthorised interference with the operation
of electronic computers, automated systems, computer networks or telecommu-
nication networks; development for the purpose of using, distributing or selling
malicious software or hardware, as well as their distribution or sale; unauthorised
sale or distribution of restricted information stored in electronic computers, au-
tomated systems, computer networks or on media containing such information.

Another important legislative document is the Law of Ukraine “On Informa-
tion” (Verkhovna Rada of Ukraine, 1992). The provisions of the law are intended
to regulate the main aspects of information security, legal relations on informa-
tion processing, as well as the protection of information as such. At the same
time, the Law of Ukraine “On Information Protection in Information and Tele-
communication Systems” contains direct requirements for technical protection
of information in information systems and imposes a direct obligation on critical
infrastructure operators to actively implement cybersecurity systems (Verkhovna
Rada of Ukraine, 1994).

It is also worth mentioning the Law of Ukraine “On the State Service for Spe-
cial Communications and Information Protection of Ukraine”, which contains the
legal framework for the organisation and operation of the State Service for Spe-
cial Communications and Information Protection of Ukraine in accordance with
the Constitution of Ukraine (Verkhovna Rada of Ukraine, 2006). In 2021, the
National Security and Defence Council of Ukraine adopted a decision “On the
Cybersecurity Strategy of Ukraine”, which was directly aimed at improving the
security situation and the overall resilience of the information critical infrastruc-
ture. It addressed the issue of protecting both public and private information sys-
tems. This Strategy contained information on new challenges and cyber threats
and emphasised the role of cybersecurity as a priority in the national security
system of Ukraine (Verkhovna Rada of Ukraine, 2021).

The Action Plan for the Implementation of the Cybersecurity Strategy of
Ukraine for 2023-2024 was formed, with the main focus on the creation of cyber
troops within the Ministry of Defence, providing them with adequate financial,
human and technical support to deter armed aggression in cyberspace “and re-
pel the aggressor” (Verkhovna Rada of Ukraine, 2023a). It should also be added
that in 2023, the Cabinet of Ministers of Ukraine adopted the Resolution “Some
issues of response of cybersecurity entities to various types of events in cyber-
space”, which is also valuable in the context of cybersecurity (Verkhovna Rada
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of Ukraine, 2023a).

In this regard, it should be noted that the Convention on Cybercrime, which
was ratified by Ukraine in 2005, plays an equally important role, but with some
important reservations. They generally included criminalisation in national leg-
islation of the development or use of software or hardware for unauthorised ac-
cess, interception of data or interference with data or systems (Verkhovna Rada
of Ukraine, 2005). The Law of Ukraine “On critical infrastructure” is worth
mentioning when analyzing the issue of cyber defense of critical infrastructure
(Verkhovna Rada of Ukraine, 2023c), which defines the legal and organisational
framework for the creation and smooth operation of the national system of criti-
cal infrastructure protection, and the CMU Resolution “On Approval of General
Requirements for Cybersecurity of Critical Infrastructure Facilities” (Verkhovna
Rada of Ukraine, 2019).

Analysing the peculiarities of these legal acts, it should be noted that since
they were adopted at different times, there may often be inconsistencies in termi-
nology, overlapping accountability, gaps and contradictory aspects, lack of pro-
visions for conducting information security audits of critical infrastructure, etc.
Moreover, there are problems in the distribution of powers. Therefore, it is quite
obvious that the legislative framework needs to be comprehensively revised, co-
ordinated with each other and take into account current trends and the situation
in Ukraine. It is also important to note that the effective implementation of the
Convention on Cybercrime requires government agencies to take measures to
provide more precise and comprehensive definitions of the concept of cybersecu-
rity (Didkivska & Shevchenko, 2024).

The challenges faced during cyberattacks and what needs to be considered
when bringing the legal framework into compliance are important. These prob-
lems may include low or insufficient cybersecurity skills of personnel, which
prevents them from recognizing and responding to threats in a timely manner.
This issue should be addressed to ensure continuous education and training in the
future (Khudoliy et al., 2024). Another challenge is sophisticated cyberattacks,
as attackers usually choose advanced methods that include extensive training,
sophisticated tools, and disguise as legitimate activities.

In this case, attention should be focused on creating a mechanism to ensure in-
formation systems are capable of responding to this level of threat sophistication
(Vasylkivska & Bondarenko, 2023). There is also a need for effective monitoring
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tools, including outdated software that will not be relevant to modern cyberat-
tacks. Another issue is the lack of modern artificial intelligence-based solutions
for automated anomaly detection (Savchuk, 2024). The lack of rapid adaptation
to changing threats is another problem that affects both the regulatory framework
and the updating of security systems and signature databases.

The latter aspect can be addressed in the process of allocating financial re-
sources, while the former takes time. Besides, the lack of financial resources is
manifested in outdated software and a shortage of qualified personnel with low
salaries. Communication between the relevant departments is also problematic,
as IT and security departments often work in isolation, which slows down the ex-
change of information. That is why efforts should be directed at creating unified
security protocols and standardizing processes to respond to potential threats in
a timely manner (Vorotynskyy, 2024). These problematic aspects and challenges
once again emphasise the importance of bringing the regulatory framework in
line with the current state of affairs and creating a comprehensive approach to
countering cyber threats.

3.2 Harmonisation of Ukrainian legislation with international cybersecurity
standards

As part of the scientific study and taking into account the above-analysed
legal aspects of critical information systems protection, it is also worth inves-
tigating the issue of harmonisation of Ukrainian legislation with international
cybersecurity standards within the framework of the EU and NATO activities. It
is worth noting that an important vector of the European Union’s activities is to
ensure cybersecurity and timely response to hybrid threats. The EU’s approach is
based on several key legal documents, such as the NIS Directive, NIS 2 Directive
2022/2555 and The European Cyber Resilience Act (CRA) (Cyber Risk GmbH,
2024).

In turn, The European Cyber Resilience Act (2024) addresses two key issues,
namely: the relatively low level of security of products with digital elements,
characterised by the presence of vulnerabilities and inconsistent and untimely
updates of security systems to eliminate such vulnerabilities; insufficient under-
standing and access to information by users, which prevents them from choosing
products with appropriate cybersecurity features or using them in a safe manner
(H-X Technologies, 2024). In general, the European approach is manifested in a
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harmonised and holistic approach to cybersecurity and cyber incident response.
For the latter, the EU relies on a network of CSIRTs (Computer Security Incident
Response Teams) that coordinate national response teams. Under such condi-
tions, there is a rapid exchange of data on potential and real threats, which creates
the appropriate conditions for an effective response to cyber incidents.

As for NATO’s activities, it is worth noting that actions aimed at ensuring cy-
ber defence are a priority task in deterrence and defence. It is clear that NATO’s
focus is on protecting its own information systems, secure activities in the digital
space and direct assistance to NATO members in these areas. In 2016, NATO’s
defence mandate was approved and cyberspace was recognised as a direct area of
operations. In the same year, NATO Allies committed to potential cyber defence,
and in 2023, this pledge was reinforced by setting new goals to strengthen cyber
defence as a priority. This also includes the protection of critical infrastructure
(North Atlantic Treaty Organization, 2024).

It is also important to add that at the NATO Summit in Vilnius in 2023, Al-
lies endorsed a new concept to strengthen the contribution of cyber defence to
NATO’s overall deterrence and defence posture, and launched NATO’s Virtual
Cyber Incident Support Capability (VCISC) to support national mitigation efforts
in response to significant malicious cyber activity. In 2024, the establishment of a
NATO Integrated Cyber Defence Centre was raised to promote better awareness
of cyber threats, to directly protect networks, and to establish cyberspace as an
operational domain (North Atlantic Treaty Organization, 2024).

NATO and the EU cooperate in the area of cyber defence, and therefore such
cooperation is indicative for Ukraine in terms of harmonising its legislation with
international standards. Moreover, Ukraine’s partners will take into account
Ukraine’s experience in protecting information systems and responding to hybrid
threats, while emphasising Ukraine’s significant efforts in this area. It is import-
ant to note that the harmonisation of legislation with the EU legal framework and
NATO standards is a priority for Ukraine.

First of all, NIS 2 of Directive 2022/2555 should be taken as a basis and a
new version of the Law of Ukraine “On the Basic Principles of Ensuring Cyber-
security of Ukraine” should be adopted, taking into account the key provisions
of the Directive. Moreover, the new version should contain mechanisms for risk
assessment, timely response to them, reporting on incidents, etc. To ensure that
the process is holistic, an interagency working group should also be set up, com-
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prising representatives of the National Security and Defence Council, the State
Service for Special Communications, the Security Service of Ukraine and other
relevant agencies.

The equally important step is to apply for the appropriate partner status in
ENISA, which, in turn, will facilitate the participation of Ukrainian experts in
ENISA Council meetings and access to timely and relevant information on cyber
threats. In the framework of cooperation with NATO, it is worth developing a
kind of roadmap for interoperable digital interoperability that will cover both
organisational, legal and technical aspects of integration. The creation of a joint
body to share experience in responding to cyber threats, such as the NATO Tal-
linn Project, is also relevant in the current context. Such a move would bring
significant positive results and strengthen Ukraine’s ability to respond to cyber
threats in a timely manner and ensure information sovereignty (Lehominova et
al., 2023).

An important development in the framework of cooperation with NATO and
compliance with NATO standards was the audit of the DELTA combat system.
This is the first time that the system has been certified for information security
according to NATO standards.

The benefits of harmonizing Ukrainian legislation with international stan-
dards, including a higher level of information sovereignty and national securi-
ty, strengthening legal instruments to protect critical information systems in line
with NATO recommendations and key EU documents, and improving interopera-
bility with allies in the context of the ongoing hybrid war. This will allow for inte-
gration into joint cybersecurity and data exchange exercises, as well as improved
response to potential threats. A higher level of resilience to potential cyber threats
also depends on the legal framework and the consistency of norms between them.
Ukraine can improve the protection of its financial systems and energy networks
by learning from the experience of its partners (Pleskach et al., 2020).

3.3. The role of information law in ensuring national security and information
sovereignty of the state

Information law plays a strategic role due to its innovative nature and integra-
tive functionality in ensuring national security and defence in the digital age.
Undoubtedly, the war complicates the digitalisation process, but information law
today goes beyond the traditional framework, taking on the responsibility of be-
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coming a proactive tool for the state’s existence in the digital space. At the same
time, the strategic role of information law is directly manifested in the integration
and use of protection mechanisms in the digital space (Pravdyuk, 2024).

It is important to note that as part of the work to improve Ukraine’s legal
system in the area of cybersecurity and introduce defence principles into current
legislation, in parallel with international standards, information law is becoming
a kind of barrier against external attacks. At the same time, the proposed norms
are being actively coordinated with the broader security strategy of the state in
order to increase the state’s resilience to new hybrid threats (Savchuk, 2024).

This role of information law is accompanied by both risks and opportunities.
As for the opportunities, it opens up the possibility of using Al and blockchain
technologies, thereby strengthening Ukraine’s defence capabilities. However, on
the other hand, this will help to identify new risks and weaknesses caused by
attacks also using artificial intelligence. That is why it is necessary to update the
existing laws in order to not only respond to new risks in a timely manner, but
also to be able to anticipate and predict them (Kormych et al., 2024).

Information law is important in the context of international cooperation and
harmonization of legislation. This means that by solving problems inside and
outside the country, information law becomes a cornerstone of a comprehensive
national strategy of information sovereignty (Kormych et al., 2024). In prac-
tice, the strategic deployment of information law requires a proactive position.
It should go beyond static rules to include dynamic protection mechanisms, such
as real-time reporting of cyber incidents, public-private partnerships, and legal
incentives for cybersecurity innovation. For Ukraine, this could mean amending
existing laws to make resilience testing of critical infrastructure mandatory or
creating a legal framework for digital security education for citizens — measures
that strengthen the defences of both the state and society (Savchuk, 2024).

It should also be noted that information law has the resource to transform
Ukraine’s vulnerabilities and strengths. This is manifested in the need to develop
a comprehensive national strategy that will present information law as a proac-
tive tool for protecting information sovereignty as such (Babichev & Peliukh,
2024). In this study, it is proposed to address the following aspects of the national
strategy aimed at protecting and securing the information space of the state and
supporting information sovereignty. In this case, the information space should
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be regarded as a critical line of state defense, with the obligatory involvement of
international partnership.

Work on strengthening legal norms in the context of the ongoing war and
martial law — within this framework, it is proposed to develop protocols for cap-
turing and isolating networks that are compromised or pose a direct threat to
Ukraine’s sovereignty. In the context of this proposal, it is believed necessary to
adopt a relevant legal act that would regulate the protection of critical state data.
This data would be stored on Ukraine’s internal servers, with copies on servers of
allied countries. It is also worth emphasising measures to counter hybrid threats
by providing a comprehensive legal interpretation and imposing responsibility
for hybrid attacks, treating them as direct military action (The National Security
and Defense Council of Ukraine, 2023).

Harmonization of current legislation in line with NATO and EU internation-
al standards. In this area, in addition to the proposals outlined in the previous
section, it is also proposed to join and create cross-border cyber alliances by
concluding agreements with partner countries to exchange data on cyber threats.
It is also believed that it is important to adopt global protocols for cybersecurity
management based on international standards, adapting them to Ukraine’s current
needs. This will help build trust and attract foreign investment in technology re-
silience (Babichev & Peliukh, 2024).

Actively fighting cyberattacks and hybrid threats, including the creation of
artificial intelligence systems that will combine private, public and military
networks to identify potential threats and eliminate them (Verkhovna Rada of
Ukraine, 2023a; 2023b). It is also proposed to engage private firms in combating
cyberattacks, with mandatory cooperation with state-authorized institutions.

Such cooperation could include the exchange of compromise indicators and
general data on cyber threats, and the creation of a forum for planning tactics to
combat cyber threats and analysing the latest cybersecurity trends. This could also
facilitate the deployment of blockchain technologies to verify official messages
and debunk fakes, based on the 2014 Crimean propaganda textbook. Moreover,
such cooperation should include certain security protocols that would guarantee
data confidentiality, protection of commercial information of private and public
institutions, and compliance with the current legislation on personal information
protection.
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The following pillars of implementation should be established, with a special
agency under the Ministry of Digital Transformation to oversee the improvement
of legislation and the implementation of the strategy in joint coordination with
the SSU and the relevant NATO body. In parallel, appropriate tax incentives or
grants should be offered for the development of advanced cybersecurity tools and
mechanisms.

Optimise national cybersecurity structures to improve response to potential
threats. An important aspect of optimisation is the introduction of a system of
key performance indicators (KPIs) to assess the performance of cybersecurity
structures (Pravdyuk, 2024). As for the KPIs themselves, they may include the
time taken to respond to an incident, the number of incidents that were resolved,
and the level of preparedness of critical infrastructure against cyber threats. This
will help to effectively evaluate existing units and future units created as part of
the strategy. These proposals for the development of a national strategy aimed at
protecting and securing the state’s information space and supporting information
sovereignty will expand the scope of cooperation and facilitate more active work
on these issues.

3. Conclusion

Information sovereignty is defined as the ability and right of the state to inde-
pendently formulate and implement its information policy, manage information
resources, existing infrastructure and ensure security in the information space at
its own discretion. The ability to protect the population from the results of mas-
sive cyberattacks by an external enemy, to be resistant to information warfare,
based on the state’s ability to manage the information received by the population,
for which it is necessary to create appropriate conditions.

The harmonization of Ukraine’s strategic directions of security and relevant
Ukrainian legislation with international standards is also important, as it can
improve information and cybersecurity and help to counter hybrid threats more
effectively. The basis of the legislative framework on cybersecurity is the Consti-
tution of Ukraine, the Law of Ukraine “On the Basic Principles of Ensuring Cy-
bersecurity of Ukraine”, the Criminal Code of Ukraine, the Law of Ukraine “On
Information”, the Law of Ukraine “On Information Protection in Information
and Telecommunications Systems”, the Law of Ukraine “On the State Service of
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Special Communications and Information Protection of Ukraine”, the Decision
of the National Security and Defense Council of Ukraine “On the Cybersecurity
Strategy of Ukraine”, the Action Plan for the Implementation of the Provisions
of the Cybersecurity Strategy of Ukraine for 2023-2024, the Resolution of the
Cabinet of Ministers of Ukraine “On Some Issues of Response of Cybersecurity
Entities to Various Types of Events in Cyberspace”, the Convention on Cyber-
crime, which was ratified by Ukraine in 2005, the Law of Ukraine “On Critical
Infrastructure” and the Resolution of the CMU “On Approval of General Re-
quirements for Cybersecurity Protection of Critical Infrastructure”.

The legal acts were adopted at different times, it is quite obvious that there
are inconsistencies in terminology, overlapping accountability, gaps and contra-
dictions, lack of provisions for conducting information security audits of critical
infrastructure, etc. It is also important to understand the problems faced during
cyberattacks and what needs to be taken into account when aligning the legal
framework.

These challenges include: low or insufficient qualifications of cybersecurity
personnel; complex cyberattacks; the need for effective monitoring tools; lack of
rapid adaptation to changing threats; lack of financial resources; and problematic
communication between relevant departments. An analysis of the peculiarities
of cybersecurity regulation in the EU and NATO standards reveals the following
advantages of harmonizing Ukrainian legislation with international standards: a
high level of information sovereignty and national security; strengthening of le-
gal instruments; improved interoperability with allies; and increased resilience to
potential cyber threats.

The study proposes several national strategies aimed at protecting and secur-
ing the state’s information space and preserving information sovereignty. The fol-
lowing strategies include: work on strengthening legal norms in the context of the
ongoing war and martial law; harmonization of current legislation in accordance
with NATO and EU international standards; active fight against cyberattacks and
hybrid threats, including the creation of artificial intelligence systems that will in-
tegrate private, public and military networks; creation of a national cybersecurity
system; creation of a national cybersecurity network. These steps will help to im-
prove the situation with information sovereignty in the face of gabyridic threats.
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